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EXECUTIVE SUMMARY

This deliverable summarizes the integration, testing and validation efforts of the SmartEdge
project’s first implementation round (SmartEdge solution 1.0). At the time of writing the project
is in year two out of three, and significant parts of the implementation are already done. As a
mid-project report, this document sits between D2.2 (Final definition of requirements,
architecture, and demo plans) and D6.2 (Final validated SMARTEDGE solution)

The implementation work has been divided into three work packages, namely: Continuous
Semantic Integration (WP3), Dynamic Swarm Networking (WP4), and Low-code Programming
Tools for Edge Intelligence (WP5). A more detailed reporting on this work is provided in
corresponding deliverables 3.2, 4.2 and 5.2. Along with this report, these four documents
provide a comprehensive summary of the SmartEdge project’s progress so far.

This report is divided into four main sections: 1) introduction, 2) integration efforts, 3) testing
and validation of requirements, and 4) objectives and KPIs. The first part summarises the work
done in WP 6 and provides background information and an overall description of the proposed
solution and its components.

The integration effort (section 2) so far has been focusing on mapping the individual artefacts to
the neighbouring functions within Work Packages and their implementation into the use cases.
It focuses on artefacts ready for release. In addition, significant effort has been put into building
a test environment and capability of sharing work between consortium partners

The bulk of this document covers the test cases we have built for the functional requirements
(defined in D2.2). We have defined relevant test cases for most of the requirements and
reported the tests if they have already been carried out. Obviously, some of the requirements
cannot be tested since the artefacts indented to satisfy them are planned only for release 2 later
this year. In total, 210 test cases are reported of which 96 (or 46%) have already been performed
successfully. The rest of these tests (along with some new ones) will be carried out during the
final year of the project and reported in D6.2.

In section 4 we give an overview of the objectives and key performance indicators (KPIs) of this
project and provide a summary of the work carried out so far in fulfilling them. Some KPIs have
already been archived, at least mostly, but the main purpose of this work is to ensure that we
are on track with the project. We also took the opportunity to refine the original KPIs and even
introduced some new ones due to changes in the use case environment and technological
developments in the past years.

Overall, the project is relatively well on track and although there is challenging work ahead
integrating the rest of the artefacts and aligning the solutions with the use cases, it is reasonable
to expect that the objectives of this project will be met.
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1 INTRODUCTION

1.1 OVERVIEW

Work Package (WP) 6 integrates, validates, and demonstrates the SmartEdge toolchain, bringing
together technologies developed in Work Packages 3, 4, and 5 into a functional set of systems.
D6.1, the first deliverable of WP6, collates the work completed to date for SmartEdge 1.0 (the
first release of components). It represents the shift from individual WP developments to a
unified system of components. Following on from other WPs we detail the solutions provided
so far for the collective components, the ongoing refinements to be made between components,
and the next steps required to optimize system interoperability.

Aligned with the project objectives, D6.1 reflects the iterative nature of WP6, supporting the
ongoing progress of the SmartEdge practical deployment and incremental improvements per
component integration. WP6 takes input from WP2 outputs, where the requirements and use
case demonstrations were initially outlined. The main components needed by these defined use
cases are made available for testing and validation across three key areas: Continuous Semantic
Integration (CSI) (WP3), Dynamic Swarm Networking (WP4), and Low-Code Programming for
Edge Intelligence (WP5). We detail connectivity between WP components and relate back to the
requirements and KPIs outlined in WP2 that define their successful development.

WP6 is broken into three tasks. Each are co-dependant on the output from one another and
other WPs.

e T6.1: System integration, Lab Testbed
e T6.2: Lab validation, KPI validations
e T6.3 Final Demonstrations

Task T6.1:

System and control integration This task will provide the integration of WP3-4-5 components via
release SmartEdge 1.0 and SmartEdge 2.0. Continuous feedback between this task, the technical
WP3-4-5 and T6.2 is expected during the whole duration of this task. In parallel, this task will
setup the lab and testbed facilities to be used by T6.2.

Task T6.2:

This task will provide the functional validation of the integrated SmartEdge 1.0 and 2.0 against
the project’s KPIs. Continuous feedback between this task, the technical WP3-4-5 and T6.1 is
expected during the whole duration of this task.

Task T6.3

This task will provide the validation in relevant demo environments of the validated SmartEdge
solutions provided by T6.2. Specific focus will be on the performance from the
application/vertical/final user perspective.

The three tasks are co-dependent, with the interconnection of WP3-4-5 components being the
initial step, measurement of their function the middle step and use cases demos being the last.
WP3-4-5 output is dependent on WP6 to help define the gaps between components and
facilitate the development needed to meet requirements, this creates the feedback loop to



WP3-4-5. As components are developed with requirements for KPIs and demos we track these
over the duration of the project with two important releases SmartEdge 1.0 and 2.0. For this
deliverable we cover the Release 1 (SmartEdge 1.0).

Within WP6 we see the components of WP3-4-5 as broken down into manageable components
defined as artefacts. This breakdown allows the project to track the requirements, identify demo
needs, and KPIs targets with a clearer mapping for each artefact. These artefacts are defined in
WP3-4-5 deliverables D3.2, D4.2 and D5.2. This document summarises their functions in one
place to show the holistic view of the artefacts working together. For SmartEdge 1.0 we see 27
artefacts to be passed through WP6 tasks (integration, validation, demonstration).

1.2 OBJECTIVES
The tasks for WP6 are seen to closely align with the objectives, the update on the overall
objectives and status is described here

1. Integration of WP3-4-5 components for continuous semantic integration (by WP3),
dynamic swarm networking (by WP4), and low-code programming tools for edge
intelligence (by WP5).

This is described in the integration section and covers the first Release of SmartEdge 1.0. The
integration describes the interfaces and combined functionality between artefacts. To illustrate
where the artefact is to be demonstrated we also link the integration to a demo/use case.

2. Lab and testbed setup
The Lab integration environment is described within the Integration section for the applicable
use cases and demonstrations. Principal development of artefacts was done within the project
partners’ environment. The integration environment allowed for a common platform for each
partner to login and collaborate on artefacts, but a remotely accessible lab testbed has inherited
limitations for local dependencies and hardware. The objective of the integration environment
is met as part of T6.1 and will be available until SmartEdge 2.0.

3. Lab validation of the integrated project solution against project KPIs

KPIs are used to provide targets against the SmartEdge objectives, they provide a tangible
measure of the improvements brought from development within SmartEdge. The first release
provides an update on the status of these KPls in Section 4.

4. Demo validations

The demo of the Use Cases will illustrate the practical implementation of SmartEdge in real
world examples for different industry verticals. The project partners have proposed the different
use cases from the outset and the artefacts are developed with these demos as the intended
showcase for each artefact.



1.3 SuMMARY OF WORK PACKAGE ARTEFACTS

As seen from the D2.2 and individual work packages, the toolchain of SmartEdge components is
distributed over three Work Packages and within these the development of components is
broken down into artefacts. This creates a manageable structure for the development of
SmartEdge 1.0. This deliverable brings together the output of these artefacts ready for
SmartEdge 1.0. We list all artefacts in the following tables and highlight which are for SmartEdge
1.0 and/or SmartEdge 2.0. We note that there are 26 artefacts in SmartEdge 1.0 and 19 artefacts
with multiple releases; this weighting to SmartEdge 2.0 can be a risk.

Table 1: WP3 Artefacts

affordances and swarm Recipe
specifications

ID Title Lead Description
SmartEdge
A3.1 SmartEdge SAG Common data structures to represent
Semantic Models the data from diverse machines, 1,2
applications, and swarms.
A3.2 Middleware with SAG Middleware provides standardized data
Standardized access to the devices’ data. 19
Semantic ’
Interfaces
A3.3 Knowledge Graph | SAG Specialized semantic repository designed
Repository for the storage, retrieval, and 19
including TDD management of standardized knowledge ’
artefacts
A3.4 Mendix Toolchain | SAG A programming environment to create
Recipes in a low-code manner. 1,2
A3.5 DataOps Pipeline CEF Set of components to define DataOps
Components pipelines and reusable pipelines defined 1,2
for SmartEdge use cases.
A3.6 DataOps CEF Templates for DataOps pipeline
Deployment deployment on Cloud and Edge 1,2
Templates environments.
A3.7 Low-code DataOps | CEF Artefacts and tools to support the low-
Configuration code definition of DataOps pipelines. 1,2
A3.8 Semantic Recipe HESSO | Integration of semantic Recipe directory
Integration with with Mendix for discovery and retrieval 5
Mendix of existing Recipes, related to specific
swarm tasks.
A3.9 Recipe-TD HESSO | Implementation of matching of Recipes
Matcher and thing descriptions according to TD 5




A3.10 Mendix Recipe HESSO | Orchestrator of Mendix flows following a
Orchestrator given Recipe and a given set of swarm 2
nodes previously matched

A3.11 Streaming Media Dell Artefact to stream semantic graphs

Service between nodes in the swarm, which will 5
facilitate a shared environmental
context.
Table 2: Artefacts from WP4
A4.1 Access Point CNIT The APM monitors the
Manager connection/disconnection of Smart

Nodes and enables communication 19
within the swarm only among Smart ’
Nodes whose Swarm Joining Request
was approved by the Swarm Coordinator

A4.2 Swarm Coordinator | CNIT The Swarm Coordinator manages the P4
switches inside each access point,
ensuring that flow rules are updated to 1,2
authorize communication strictly
between swarm node members only.

A4.3 Swarm-node CNIT Manages VXLAN tunnels and monitors

Manager network interfaces for secure intra- 1,2
swarm communication.

Ad.4 P4 Switch (two CNIT Manages P4-based packet forwarding,

different version) ensuring secure, isolated communication 19
between authorized swarm members ’
with dynamic rule updates.

A4.5 Distributed CNIT Stores swarm node data, including status

Database for and IP-URI mapping, supporting efficient 19
Network network coordination and management. ’
Information
A4.6 Programmable UOXF Embeds node IDs in packets, blocking
Access Control for unauthorized traffic, enforcing protocol 1
Swarm Intelligence restrictions, and ensuring swarm traffic
isolation via VXLAN.

A4.7 Anomaly detection | UOXF Uses machine learning in data planes for
real-time threat detection, maintaining 1
high-speed network security.

A4.8 Distributed in- UOXF Distributes computing tasks across

network Operations network devices, optimizing 1
performance and overcoming resource
constraints in SmartEdge environments.

A4.9 Intelligent road-size | UOXF Enables V2X communication, integrating

unit multi-sensor data for smart traffic 5
control, collision avoidance, and network
efficiency.




A4.10

Street Intersection
Edge Unit (SINED)

FRIB

Pre-processes LiDAR point cloud data at
intersections using hardware
acceleration, improving real-time traffic
analysis.

Table 3 Artefacts from WP5

A5.1 Multimodal semantic | BOSCH | Fuses data from various sensors, creating
Stream Fusion a unified, semantic-rich data stream for
autonomous driving and smart
manufacturing.
A5.1.1 Media Stream FhG Processes video and LiDAR streams,
Processing ensuring compatibility for fusion, with
optimized codecs, bitrates, and
transmission protocols.
A5.1.2.1 | Vision Scene BOSCH | Generates scene graphs from camera
Understanding for footage, identifying objects and
Traffic relationships for advanced traffic
analysis.
A5.1.2.2 | Manufacturing Scene | Dell Recognizes and interprets objects in
Understanding manufacturing, enabling smart
automation in dynamic, unpredictable
environments.
A5.1.3 Smart Traffic Data CONV Ingests heterogenous data sources
Fusion related to traffic (integrated vehicle,
radar, camera). Fuses the incoming data
sources and provides a data stream the
user can retrieve relevant data from via a
MQTT or DDS stream
A5.1.4 Data Stream Fusion BOSCH | Integrates data originating from varied
sources, annotating this data at ingestion
time with relevant semantic descriptions
using a unified ontology leveraging
RDF(S)
A5.1.5 Graph Stream TUB Tightly coupled to the SmartEdge
Processing Runtime, Graph Stream Processing
defines the set of operations possible
between the Runtime and Distributed
Knowledge Graph (DKG) used for
managing the swarm state internal to
the SmartEdge Runtime
A5.2.1 Hardware- FRIB Develop a solution to execute relevant
Accelerated Data computational tasks to hardware
Processing accelerated nodesin order to increase
A5.2.2 Runtime Optimizer FRIB Enhances execution performance by
dynamically optimizing code paths,
resource allocation, and execution
strategies based on runtime conditions.




A5.3.1

Swarm Adaptive
Coordinator

TUB

Manages distributed systems, enabling
adaptive coordination and real-time
decision-making in swarm-based
applications.

1,2

A5.3.1.1

Semantic based
Node discovery

TUB

Uses semantic reasoning for dynamic
node discovery in distributed networks,
improving efficiency in service and
resource discovery.

A5.3.1.2

P4-based Network
Information RDFizer

TUB

Converts network state data into RDF
format using P4-programmable switches,
enabling semantic integration and
reasoning.

A5.3.1.3

Semantic based ROS
Communication

TUB

Enhances Robot Operating System (ROS)
communication using semantic data
structures for intelligent message routing
and interpretation.

A5.3.2

Task Orchestrator

TUB

Manages and schedules distributed tasks
efficiently across heterogeneous
computing environments.

A5.3.3

Optimizer

TUB

Improves system performance by
optimizing computational workflows,
resource allocation, and task execution.

A5.4.1

SmartEdge Runtime

TUB

Provides an execution environment for Al-
driven edge computing applications,
optimizing performance and resource
usage.

1,2

A5.4.2

Dynamic Knowledge
Graph

TUB

Constructs and updates knowledge
graphs in real-time, supporting dynamic
data integration and reasoning for Al-
driven decision-making.

1,2

A5.4.3.1

P4 Runtime Plugin

CNIT

Provides runtime support for P4
programmable network devices, enabling
dynamic control and configuration of
network behavior.

A5.4.3.2

In-Network Machine
Learning Plugin

UOXF

Implements ML inference within network
devices, enhancing real-time decision-
making and optimizing data processingin
distributed networks.

A5.4.3.3

Network Security
Plugin

IMC

Provides security mechanisms for network
traffic, including anomaly detection,
firewall capabilities, and threat mitigation.

A5.4.3.4

Mendix Plugin

SAG

Extends Mendix for model-driven
development, integrating smart
automation and Al-driven functionalities
for low-code applications.

A5.4.3.5

Chunks & Rules

W3C

Defines modular rules for adaptive
decision-making and automation in data-
driven workflows.




A5.4.4 Low-code IDE TUB A development environment that
simplifies software design with visual
modeling, code automation, and Al-driven
optimizations.

A5.4.4.1 | Model Builder TUB A tool for designing, training, and
deploying machine learning models within 1,2
the low-code ecosystem.

A5.4.4.2 | Metric Report and FhG Generates visual analytics and reports
Visualisation from collected data to assist decision- 1
making in various applications.

A5.4.4.3 | Remote Rendering FhG Enables high-performance rendering of
complex 3D models over networks, 1,2
reducing local computational demands.

A5.4.4.4 | Ego-Vehicle Centric TUB Provides real-time visualization of vehicle
Visualization sensor data from an ego-centric
perspective, aiding autonomous driving
research.

A5.4.4.5 | Swarm Visualization | W3C Displays coordinated movements of
multiple agents, supporting swarm
intelligence and collective behaviour
analysis.

A6.1 Knowledge graph W3C Secure data retrieval and modification via
data access policies SPARQL-accessible rules within the
Continuous Semantic Integration
framework

1.4 METHODOLOGY OF INTEGRATION FOR SMARTEDGE 1.0

WP6 takes over from WP2 where the architecture is divided between WP 3-4-5, therefore the
initial steps were to collate the artefacts with respect to the intended design previously seen in
WP2 (D2.2) and verify versus design. To begin collating artefacts, an integration environment
was proposed, and this facilitated homogeneous deliverables into containers in a Harbor
repository (see 2.1). As part of weekly meetings, we see the requirements and test cases drafted
for artefacts to be validated against (see section3).

Within weekly meetings we see the revision of artefacts, use cases and requirements being
presented to all WP leads. Feedback from use case owners drove new functionality
requirements and artefact owners were able to identify gaps not covered initially in WP 3-4-5.
These new requirements became part of the feedback loop to from WP6 to WP 3-4-5 T6.2 and
added to the backlog of artefacts and requirements within WP 3-4-5.

1.5 STRUCTURE OF THE DOCUMENT

The document has the following sections. Section Error! Reference source not found. provides
the Integration for SmartEdge 1.0, it includes the shared integration environment and examples
of artefact integration to date. This work is primarily the subject of Task T6.1. Section Error!
Reference source not found. outlines the testing and validation of the functional requirements,



this is intended to prove the artefacts are meeting requirements set out in WP2. Section 4
Provides an update on the projects responses to the initial objectives outlines and the KPIs used
to measure these objectives. Section Error! Reference source not found. closes the document,
highlighting some of the conclusions found and discussing the next steps in WP6.

Within the WP6 meetings we see the traceability of artefacts to the intended project
requirement and KPIs were also tracked (as part of T6.2) to ensure those developing the artefact
met the projects initial scope.

2 INTEGRATION ENVIRONMENT AND ARTEFACT INTERFACES

2.1 INTEGRATION ENVIRONMENT

An integration environment was set up to enable a shared workspace and common platform for
partners. It has been designed to maximize hardware utilization while ensuring redundancy,
scalability, and isolation of software components. The environment leverages virtual machines
(VMs) orchestrated by Kubernetes to facilitate the deployment and testing of various artefacts.
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Figure 1 Integration environment
Virtual Machines (VMs) and Hardware

The integration environment consists of a combination of Ubuntu and Windows VMs with
varying specifications to support different computational needs.

Key features include:

e 12 Ubuntu-based VMs and 1 Windows-based VM.

e VM configurations include varying CPU, RAM, and storage capacities to accommodate
diverse workloads. Several VMs are equipped with GPUs to support compute-intensive
tasks such as Al/ML processing.

e Physical hardware, including servers and loT gateways, in scenarios where artefacts
require access to specialized underlying platform features.

Software and Services



The integration environment is pre-configured with essential tools and platforms to facilitate
seamless artefact deployment and integration. The installed software includes:

e Kubernetes

e Docker

e Harbor (Docker Registry)

e Zenoh

e ROS 1 andROS 2 (Robot Operating System)
e Mendix

Access and Security

To maintain a secure environment, access is controlled via a Virtual Private Network (VPN). Each
user is assigned an individual VPN account, and secure shell (SSH) clients such as PuTTY,
PowerShell, and Terminal, as well as SCP clients like WinSCP, are used to facilitate server access
and file transfers.

Containers

WP6 defined that each deliverable be available as a container where possible to reduce custom
dependencies for software deployments.

The integration platform has 25 active users with projects setup for each work package and Use
case in the Harbor (docker registry) (see figure 2 below).

GitLab for other artefacts:

As many artefacts are in flux whilst they are in development and do not use containers, we see
GitLab available to project partners. This established tool helps manage the traditional
deployments of software development. GitLab is heavily used by project partners as it
centralizes artefact storage, including software components, schemas, templates, and
configurations, ensuring consistency with project objectives.

In addition, Gitlab can facilitate, CI/CD Pipelines, version control, issue tracking, independent
and secure access outside a partners’ network. Fig 3 below shows Gitlab screenshot of various
WPs under folder https://gitlab.com/smartedge-project-eu/smartedge-public.
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Figure 2 Harbor (Docker registry)

Beyond the integration environment

Other dependencies related to specific licenses and hardware could only be met by use case
owners. Therefore, as part of integration, WP6 began to examine how the artefacts are seen in
use cases and how they could be tracked against interfaces, seen in next section.

2.2 FUNCTIONAL CLUSTERS

Within the project we see managing the toolchain of 50 different artefacts with varying
dependencies must be broken in groups for integration. The different relationships of the
artefacts allow us to break them into groups, we use the term “Functional cluster” to try and
gather artefacts with present interfaces as seen in this SmartEdge release. Other grouping of
artefacts is seen within the project but the Functional cluster was seen to overlap these largely
due to the evolving development of artefacts in use cases.

Ways of grouping artefacts

e Work Package artefacts: Each artefact addresses a component needed by the objectives
of the work package. Example all Artefacts in WP3

e Releases of Artefacts: Targets for planning the development of artefacts, corresponds
to timeline of the project and order of dependencies between use cases and artefacts.
Example SmartEdge 1.0

e Use Cases: Corresponds to the artefacts employed to meet project demos. Example all
artefacts used in Use Case 2 (UC2)

e Requirement clusters: Matches artefacts to project requirement seen in D2.2 to
illustrate traceability back to initial planned requirements. Example all artefacts for
Swarm Communication requirements.

At a high level the Functional Cluster tracks the Artefact development with respect to the
artefact interfaces, the Cluster names for SmartEdge Release 1.0 is seen in the table below.
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Cluster Name Description

Semantic Data | Ensures interoperability, semantic integration, and data
Management & | standardization across SmartEdge components. It defines core data
Integration structures, knowledge repositories, and middleware interfaces to

enable seamless different

components.

data exchange between system

DataOps Pipeline

Focuses on data transformation, pipeline execution, and deployment
management in SmartEdge. It provides low-code tools, deployment
templates, and runtime execution environments for processing data
streams and orchestrating workflows.

Swarm Networking

Responsible for swarm formation, network communication, and
distributed database management. It enables dynamic and adaptive
networking between SmartEdge nodes, ensuring low-latency,
scalable, and secure communication.

Computing

Swarm Security & | Provides network access control, security policy enforcement, and

Monitoring anomaly detection to protect SmartEdge swarms. It integrates
programmable security mechanisms and Al-driven anomaly
detection to ensure swarm resilience.

Edge Intelligence & | Enables Al-driven, low-latency processing at the edge by integrating

machine learning, computer vision, and real-time data analytics. It
ensures efficient execution of Al models on edge devices for
applications like traffic management and manufacturing.

Swarm Coordination &
Orchestration

Manages task assignment, swarm coordination, and adaptive
optimization. It provides orchestration tools that allow SmartEdge
swarms to self-organize dynamically based on workload distribution
and system demands.

Swarm Optimization &
Adaptive Intelligence

Enables real-time adaptation, optimization, and in-network learning
within SmartEdge swarms. It includes machine learning models,
optimization algorithms, and network-based intelligence that
enhance swarm efficiency and scalability.

Each functional cluster details the artefacts and the interfaces between artefacts, each interface
is additionally named using the artefacts it is between e.g. A3.1-A3.3 (Semantic models to TDD)

2.2.1

Semantic Data Management & Integration

The four artefacts below are considered the core components of WP 3 SmartEdge 1.0. Examples
of each artefact and its corresponding interface were demonstrated in early lab validation. Some

interfaces defined above include artefacts in Release 2 and are pending validation for that

release .
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Artefact ID

Artefact Name

Development

Containerized:

SmartEdge Semantic

Release 1 ready

e Models Release 2 pending R
Lt https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP3/A31?ref type=heads
Interface/data
format Spargl, RDF,JSON-LD
Interface Artefacts | Interface ID context of interface Status/UC
A3.3 A3.1-A3.3 model for storing data S 17 B LI gt
release 1 ready
model for recipes, .
A3.8 A3.1-A3.8 . . Pending
Mendix recipe format
A3.5/6/7 A3.1-A3.5/6/7 data format, processing rules Seen in UC4 and
and transformations release 1 ready
A3.11 A3.1-A3.11 Labelling properties of the Pending
media stream
Artefact ID Artefact Name Development Containerized:
M BT Release 1 complete
A3.2 Standardized Release 2 engin Y
Semantic Interfaces P g
Location wp3/wp3-a32-middleware-ssi
Interface/data
— REST PUB/SUB
Interface Artefacts | Interface ID context of interface Status/UC
A34 A3.2-A3.4 From Iov_v CO(_je Mendix to Seen in each UC and
standardised interfaces release 1 ready
multi-protocol data ingestion,
) standardized querying, and Seen in UC4 for
ol MBS low-code deployment SmartEdge 1.0
strategies
A3.11 A32-A3.11 From stand_ardlsed data sources Pending
to a streaming protocol
Mendix connects to
A5.1.2.2 A3.2-A5.1.2.2 manufactuing scene pending A5.1.2.2
understanding
A5.3.2 A3.2-A5.3.2 Task orchestrator to TDDfor | go0, i3 yc2,3 & 5a

semantic query
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Artefact ID

Artefact Name

Development

Containerized:

Kozl Release 1 complete
A3.3 Graph Repo . Y

&TDD Release 2 pending
Location wp3/wp3-a33-tdd-api
Interface/data REST
format
Artefacts Interface 1D context of interface Status/UC
A3.1 A3.1-A3.3 see A3.1 see A3.1

A3.3- .
A3.5/6/7 A3.5/6/7 Lookup TDD format for Data Ops | Pending
A3.9 A3.3-A3.9 Lookup recipe in TDD Pending
A3.11 A3.3-A3.11 Metadata from media goes to TDD | pending A3.11
Artefact ID Artefact Name | Development Containerized:

Mendix Release 1 complete
s Toolchain Release 2 pending \
Location wp3/wp3-a34-mendix-runtime
Interface/data REST. JSON-LD
format
Artefacts Interface 1D context of interface Status/UC
A3.2 A3.2-A3.4 see A3.2 see A3.2
A38 A3.4-A38 :c\/lendlx uses semantic recipe Pending

ormat
A39 A3.4-A3.9 Mendix uses lookup for recipe in Pending
TDD
pending A3.10 to be
A3.10 A3.4-A3.10 To be added to Mendix part of the toolchain
of Mendix

A3.12 A3.4-A3.12 To be added to Mendix PEEAE) T GATo

of Wp3 and WP5

Figure 3 below (from WP3 D3.2) depicts the artefacts connections.; the green artefacts
represent those in Semantic Data Management & Integration, the yellow are the group DataOps
Pipeline and the blue will be in the SmartEdge 2.0 release.
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Figure 3 Semantic Data Management & Integration and DataOps Pipeline

2.2.2 DataOps Pipeline

The 3 artefacts below are considered as performing a 3-part pipeline. Hence we see their
integration shown as below. The interfacing artefacts are covered in section 2.3.1 Semantic Data
Management & Integration. The artefacts are also shown in yellow in the Figure 3.

Artefact ID Artefact Name Development Containerized:
A3.5/6/7 DataOps Release 1 complete |,
Release 2 pending
Locai https://gitlab.com/smartedge-project-eu/SMARTEDGE/-/tree/main/WP3/A35
ocation .
Harbor : wp3/data-ops
Interface/data
— MQTT, OPC-UA, and REST APIs
Artefacts Interface ID context of interface Status/UC
A3.1 A3.1-A3.5/6/7 Seenin A3.1
A3.2 A3.2-A3.5/6/7 Seen in A3.2
A3.3 A3.3-A3.5/6/7 Seen in A3.3

2.2.3  Swarm Networking

We note that the A4.6 Programmable Network Access Control is already embedded with the
artefacts below, as documented in D4.2.

Artefact ID Artefact Name Development Containerized:
Programmable

A4.6 Network Access Release 1 complete Y
Control

14




Location DELL's Int. Env. TBA also, https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
ftree/main/WP4/A46/

Interface/data

format Embedded code

Artefacts Interface ID | context of interface | Status/UC

A4.1 (Access Point Manager) connects nodes and configures VXLANs, updating A4.5 (Distributed
Database) with node states. A4.2 (Swarm Coordinator) manages swarm formation, coordinating
with A4.3 (Swarm-Node Manager) for configuration. A4.4 (P4 Switch) enforces network policies,
with A4.5 ensuring real-time synchronization across components.

Artefact ID Artefact Name Development Containerized:
A4.l Access Point Manager FEIEEEE 1 comp_l ete Y
Release 2 pending
Location https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP6?ref type=heads
Interface/data format TCP/IP (events via packet payload), Thrift, SQL
Artefacts Interface 1D context of interface Status/UC
Swarm Coordinator
A4.2 A4.1-A4.2 controls Swarm via Seen in UC2, 3 &5a
Access point Manager
AP updates the control
Ad.4 A4.1-A4.4 of network device via | Seen in UC2, 3 &5a
P4
A4.3 A4.1-A4.3 Sets up VXLAN config | Seen in UC2, 3 &5a
A45 Ad.1-A45 SIS Seen in UC2, 3 &5a
rm DB
Artefact 1D Artefact Name Development Containerized:
A4.2 Swarm Coordinator riclizase 1 comp_lete Y
Release 2 pending
Location https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP6?ref _type=heads
Interface/data format Thrift, SQL
Artefacts Interface ID context of interface Status/UC
A4l A4.1-A4.2 Seenin A4.1
Swarm Node Manager
A4.3 A4.2-A4.3 in controlled indirectly | Seenin UC2, 3 &5a
by SC
A4.5 A4.2-A4.5 Updates for Swarm DB | Seen in UC2, 3 &ba
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Artefact ID Artefact Name Development Containerized:
A4.3 Swarm-node Manager Rl 1 comp_l ete Y
Release 2 pending
Location https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP6?ref type=heads
Interface/data format TCP/IP (events via packet payload), Thrift, SQL
Artefacts Interface ID context of interface Status/UC
A4l A4.1-A4.3 Seen in A4.1
Ad4 A4.3-Ad.4 Swarm Node Manager | g 0 i yc2, 3 &5a
hosting P4 switch
A4.5 A4.3-A4.5 Updates for Swarm DB | Seen in UC2, 3 &5a
Artefact ID Artefact Name Development Containerized:
Al P4 Switch (two Release 1 complete vy
' different version) Release 2 pending
Location https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
ltree/main/WP6?ref type=heads
Interface/data format TCP/IP (events via packet payload), Thrift
Artefacts Interface 1D context of interface Status/UC
A4l A4.1-Ad.4 Seenin A4.1
A4.3 A4.3-Ad.4 Seen in A4.3
A5.4.3.1 A4.4-A5.4.3.1 pending release 2 pending release 2
Artefact ID Artefact Name | Development Containerized:
Distributed
Database for Release 1 complete
Al Network Release 2 pending e
Information
L ocation https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP6?ref type=heads
Interface/data
format =il
Anrtefacts Interface ID context of interface Status/UC
A4l A4.1-A4.5 Seenin A4.1
A4.2 A4.2-A4.5 Seen in A4.2
A4.3 A4.3-A4.5 Seen in A4.3
2.2.4  Swarm Security & Monitoring

Within swarm security and monitoring, two main artefacts integrate with P4 switches from the
previous grouping. Further integration will be done with use case traffic examples.
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Artefact ID

Artefact Name

Development

Containerized:

A4 7

Anomaly
Detection

Release 1 complete

Y

Location https://github.com/In-Network-Machine-Learning/Planter
]Icnterface/data intergrates with P4 switches
ormat
Artefacts Interface 1D context of interface Status/UC
Al 4 ALA-ALT uses P4 switch for traffic To be implemented in UC3,
detection release 1 ready
A48 ALT-ALS _Used to d_eploy n_1ach|ne learning | To be implemented in UC3,
interface in multiple nodes release 1 ready
A4S A4 5-ALT |nd|re_ctl)_/ updates flow rules and | To be implemented in UCS3,
DB within swarm release 1 ready
Artefact ID Artefact Name | Development Containerized:
A4.8 Anomgly Release 1 complete Y
Detection
Location https://github.com/In-Network-Machine-Learning/DINC
llcg';trarr]i;a;ce/data Integrates with P4 switches and distributed ML inference
Avrtefacts Interface 1D Context of Interface Status/UC
Uses distributed in-network . .
A4.4 A4.4-A48 operations to optimize packet | 0 P€ implemented in UC,
. release 1 ready
processing
Deploys ML-based anomaly . .
A4.7 A4.7-A4.8 detection across multiple 11 515 [ Ieieizsl i LI,
release 1 ready
network nodes
Updates and synchronizes . .
A4.5 A4.5-A4.8 distributed execution metadata 113 52 TR BTEfiise 17 e,

within the swarm

release 1 ready
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https://github.com/In-Network-Machine-Learning/DINC

2.2.5 Streaming Data and Semantic Processing
We see 3 artefacts grouped under Streaming Data and Sematic Processing in SmartEdge 1.0
while other interfaces are in development, pending the next release for integration. We note
that further artefacts are in development, targeting particular use cases in SmartEdge 2.0. This
grouping heavily relates to vision and sensor input processing.

Artefact ID Artefact Name Development Containerized:
A511 Media S_tream Release 1 comp_lete v
Processing Release 2 pending
Location Dell Integration environment
Video Encoder, Video Packager, Streaming Client, Streaming Server, Video
Interface/data format
Decoder, Image Extractor
Avrtefacts Interface 1D context of interface Status/UC
Outputs from media stream
A51.21 A5.1.1- A5.1.2.1 | processing used in vision scene In UC1
understanding
A5.1.5 A51.1-A515 Enabling Creation of semantic data | To be seen in UC3
Avrtefact ID Artefact Name Development Containerized:
Wil SeaTe Release 1 complete
A5.1.2.1 Understanding Release 2 engin Y
for Traffic P g
Location Dell Integration environment
Video Encoder, Video Packager, Streaming Client, Streaming Server, Video
Interface/data format
Decoder, Image Extractor
Artefacts Interface 1D context of interface Status/UC
A5.1.1 A5.11-A5121 As seen in A5.1.1
A5.15 A5.1.2.1 - A5.1.5 | Enabling Creation of semantic data [ UC3 planned
Artefact 1D Artefact Name Development Containerized:
A5.15 Graph S_tream Release 1 comp_lete v
Processing Release 2 pending
Location Dell Integration environment
Video Encoder, Video Packager, Streaming Client, Streaming Server, Video
Interface/data format
Decoder, Image Extractor
Artefacts Interface 1D context of interface Status/UC
A5.1.1 A5.1.1-A5.15 Asseenin A5.1.1
A5.1.2.1 A5.12.1-A5.15 As seen in A5.1.5
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2.2.6

Swarm Coordination and Orchestration

For SmartEdge 1.0, Swarm Coordination and Orchestration is fully implemented, enabling
dynamic swarm formation, real-time node discovery, and adaptive resource allocation. The
system ensures efficient task orchestration, execution management, and knowledge-driven
decision-making. Current efforts focus on stability, integration, execution monitoring, and
optimizing scalability for future releases.

Artefact ID Artefact Name Development Containerized:
Swarm Adaptive Release 1 complete
o Coordination Release 2 pending U
L ocation https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP5/smartedge_runtime
Interface/data | o5 AROL Queries, RDF, JSON-LD
format
Artefacts Interface ID context of interface Status/UC
Ab.3.2 Ab5.3.1-A5.3.2 Task execution i.e. join swarm Blgr;nEd We
A53.1.1 A531-A5311 | Discovery of swarm node queries '&'acr;”e‘j In3
A541 A5 3 1-A5.4.1 integration to runtime (execution planned in 3
engine) UCs
Ab5.4.2 Ab5.3.1-A5.4.2 connection to DKG for live info [legr;ned We
A4.2 A4.2-A5.3.1 Control of network layer {)Jlgr;ned LR
Artefact ID Artefact Name Development Containerized:
Semantic-based Release 1 complete
(B Node Discoverer Release 2 pending v
Location https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP5/smartedge_runtime
][”terfaCEI data | spARQL Queries, RDF, JSON-LD
ormat
Artefacts Interface ID context of interface Status/UC
A5.3.1 A5.3.1-A5.3.1.1 See A5.3.1
A54.1 A5.3.1.1-A54.1 Runtime integration planned in 3 UCs
Ab5.4.2 A5.3.1.1-A5.4.2 Store Retrieved data planned in 3 UCs
Anrtefact ID Artefact Name Development Containerized:
Ab5.3.2 Task Orchestrator riclizase 1 comp!ete Y
Release 2 pending
L ocation https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
ocatl /tree/main/WP5/smartedge_runtime
]'c”terfac‘*/ data | spARQL Queries, RDF, JSON-LD
ormat
Artefacts Interface ID | context of interface Status/UC
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https://gitlab.com/smartedge-project-eu/SMARTEDGE/-/tree/main/WP5/smartedge_runtime
https://gitlab.com/smartedge-project-eu/SMARTEDGE/-/tree/main/WP5/smartedge_runtime
https://gitlab.com/smartedge-project-eu/SMARTEDGE/-/tree/main/WP5/smartedge_runtime
https://gitlab.com/smartedge-project-eu/SMARTEDGE/-/tree/main/WP5/smartedge_runtime
https://gitlab.com/smartedge-project-eu/SMARTEDGE/-/tree/main/WP5/smartedge_runtime
https://gitlab.com/smartedge-project-eu/SMARTEDGE/-/tree/main/WP5/smartedge_runtime

A5.3.1 Ab5.3.1-A5.3.2 Task execution i.e. join swarm planned in 3 UCs
A54.1 A5.3.2-A54.1 Runtime integration planned in 3 UCs
A5.4.2 Ab.3.2-A5.4.2 Retrieve node skill planned in 3 UCs
Artefact ID Artefact Name Development Containerized:
SmartEdge Release 1 complete
AS4L Runtime Release 2 pending Y
Laesial https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
/tree/main/WP5/smartedge_runtime
:,_”terface/ data | sp ARQL Queries, RDF, JSON-LD
ormat
Artefacts Interface 1D context of interface Status/UC
A5.3.1 FESL ABAp | U NOUS B0 e planned in 3 UCs
execution.
A5.3.1.1 A53.11-A5.41 | 'dentifying and selecting suitable | 1 1n0in 3 Ucs
swarm nodes.
A5.3.2 A5.32-A54.1 | receiving execution plans and planned in 3 UCs
monitoring task success.
A5.4.2 A541-A542 | forretrievingsystemstatusand | o onedin 3 ucs
performance data.
Artefact ID Artefact Name Development Containerized:
Dynamic
Ab5.4.2 Knowledge R;Qegleea::elzcoer:]]gilre]te Y
Graph P g
L ocation https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
[tree/main/WP5/smartedge_runtime
]'c”terfaCE/ data | sp ARQL Queries, RDF, JSON-LD
ormat
Artefacts Interface 1D context of interface Status/UC
Ab.3.1 Ab5.3.1-A5.4.2 real-time node updates. planned in 3 UCs
A53.1.1 A5.3.1.1-A5.4.2 | optimized node selection. planned in 3 UCs
A5.3.2 A5.32-A542 | Efficientscheduling and execution | o onedin 3 UCs
tracking.
A5.4.1 M Asay | CEEIMEEEEIEm e planned in 3 UCs

monitoring.
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2.2.7

Visualisation tools and Model Training
The following artefacts are operational and deployed in SmartEdge 1.0. They do not depend on

other artefacts for full functionality, relying only on input data sources in use cases.

Artefact ID Artefact Name Development Containerized:
A54.4.1 Model Builder Releasel camplele Y
Release 2 pending
. https://gitlab.com/smartedge-project-eu/SMARTEDGE/-
Location . )
/tree/main/WP5/model_builder
]L(r;'ii:;a;ce/data GUI tool for training data sets to be used in image recognition
Artefacts Interface ID context of interface Status/UC
Model builder is a standalone artefact in release 1 UC3 deployed

Artefact ID Artefact Name Development Containerized:

Metric Report
A5442 and Release 1 complete v

L Release 2 ready

Visualisation
Location http://metaverse.westeurope.cloudapp.azure.com:3000/
]Icg:i:;a;ce/data Dashboard illustrating metrics from datasets seen from other artefacts
Artefacts Interface 1D context of interface Status/UC
Can be deployed with artefacts data points, is standaloine artefact and To be used in
integration ready with use cases UC1

Avrtefact ID Artefact Name Development Containerized:
Remote Release 1 complete

(B Rendering Release 2 ready Y

Location https://fameverse.fokus.fraunhofer.de/smartedge/

llg'ii:];a;ce/data Render of a manufactuing environmnet or street scene for automotive

Anrtefacts Interface ID context of interface Status/UC

Can be deployed with artefacts data points, is standaloine artefact and
integration ready with use cases

To be used in UC1
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3 TESTING AND VALIDATION OF FUNCTIONAL REQUIREMENTS

3.1 ABOUT FUNCTIONAL REQUIREMENTS

We started documenting functional requirements for the SmartEdge solution at the beginning
of the project. This work was based on informal and formal discussions, and produced a list of
162 requirements, which were listed in Deliverable D2.2 (Final definition of requirements,
architecture, and demo plans). Since then, some changes have been made to the original list: six
requirements were deprecated (see section 3.2.2) and four new ones have been added (section
3.2.3), bringing the total number of valid requirements to 160.

The requirements were based on use cases in four application areas, namely Automated Driving
(Use Case 1), Smart Cities, (Use Case 2), Smart Factories (Use Case 3 and 4) and Health (Use Case
5A and 5B), and their purpose is to ensure that we can demonstrate the SmartEdge solution in
real problem settings. Each use case has specific needs of the solution, and this is reflected in
the functional requirements.

The goal of this mid project deliverable is to report our progress and ensure that the project is
aligned with the objectives we set up at the beginning of the project. In terms of functional
requirements, the following work has been carried out: 1) we ensured that all functional
requirements are covered by mapping them to one or several artefacts (for mapping, see
appendix 2), 2) we have defined testing procedures for each requirement/artefacts pair, 3) we
reported any changes or issues with the original requirements, and 4) we reported the results
of those tests that have already been carried out.

During the mapping process we wanted to ensure that a) all requirements are covered at least
one artefact, and b) that all artefacts are fulfilling at least one functional requirement. During
the process we identified 210 requirement-artefact pairs covering all the valid requirements. Of
these test cases 96 (46 %) have been successfully performed. The listed tests also cover all the
artefacts in release 1 and 1.5. That is, all requirements have at least one artefact that covers it
and all the artefacts implemented so far are fulfilling at least one functional requirement.

It should be noted, however, that we still have 16 artefacts (out of 53) that have not been
covered by any tests in this report. These artefacts are all targeted for Release 2. They will be
tested after the release and reported in deliverable D6.2.

In the following section we report and summarize this work as follows:

e |nsection 3.2 we report any changes we have done to the requirements

e Section 3.3 defines the template for reporting the testing procedures we have
carried out (or are planning to carry out)

e Section 3.4 defines the requirement categories (essentially the same that we had in
D2.2)

e Section 3.5 covers the testing procedures, and it is divided into subsections
according to the requirement category
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3.2 CHANGES TO THE REQUIREMENTS

3.2.1 About changes
We finalized the list of functional requirements for the SmartEdge solution in Deliverable D2.2
released at the end of 2023. During the past year we have developed software components and
other artefacts as well as refined the use case demonstrations. It is expected that some changes
to the requirements will occur during this process.

This subsection summarizes the changes we have made to the requirements. In total we have
deprecated six requirements and added four new ones. All changes are relatively small and are
not expected to have a significant impact for the overall solution.

3.2.2 Deprecated requirements
During the design and implementation, we have learned more about our use cases, as well as
made some architecture decisions. During this process we have found out that some of the
requirements are out of scope or irrelevant given the architecture choices we have made. For
this reason, and after discussions with the use case owners we have deprecated some
requirements. All of the deprecated requirements are listed in the following table (note that this
table also includes the requirements deprecated already in D2.2)

ID / Ver. Notes
Deprecated, optionally runtime might be able to provide this, but it is not
CSI-019 i
deemed essential for the UC
IDM-003 Deprecated in D2.2
IDM-017 Functionality will not be in the scope of SmartEdge
LC-014 Deprecated in D2.2
SC-014 Too complicated
Handled by anomaly detection and procedures outside the scope of
SW-010
SmartEdge
SW-017 Deemed to be too complicated
SW-020 Deprecated in D2.2
SW-028 Deprecated in D2.2
Combined with HP-007 as a new requirement (only one V2X protocol set will
HP-006 .
be implemented
HP-007 See HP-006

3.2.3 New requirements
As with the deprecated requirements at the implementation time, we have learned that some
requirements were not identified in the deliverables D2.1 and D2.2. Because of this we have
added some new requirements, these are presented below in the similar format as the original
ones. The test cases for these requirements will be reported in D6.2.

ID / Ver. Partner Short Name | Related Use Case(s) Priority WP

There should be a method for storing and indicating reliability of sensor
nodes (i.e. how accurately they tend to send the data) and this method

IDM-022 should be done as anonymously as possible.

CONV uc-2 Medium WP6
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During the project there has been many discussions about applying the
solutions into real word problems. We would like to make normal road
Notes users (cars) to join the network and share data. For this to be useful we
will need a method for handling reliability of different data sources in
privacy-conscious way. Will be implemented in artefacts A6.1
ID / Ver. Partner Short Name | Related Use Case(s) Priority WP
Low-code description of swarm agent real-time behaviour to speed
LC-028 development and facilitate behavioural updates to reflect evolving
requirements.
DELL uc-3 Medium WP5
Notes Will be implemented in artefacts A5.4.3.5
ID / Ver. Partner Short Name | Related Use Case(s) Priority WP
Web-based solutions for remote monitoring and control of swarms that
CSI-022 enable authorised users to monitor and control swarms from desktop
computers, tablets and smart phones.
DELL UcC-2, UC-3 Medium WP5
Notes Will be implemented in artefact A5.4.4.5

3.3 TESTING PROCEDURE TEMPLATE

We created functional testing based on requirements listed in D2.2. Each requirement maps to
one or more artefacts and artefact owners are responsible for defining and executing the testing
of their component(s) against the requirements.

We list the short description of the procedure, results and next steps in tables as follows:

REQ-ID-TEST ID

Artefact(s) Requirement(s) Result

AXX.YY, AZZ.AA REQA, REQB PENDING/PASS/FAIL

Req. description

Description of the requirement

Contact

Organization, e-mail (will be removed in final doc)

Testing procedure

e Steps How this will be tested

Test results

e What will be the expected result(s)

Status and next steps °

When will this be done and any further actions?

Notes

The table contains following fields

REQ-ID-TEST ID: A unique identifier of test procedure. It is formulated from the requirement id
by adding a running number for it. For example, requirement SW-011 can have tests SW-011-1,
SW-011-2, SW-011-3 and so on.
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Artefact(s): What Artefact, or Artefacts, are covered by this test

Requirement(s): Requirement or requirements this test is intended to be testing, fully or partly.
Result: Is this test passed at the time of the release of this document.

Contact: Organization and e-mail of the artefact owner responsible for this test

Testing procedure: A short description of how theserequirements, or part of it were tested (or
is planned to be tested)

Test results: A more detailed description of test results.
Status and next steps: Description of the development status and next steps to be taken with
this test. In particular, do we need to do further development and testing in the next phase of

the project.

Notes: Any additional notes about the procedure

3.4 REQUIREMENT CATEGORIES
Each category has a short name and a full name. The short name is used to identify requirements

that belong to the specific category.

Table XX SmartEdge requirements categories

Short -
Name Short Description
Name
sw Swarm Find and maintain devices so they can contribute to the
Management execution of SmartEdge applications.
sc Swarm Communication between devices that are used by
Communication SmartEdge.
IDM IDM and Policy & | Authentication, integrity and privacy of users, devices and
Security applications.
AL Application Lifecycle Handling the availability and execution of SmartEdge
applications.
Hp Hardware and | Capabilities in terms of hardware and software protocols
Protocols needed to create SmartEdge.
LC Low Code Making SmartEdge features available through Low Code
Programming programming tools.
Continuous . . . .
. Collecting semantic and raw data using sensor fusion and
Csl Semantic . . . .
. making them available via semantic interfaces
Integration
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3.5 TESTING PROCEDURES

3.5.1 Swarm Management
Requirements around swarm management deal with the creation and definition of swarms as
well as the execution of recipes within the swarm. This includes, among other things, actions
such as the addition and deletion of nodes from the swarm.

SW-001-001 Artefact(s) Requirement(s) Result
A4.3 SW-001 PASS

Req. description A swarm node is an autonomous entity that can participate in a
swarm. For example, a brown field device that can be incorporated
into a swarm.

Contact CNIT, NVIDIA

Testing procedure Network level: Reproduce different network conditions, where the

swarm node autonomously detects its connection status (connected
or disconnected) and requests to join the swarm when needed.

Test results The testing successfully validated the autonomous connection
management of swarm nodes at the network level. Under various
simulated network conditions, swarm nodes accurately detected
their connection status, identifying whether they were connected or
disconnected. When disconnected, nodes autonomously initiated
join requests to re-enter the swarm.

Status and next steps | SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. Each Swarm Node includes a specifically
designed P4 program and control software (Artefact A4.3) managing
the swarm communication and swarm networking.

Notes To satisfy the requirement using a brownfield device, the device must
be upgraded to support and run the SmartEdge software.

An additional testing procedure may be needed at the application

layer TUB.
SW-001-002 Artefact(s) Requirement(s) Result
A3.5, A3.6, A3.7 SW-001, SC-001, HP-|PASS
001
Req. description A swarm node is an autonomous entity that can participate in a swarm.
For example, a brownfield device that can be incorporated into a
swarm.
Contact CEF
Testing procedure Development of DataOps pipelines could support the integration into

the swarm of nodes that cannot be altered to run specific SmartEdge
components. This is done via two types of integration. Firstly, the
integration of static node information, meaning the description of the
node information and its capabilities expressed by a common semantic.
Lastly, the integration of the node at runtime into the swarm. The
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runtime information should be made interoperable or the runtime data
exchanges between nodes in the swarm should be mediated to
guarantee their interoperability.

For UC4 we consider the integration of nodes described via OPC-UA
specification. A DataOps pipeline (described in D3.2) enables the
representation of static node information in the knowledge graph
repository (A3.3) and retrievability for its inclusion in a swarm executing
a recipe.

For UC2 we consider the integration of live radar observations to
common semantic representation to enable the data fusion of different
data sources for aiding in vision understanding.

Test results

PASS, a docker container running DataOps pipelines that satisfy these
tests is available in the integration environment (“wp3/data-ops-uc4-
opcua-tdd" and “wp3/data-ops-uc2-radar-native”).

Status and next steps

The pipelines in the integration environment showcase the flexibility of
the DataOps Toolbox. We intend to develop further pipelines to
integrate additional nodes and node types, driving the improvements
described in D3.2

Notes
SW-001-003 Artefact(s) Requirement(s) Result
A3.1 SW-001, SC-001, HP-|PASS
001

Req. description

A swarm node is an autonomous entity that can participate in a swarm.
For example, a brownfield device that can be incorporated into a
swarm.

Contact

SAG

Testing procedure

SmartEdge schema which is the common semantic model to represent
a swarm in SmartEdge could support the integration of a node into the
swarm that cannot be altered to run specific SmartEdge components (a
brownfield device). This is done via the following type of integration.
The integration of static node information, meaning the description of
the node information and its capabilities expressed by a common
semantic model, SmartEdge schema.

For UC4 we consider the integration of nodes described via OPC-UA
specification. SmartEdge schema enables the representation of static
node information in the knowledge graph repository (A3.3) and
retrievability for its inclusion in a swarm executing a recipe.
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For UC2 we consider the integration of live radar observations to
common semantic representation to enable the data fusion of different
data sources for aiding in vision understanding.

Test results

PASS, SmartEdge schema for representing a swarm for greenfield and
brownfield devices is present in  SmartEdge  GitHub:
https://gitlab.com/smartedge-project-eu/SMARTEDGE/-

/tree/main/WP3/A31.

Status and next steps

Notes

SW-002-001

Artefact(s) Requirement(s) Result

A4.3 SW-002 PASS

Req. description

A swarm smart-node is an autonomous entity that can actively
participate in a swarm and must be able to support its basic
functionality. For example, the swarm smart-node must have the
processing environments to be able to host the SmartEdge swarm
components.

Contact

CNIT, NVIDIA

Testing procedure

See SW-001-001

Test results

Network level: PASS

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects.

Notes

SW-002-002

Artefact(s) Requirement(s) Result

A5.4.1 SW-002 PASS

Req. description

A swarm smart-node is an autonomous entity that can actively
participate in a swarm and must be able to support its basic
functionality. For example, the swarm smart-node must have the
processing environments to be able to host the SmartEdge swarm
components.

Contact

TUB

Testing procedure

Validate if the smart node can host the SmartEdge runtime:

- Run the launch script in the file TO01_launch_as_smartnode.sh.
- Check if the code builds and deploys without errors.

- Send a request to the topic:
smartedge_node_1_on_network_msg and - Wait for a response.

Test results

PASS: The sender receives the response.
FAILED: The sender cannot receive any response.

Status and next steps

PASS

Notes

The all nodes must meet all hardware/software requirements.
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SW-002-003

Artefact(s) Requirement(s) Result

A5.4.1 SW-002 PASS

Req. description

A swarm smart-node is an autonomous entity that can actively participate
in a swarm and must be able to support its basic functionality. For
example, the swarm smart-node must have the processing environments
to be able to host the SmartEdge swarm components.

Contact TUB
Testing Validate if the smart node can actively participate in a swarm:
procedure Setup:

- Launch as a smart node on node 1. (see SW-002-002)

- Launch as a coordinator (A5.3.1) on node 2.

- Send a request from node 2 to node 1 and ensure the request is not
reachable.

Test:

- Request to join a swarm using the A4.2 tool.

- Send a request from node 2 to node 1.

- Wait for the response.

Test results

PASS: The sender receives the response.
FAILED: The sender cannot receive any response.

Status and next | PASS

steps

Notes The all nodes must meet all hardware/software requirements.

SW-003-001 Artefact(s) Requirement(s) Result
A4.1, Ad4.2, A4.4 SW-003 PASS

Req. description

A swarm coordinator is a swarm smart-node that must support the
advanced functionality necessary to form and maintain a swarm. For
example, the ability to onboard or offboard nodes to and from the
swarm, or in UC5 the provide medical staff with such node that
support coordination, holistic management, and monitoring of a
group of patients represented by their swarm nodes.

Contact

CNIT, NVIDIA

Testing procedure

To test the process of a new node attempting to join the swarm: verify
that the swarm coordinator correctly authenticates the node,
updates the network state (using the Access Point Manager and P4
programs), and establishes communication with the node.

To test the process of a node leaving or being removed from the
swarm: verify that the swarm coordinator correctly updates the
network state to reflect the node’s departure and ensures that the
node no longer has communication access within the swarm.

After onboarding and offboarding, check whether the remaining
nodes continue to communicate seamlessly within the swarm.

After onboarding or offboarding, the swarm's communication should
not be interrupted.

The swarm coordinator must interact correctly with the Access Point
Manager and P4 switches, ensuring network flows are updated when
nodes join/leave.

Test results

PASS. New nodes are successfully onboarded and offboarded with
their communication established or served without errors.
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Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. ArtefactA4.2 has been specifically defined
and implemented to support the swarm coordinator capabilities of
networking and communication. This Artefact operates in
conjunction with the Access Point Manager (A4.1) and P4 switch
programs (A4.4) to enable the communication within the swarm.

Notes

SW-003-002

Artefact(s) Requirement(s) Result

A53.1 SW-003 PENDING

Req. description

A swarm coordinator is a swarm smart-node that must support the
advanced functionality necessary to form and maintain a swarm. For
example, the ability to onboard or offboard nodes to and from the
swarm, or in UC5 the provide medical staff with such node that
support coordination, holistic management, and monitoring of a
group of patients represented by their swarm nodes.

Contact

TUB

Testing procedure

Validate if A5.3.1 can communicate with A4.2 to onboard or offboard
SmartEdge nodes

Setup: asin SW-002-003
Test:

- Call A42 APl to
- Send a request to node 1
- Wait for the response

allow node 2 join the swarm

Test results

PASS: The sender receives the response.
FAILED: The sender cannot receive any response.

Status and next steps

This is test has not finish yet as the integration is work in progress.
See notes below.

Notes This test requires the integration of A5.3.1 and A4.2. Two
components can communicate via socket.

SW-004-001 Artefact(s) Requirement(s) Result
A4.2 SW-004 PASS

Req. description

A manifest swarm must consist of one or more swarm smart-nodes
and at least one of those smart-nodes must be a swarm coordinator.
Typically, the swarm will consist of two or more swarm smart-nodes,
but during swarm formation or reformation there may only be one
seed swarm smart-node that will enlist other nodes into the swarm,
to perform the desired behaviour.

Contact

CNIT, NVIDIA

Testing procedure

Create a swarm with two or more nodes joining simultaneously.
Verify that one of the nodes is assigned the role of swarm coordinator
and that the others are onboarded correctly as regular swarm nodes.

Test results

One of the nodes was correctly assigned the role of swarm
coordinator, while the remaining nodes were onboarded as regular
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swarm nodes. All nodes authenticated and integrated into the swarm
without errors.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. Once a Swarm is created, it always has a
swarm node serving as Swarm Coordinator (A4.2). The implemented
swarm formation procedure is reported in Section 3 of D4.2.

Notes

SW-004-002

Artefact(s) Requirement(s) Result

A53.1 SW-001 PENDING

Req. description

A manifest swarm must consist of one or more swarm smart-
nodes and at least one of those smart-nodes must be a swarm
coordinator.

Contact TUB
Testing procedure Setup:

- launch 3 devices as smart-node

- launch 3 devices as coordinator

Test:

- form a swarm of 3 nodes

- query DKG to count number of nodes and group by node type
in the swarm.

- verify the number of smart nodes >=1

- verify if the number of coordinators >=1

Test results

Result from the state query from DKG return

Status and next steps

PENDING.

Notes This feature will be added in release 2.0
SW-005-001 Artefact(s) Requirement(s) Result
A4.2, A4.5, A4.1 SW-005 PENDING

Req. description

A swarm should have three or more swarm coordinators to provide
resilience if a swarm controller is lost.

Contact

CNIT, NVIDIA

Testing procedure

Dynamically remove swarm controller(s)

Test results

Not performed yet

Status and next steps

SmartEdge Release 1 partially satisfies this requirement with respect
to the networking aspects. To satisfy this requirement, the Swarm
Coordinator operating at the network level has been designed with a
stateless behaviour, relying on the ART to retrieve the state. The
Swarm Coordinator communicates with Access Point Manager and
Adaptive Swarm Coordinator. Both Access Point Manager and
Adaptive Swarm Coordinator should be provided with a list of static
IP. Currently, only a single IP is provided. Extension to support
multiple IPs is straightforward given the stateless behaviour. It will be
available in Release 2.
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Notes

Need to verify possible conflicts in updating the ARP and interacting
with the adaptive swarm coordinator

SW-005-002

Artefact(s) Requirement(s) Result

A53.1 SW-005 PENDING

Req. description

A swarm should have three or more swarm coordinators to provide
resilience if a swarm controller is lost.

Contact

TUB

Testing procedure

Setup:

- Launch 5 smart nodes

- Launch 5 smart nodes as coordinators

Test:

- ask the coordinator to form a swarm of 4 nodes.

- query the number of coordinators in the swarm from the DKG

Test results

PASS: Query result >=3
FAILED: Query result <3

Status and next steps

PENDING

Notes This feature will be added in release 2.0
SW-006-001 Artefact(s) Requirement(s) Result
A4.2, A4.5, A4.1 SW-006 PENDING

Req. description

A swarm must have an odd number of swarm coordinators to
prevent the “split brain” scenario.

Contact CNIT, NVIDIA

Testing procedure See SW-005

Test results See SW-005

Status and next steps See SW-005

Notes

SW-006-002 Artefact(s) Requirement(s) Result
A5.3.1 SW-006 PENDING

Req. description

A swarm must have an odd number of swarm coordinators to
prevent the “split brain” scenario.

Contact

TUB

Testing procedure

See SW-005-002

Test results

See SW-005-002

Status and next steps

PENDING

Notes This feature will be added in release 2.0
SW-007-001 Artefact(s) Requirement(s) Result
A4.2, A45 SW-007 PASS

Req. description

The swarm coordinator(s) must maintain the state of the swarm. For
example, which nodes are part of the swarm.
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Contact

CNIT, NVIDIA

Testing procedure

Nodes were simulated joining the swarm, and the coordinator's
updates to the ART were verified through direct database queries.
Disconnection scenarios were also tested by simulating node failures,
ensuring the ART was promptly updated to remove disconnected
nodes. Concurrent events, such as multiple nodes joining and leaving
simultaneously, were simulated to validate the consistency of the ART
under load.

Logs and database queries were used throughout to confirm the ART
always reflected the current swarm state.

Test results

The testing validated the swarm coordinator's ability to maintain the
state of the swarm effectively. Simulated node join and leave events
were accurately reflected in the ART, verified through database
queries and log analysis. The coordinator promptly updated the ART
during node failures, ensuring disconnected nodes were removed
without delay. Concurrent events, such as multiple nodes joining and
leaving, confirmed the ART's consistency under load.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. To comply with SW-005, the Swarm
Coordinator (A4.2) is stateless. However, it relies on Address
Resolution Table (ArtefactA4.5) to maintain the state related to
networking data.

Notes

SW-007-002

Artefact(s) Requirement(s) Result

A5.3.1,A5.4.2 | SW-007 PASS

Req. description

The swarm coordinator(s) must maintain the state of the
swarm. For example, which nodes are part of the swarm.

Contact TUB
Testing procedure Setup:

- Launch 3 smart nodes A, B, C

- A and B are in the same swarm

- Cis not in the swarm.

Test:

- query status of all the node in the swarm in DKG A5.4.2

Test results

PASS: node A, Node B are showed in the query results
FAILED: if not only node A and node B showed in the query

results
Status and next steps PASS
Notes
SW-008-001 Artefact(s) Requirement(s) Result
A5.3.1 SW-008 PENDING

Req. description

Swarm smart-nodes must reach a consensus on any action that
affects the swarm. For example, the swarm smart-nodes must
agree on the offboarding of a new node from the swarm. If a smart-
node (A) requests to leave the swarm, but another smart-node (B)
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is relying on it to perform some operation, then smart-node (B)
must have the opportunity to request smartnode (A) to remain in
the swarm. There may be exceptions to this rule, e.g., if all swarm
coordinators agree to eject a node (C) from the swarm, then node
(C) cannot block this action.

Contact TUB
Testing procedure Setup:

- Launch three devices, A, B, and C, as smart nodes.

- Launch a device, D, as the orchestrator and coordinator.

Test:

- D assigns T1 to A to publish a random text stream.

- D assigns T2 to B to subscribe to the published text stream.

- Arequest to leave and D acknowledges the request.

- D checks the dependency of the task

- D requests C to join the swarm to replace A and assigns T1 to C.
- D allows A to leave the swarm.

Test results

PASS: if A left the swarm and C continues to work as A did.
FAIL: A still in the swarm or the streaming pipeline is broken.

Status and next steps

PENDING

Notes This feature will be added in release 2.0
Only orchestrator can ask a node to leave or stay see SW-009-01.
The second example may be out of scope presently
SW-008-002 Artefact(s) Requirement(s) Result
A5.3.1 SW-008 PENDING

Req. description

Swarm smart-nodes must reach a consensus on any action that
affects the swarm. For example, the swarm smart-nodes must agree
on the offboarding of a new node from the swarm. If a smart-node
(A) requests to leave the swarm, but another smart-node (B) is
relying on it to perform some operation, then smart-node (B) must
have the opportunity to request smart node (A) to remain in the
swarm. There may be exceptions to this rule, e.g., if all swarm
coordinators agree to eject a node (C) from the swarm, then node
(C) cannot block this action.

Contact TUB
Testing procedure Setup:

- Launch three devices, A, B as smart nodes.

- Launch a device, D, as the orchestrator and coordinator.
Test:

- D assigns T1 to A to publish a random text stream.

- D assigns T2 to B to subscribe to the published text stream.
- Arequest to leave and D acknowledges the request.

- D checks the dependency of the task

- D could not find any replacement.

- D asks A to stay

- A acknowledges the request

Test results

PASS: A does not leave the swarm
FAIL: A left the swarm

Status and next steps

PENDING
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Notes

This feature will be added in release 2.0
Only orchestrator can ask a node to leave or stay see SW-009-01.
The second example may be out of scope presently.

SW-009-001

Artefact(s) Requirement(s) Result

A5.3.2; A54.1 SW-009 PASS

Req. description

Any swarm smart-node can abstain on any action proposed by
another swarm smart-node. This may happen if the action does
not directly affect the smart node. Abstaining on proposed actions
is desirable, as it reduces the decision-making process and possible
action contentions.

Contact

TUB

Testing procedure

Setup:

- launch 2 devices (A and B) as smart-node
- launch 1 device (C) as orchestrator

Test:

- send a task request from Ato B

- send a task request from the Cto B

Test results

PASS: If only the task request from node C is executed.
FAIL: If the task requested from node A is executed.

Status and next steps

PASS

Notes

By default, TUB runtime only allows an orchestrator to assign tasks
to a SmartNode; otherwise, the request will be rejected. If A wants
to assign a task to B, the request must be sent to C for verification,
and then C will forward the request to B.

SW-011-001

Artefact(s) Requirement(s) Result

A5.3.2 SW-011 PENDING

Req. description

A swarm smart-node (A) must have the right to leave a swarm if it
chooses, but another swarm swarm-node (B), can request it to
remain if it needs the assistance of smart-node (A). Smart-node (A)
must then decide if it stays or leaves the swarm.

Contact

TUB

Testing procedure

See. SW-008-002 and SW-008-003

Test results

See. SW-008-002 and SW-008-003

Status and next steps

PENDING

Notes See. SW-008-002 and SW-008-003
SW-012-001 Artefact(s) Requirement(s) Result
SW-012 PENDING

Req. description Selected data originated by one node may be provided to multiple
swarms. For example, when a node is providing a sensor stream that

could be of use to multiple swarms.

Contact CNIT, NVIDIA

Testing procedure Set Up the Data Stream: A static data source providing a sensor

stream and two Swarms.
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Start the API functionality between the Orchestrators and
Coordinators to handle stream access requests from swarms.
Observe whether the stream is received by all nodes in the two
swarms. Use packet capture tools on each swarm node to verify data
reception.

Test results

Not Tested. Expected results: The data stream is delivered exclusively
to the swarms that explicitly requested it, ensuring secure and
targeted distribution.

Status and next steps

Support of static data sources at the network level to be provided for
Release 2 (see SC-001). This task will be handled by the P4 Runtime
Plugin developed within WP5. An API needs to be developed between
the Orchestrator and the Coordinator running the Plugin

Notes Will be tested in release 2.
SW-013-001 Artefact(s) Requirement(s) Result
A4.2 SW-013 PASS

Req. description

A swarm coordinator should only belong to one swarm at a time.

Contact

CNIT, NVIDIA

Testing procedure

Reproduce various networking conditions (e.g., join and leave of
swarm nodes, activate multiple access points in the same area, etc)
and verify that swarm coordinator only belongs to one swarm

Test results

The swarm coordinator is inherently designed to belong to and
manage only a single swarm at a time.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. The implementation does not allow a swarm
coordinator (A4.2) to coordinate more than one swarm. Multiple
instances of swarm coordinators must be created to handle multiple
swarms.

Notes

SW-014-001

Artefact(s) Requirement(s) Result

A4.1, A4.2 SW-014 PASS

Req. description

A protocol must exist to onboard a smart-node into a swarm.

Contact

CNIT, NVIDIA

Testing procedure

The testing is done by reviewing logs and network traces at each of
the following steps to ensure proper execution and compliance with
the onboarding protocol:
e The smart node sending a request to join a specific swarm.
o Verify that the swarm coordinator processes the request
correctly.
e Check that the swarm coordinator updates the ART to reflect
the addition of the new node.
e Confirm that the P4 rules in the Access Points are updated to
allow communication with other swarm members.
e Task Orchestrator requests for nodes with
capabilities.

specific
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e Confirm that the swarm coordinator queries the Thing
Description Directory (TDD) and identifies suitable nodes.
e Verify the onboarding of the identified nodes into the swarm.

Test results

The testing confirmed the successful execution and compliance of the
onboarding protocol for smart nodes into a swarm. Logs and network
traces validated each step, including the smart node's join request,
proper request handling by the swarm coordinator, and timely
updates to the ART to reflect the addition of new nodes. P4 rules in
the Access Points were updated correctly to enable secure
communication with swarm members.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. See Section 3 of D4.2

Notes

SW-015-001

Artefact(s) Requirement(s) Result

A4.3 SW-015 PASS

Req. description

A protocol must exist for a smart node to request to join a swarm.

Contact

CNIT, NVIDIA

Testing procedure

e Verify the smart node connects to the Wi-Fi network and
completes the authentication process.

e Confirm the smart node sends a "Join" message to the swarm
coordinator via the VXLAN tunnel.

e Validate that the join request adheres to a predefined
structure, ensuring the swarm coordinator can process it
effectively.

e Ensure the swarm coordinator successfully receives the join
request message.

e Verify that the swarm coordinator validates the join request
against the swarm’s configuration and the predefined
structure.

e Confirm the swarm coordinator sends an acceptance or
rejection response to the smart node based on the validation
results.

e Validate that, upon acceptance, the swarm node updates the
P4 switch rules in order to communicate with other swarm
members.

Test results

The testing is verified by reviewing logs and network traces in the
swarm node at each of the following steps to ensure proper execution
and compliance with the join-swarm protocol.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. The specifically designed Swarm
Communication protocol includes a Join Message enabling a smart-
node to request to join a swarm (See Section 3 of D4.2)

Notes

SW-016-001

Artefact(s) Requirement(s) Result
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A4.2 SW-016 PENDING

Req. description

A protocol should exist for a swarm to broadcast a request for a
smart-node with a specified set of capabilities to join the swar5m.
Based on the responses received, the swarm will select a candidate
and onboard the smart-node. This feature is particularly important
for when a swarm is missing a critical smart-node to enable an
operation to be performed. It may be useful for the responding smart-
nodes to offer a time limited option to join the swarm. When the
option expires there is no obligation for them to join the swarm.

Contact

CNIT, NVIDIA

Testing procedure

Test results

Status and next steps

Functionality to be tested in release 2

Notes

“A protocol should exist for a swarm” should be read as “A protocol
should exist for the adaptive swarm coordinator” to request a swarm
node to join the swarm. The join message will be generated by the
swarm coordinator.

Broadcast may not be the ideal solution since all available swarm are
listed in the ARP as part of the “non-swarm”

SW-018-001

Artefact(s) Requirement(s) Result

A3.11,A5.1.2.2 SW-018 PENDING

Req. description

A swarm must be able to handle smart nodes by mapping their data
into the same coordinate system regardless of their movement. For
example, for two smart-nodes in a swarm to cooperate about the
physical movement of an object, they must the same special frame of
reference or be able to transform the other smart-nodes frame of
reference into their own. The same holds true for temporal mappings,
i.e., all collaborating smart nodes must share a common concept of
time.

Contact

DELL

Testing procedure

Two ceiling mounted cameras will be setup overlooking the same
operational area. In the field of view of the cameras will be one or
more floor or wall mounted QR codes. The QR codes have a unique
ID, and their Thing Description (TD) is included in the Thing
Description Directory (TDD). The TD contains the absolute location of
each QR code in relation to the factory. Each camera will a) identify
the QR codes in its field of view; b) retrieve the absolute location of
the QR codes from the TDD; c) used a projection algorithm to map
relative field of view coordinates into absolute coordinates. If the
absolute coordinates of all common QR codes in the field of view of
both cameras are the same, the functionality is verified.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

SW-019-001

Artefact(s) Requirement(s) Result
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A4l SW-019 PASS

Req. description

A swarm must handle units disappearing without proper protocol due
to network failure or similar external factors.

Contact

CNIT, NVIDIA

Testing procedure

Perform Unexpected Disconnection:

Force a smart node to disconnect from the network unexpectedly
(e.g., by powering it off or disabling its network adapter).

Access Point Detection:

Verify that the Access Point Manager detects the node's
disconnection by monitoring connection statuses through its
background script.

Swarm Coordinator Notification:

Confirm the Access Point Manager notifies the swarm coordinator of
the disconnection.

ART Update:

Validate that the swarm coordinator removes the disconnected
node’s entry from the Address Resolution Table (ART).

P4 Switch Rule Removal

Check that the P4 switch rules associated with the disconnected node
are revoked to prevent further communication with the swarm.

IP Address Revocation

Ensure the Access Point Manager revokes the IP address assigned to
the disconnected node.

Test results

The testing is verified by reviewing logs at the Access Point Manager,
swarm coordinator and swarm node to confirm the process was
handled correctly and without errors.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. A swarm-node can disconnect/ disappear
without a proper protocol and the swarm coordinator will manage it
properly (e.g., the IP revoked, removed in the ART, flow entries in P4
switches removed)

Notes

SW-021-001

Artefact(s) Requirement(s) Result

A4.5 SW-021 PASS

Req. description

Swarm must always know what units, data sources and capabilities
are available. This is similar to SW-007, however, swarm unit might
still be present just unable to operate at full capacity, so this is a bit
wider concept.

Contact

CNIT, NVIDIA

Testing procedure

Perform Node Disconnection or Partial Failure: force a node to
disconnect then verify that the ART reflects the updated status of the
node.

Query the swarm coordinator to validate its ability to provide a
comprehensive view of (i) All active swarm nodes, (ii) status and info
of each node.

Test results

At the network level, the testing is done by reviewing the system logs
for the Access Point Manager and swarm coordinator to ensure
accurate detection, reporting, and ART updates. We check the
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Address Resolution Table (ART) to ensure it accurately lists all active
swarm nodes, including their IP addresses and status.

Status and next steps | SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. The Distributed Database for Network
Information (ArtefactA4.5), also called ART, includes a dedicated
column to list the active swarm nodes in the swarm, together with
their IP address. Currently, the ART is implemented using a Cassandra
database as a temporary solution. Data sources (e.g., camera,
sensors) that are not swarm nodes are listed in a static database.

Notes

SW-021-002

Artefact(s) Requirement(s) Result

A53.1 SW-021 PASS

Req. description

Swarm must always know what units; data sources and
capabilities are available. This is similar to SW-007, however,
swarm unit might still be present just unable to operate at full
capacity, so this is a bit wider concept.

Contact

TUB

Testing procedure

See. SW-007-002

Test results

See. SW-007-002

Status and next steps PASS

Notes

SW-022-001 Artefact(s) Requirement(s) Result
A4.3, A4.5 SW-022 PASS

Req. description

The swarm smart-nodes and the swarm must have a universally
unique identifier (e.g., UUID), encoded in the form of a URL. In
many use cases when assigning a URI to a smart node it is not
possible to have a single controlling agency to issue the URI or
provide an Internet (or even intranet) resolvable URL. Whilst
UUIDs have no implicit meaning, but simply strings of
hexadecimal characters, they do (for all intents and purposes)
guarantee that the resource is uniquely identified.

Contact

CNIT, NVIDIA

Testing procedure

Verify that each swarm node is assigned a unique UUID, which is
listed in the ART to identify the node within the swarm. Verify
that the node will provide its UUID encapsulated in the join
request when attempting to join the swarm.

Test results

The testing verified that each swarm node was successfully
assigned a unique UUID. The UUIDs were encapsulated in the
join requests and correctly processed by the swarm coordinator
during onboarding. The ART was updated to include a dedicated
column listing the UUID of each active node, confirming accurate
tracking of swarm members.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect
to the networking aspects. The Distributed Database for
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Network Information (ArtefactA4.5), also called ART, includes a
dedicated column to list the UUID of each active swarm nodes
in the swarm. This allows to correlate the actually available
swarm nodes with their capabilities stored in the TDD. Full
integration with TDD and related Project Artefacts to be
performed in WP6

Notes

SW-022-002

Artefact(s) Requirement(s) Result

A5.4.1 SW-022 PENDING

Req. description

The swarm smart-nodes and the swarm must have a universally
unique identifier (e.g., UUID), encoded in the form of a URI. In
many use cases when assigning a URI to a smart node it is not
possible to have a single controlling agency to issue the URI or
provide an Internet (or even intranet) resolvable URL. Whilst
UUIDs have no implicit meaning, but simply strings of
hexadecimal characters, they do (for all intents and purposes)
guarantee that the resource is uniquely identified.

Contact

TUB

Testing procedure

See SW-002-001

Test results

See SW-002-001

Status and next steps

PENDING

Notes This UUID has to be generated and set in the network layer
application; it should only be queried for the ART.
SW-023-001 Artefact(s) Requirement(s) Result
A3.1,A34 PASS

Req. description

A swarm can be the instantiation of a recipe. A recipe can exist before
any nodes are members of the swarm, i.e., before it has been fully
manifest. Such a recipe has an objective and ID, but no member
nodes.

Contact

SAG

Testing procedure

A recipe semantic model acts as an application template which
specifies the skills / capabilities, pre-conditions required to run the
application. It also describes the dataflow between the skill nodes.
Therefore, it exists without any members. When a recipe is
instantiated, it can represent a swarm with concrete nodes that run
the specified application.

Test results

Pass. Sample recipes and recipe instances are created in D3.2 for a
SmartEdge use case.

Status and next steps

Notes

SW-024-001

Artefact(s) Requirement(s) Result

A5.3.1 SW-024 PASS
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Req. description

The swarm federated is the engine that executes a queries/DSL-
based workload (e.g primitive recipe) at runtime. It has to check
that all capabilities required for the swarm functionality, defined
in a query, are available and can be executed.

Contact TUB
Testing procedure Setup:

-launch a coordinator.

-launch 5 smart nodes.

-add test capability to the mart nodes C1, C2, C3, C4, C5 to the 5
smart nodes respectively

Test:

-send a node discovery request to the coordinator with list of
capabilities {C1, C2, C3}

-wait and count for the results

Test results

PASS: if the result return 3 nodes.
FAIL: if the result does not return 3 nodes.

Status and next steps PASS

Notes

SW-025-001 Artefact(s) Requirement(s) Result
A5.4.1 SW-025 PASS

Req. description

The swarm can be made up of homogeneous or heterogeneous
swarm nodes and capabilities. The swarm node can all be of the
same type and capabilities, or they can be of different types and

capabilities.
Contact TUB
Testing procedure Setup:

- launch the runtime on the following devices: 2x Raspberry Pi 4, 2x
Raspberry Pi 5, 2x Jetson.

- launch a coordinator on a Raspberry Pi 4.

Test:

- form a swarm of 2, 3, 4, and 5 nodes.

- verify if the number of joined nodes in the formed swarm equals 2,
3, 4, and 5, respectively.

Test results

PASS: If the number of requested nodes equals the number of swarm
members.

FAIL: If the number of requested nodes does not equal the number
of swarm members.

Status and next steps | PASS

Notes

SW-026-001 Artefact(s) Requirement(s) Result
A4.1, A4.2, A4.5 SW-022 PENDING

Req. description

In many cases the swarm coordinator and orchestrator are
coresident on the same swarm smart-node, but they can reside on
different nodes.
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Contact

CNIT, NVIDIA

Testing procedure

Deploy both the swarm coordinator and orchestrator on a single
smart-node as Docker containers:
e Verify the proper initialization of both containers.
e Perform API calls between the components and validate
responses.
Ensure the swarm coordinator and orchestrator can operate when
deployed on different smart-nodes.
e Deploy the swarm coordinator on one smart-node and the
orchestrator on another.
e Set up network connectivity between the nodes.
e Test API-based communication between the components.
e Execute typical swarm operations (e.g., join, leave) to
validate end-to-end functionality.

Test results

Functionality to be fully tested in Release 2; expected outcome:
Both components initialize, communicate, and perform their tasks
without errors on a single smart-node.

Both components function seamlessly and communicate without
performance issues when distributed across different nodes.

Status and next steps

SmartEdge Release 1 partially satisfies this requirement with respect
to the networking aspects. The Artefacts of AP Manager, Swarm
Coordinator, and ART table can be deployed either on the same or
on different nodes since they are implemented as docker containers
and they communicate through API.

Notes

SW-026-002

Artefact(s) Requirement(s) Result

A5.4.1,A5.3.1, A5.3.2 SW-026 PASS

Req. description

In many cases the swarm coordinator and orchestrator are
coresident on the same swarm smart-node, but they can reside on
different nodes.

Contact TUB
Testing procedure Setup:

-launch 3 devices: smart node A, orchestrator B, coordinator C
Test:

- form a swarm of 3 nodes

- send an orchestration request to C

- verify if the request is redirect to B

Test results

PASS: if B receive the message.
FAIL: if B does not receive the request, or A receives the request

Status and next steps

PASS

Notes

SW-026-003

Artefact(s) Requirement(s) Result

A5.4.1,A5.3.1, A5.3.2 SW-026 PASS
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Req. description

In many cases the swarm coordinator and orchestrator are
coresident on the same swarm smart-node, but they can reside on
different nodes.

Contact TUB
Testing procedure Setup:

-launch 3 devices: smart node A, orchestrator B, coordinator C
Test:

- form a swarm of 3 nodes

- send a coordination request to B

- verify if the request is redirect to C

Test results

PASS: if C receive the message.
FAIL: if C does not receive the request, or A receives the request

Status and next steps

PASS

Notes

SW-026-004

Artefact(s) Requirement(s) Result

A5.4.1,A5.3.1,A5.3.2 SW-026 PASS

Req. description

In many cases the swarm coordinator and orchestrator are
coresident on the same swarm smart-node, but they can reside on
different nodes.

Contact TUB
Testing procedure Setup:

-Launch two devices: Smart Node A, Orchestrator, and Coordinator
B.

Test:

- form a swarm with two nodes.

- send a coordination request to B.

- verify if B receives the request.

Test results

PASS: if B receives the message.
FAIL: if A receives the request

Status and next steps PASS

Notes

SW-027-001 Artefact(s) Requirement(s) Result
Ad4.4 SW-027 PENDING

Req. description

A cloud or brown field system can be part of a swarm and could be
regarded as a type of swarm node with its own specific capabilities.
This may be necessary if the swarm needs to communicate with
legacy systems or use their resources. For example, to transfer data
for long-term storage or deep data analysis.

Contact

CNIT

Testing procedure

Verification of P4 flow rules as for camera streams

Test results

Status and next steps

RELEASE 2

Notes
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3.5.2

Swarm Communication

Requirements in the area of Swarm Communication deal with the communication within
Swarms. Thereby, minimum requirements for protocols to be used as well as latency
requirements are set, and messages are defined which are necessary for the Swarm

management.

SC-001-001

Artefact(s) Requirement(s) Result

A4.1, A4.2 SC-001 PENDING

Req. description

The swarm must be able to integrate brownfield devices which
cannot be extended with SmartEdge software (as required by the use
cases).

Contact

CNIT, NVIDIA

Testing procedure

At the network level, test the proper P4-based forwarding operations
in the communication between brownfield devices and swarm nodes

Test results

Not performed yet

Status and next steps

At the network level, the Swarm Coordinator (ArtefactA4.2) / Access
Point Manager (A4.1) installs flow rules to enable communication
from/to data sources (i.e., static IP belonging to the non-swarm)
to/from swarm nodes.

Notes This functionality will be available for Release 2
SC-001-002 Artefact(s) Requirement(s) Result
A5.1.1 SC-001 PASS

Req. description

The swarm must be able to integrate brownfield devices which
cannot be extended with SmartEdge software (as required by the use
cases).

Contact

FhG

Testing procedure

When it comes to the integration of brownfield Camera devices
Artefact 5.1.1 can be used to integrate their video streams into smart
edge by providing a mechanism that allows protocol or codec
translation as requested by a consumer.

To test the behaviour a video stream source will be consumed by a
consumer that does not support the output protocol or codec of the
video stream provider.

The artefact will be configured so that it consumes the brownfield
video stream and provides the stream content to a consumer. The
artefact must be configured so that it understands source and target
formats. The consumer does not need to know the brownfield device
itself, but it needs to know that it can be accessed via the artefact.

Test results

A video stream of a video source can be consumed by a consumer
that does not support the protocol used by the source. Also, the
original source can be changed without the need of re-configuring the
consumer because the artefact keeps the same.

Status and next steps

Version 1.5 with common protocol / codec handling. Version 2 is
planned with additional video preprocessing capabilities to reduce
the load on the consumer side as stretch goal.

Notes
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SC-001-003

Artefact(s) Requirement(s) Result

A3.5, A3.6, A3.7 SW-001, SC-001, HP-[PASS
001

Req. description

The swarm must be able to integrate brownfield devices which cannot
be extended with SmartEdge software (as required by the use cases).

Contact

CEF

Testing procedure

Refer to SW-001-002.

Test results

PASS, Refer to SW-001-002.

Status and next steps

Refer to SW-001-002.

Notes

SC-001-004

Artefact(s) Requirement(s) Result
A3.1 SW-001, SC-001, HP-001 [PASS

Req. description

The swarm must be able to integrate brownfield devices which cannot
be extended with SmartEdge software (as required by the use cases).

Contact

SAG

Testing procedure

Refer to SW-001-003.

Test results

PASS, Refer to SW-001-003.

Status and next steps

Refer to SW-001-003.

Notes

SC-002-001

Artefact(s) Requirement(s) Result

A5.4.2,A53.1 SC-002 PENDING

Req. description

SmartEdge must provide a procedure so that a Swarm can
communicate events about its state to swarm participants that
registered for certain swarm events.

Contact

TUB

Testing procedure

See SW-021-002

Test results

See SW-021-002

Status and next steps

PENDING

Notes This feature will be added in release 2.0

SC-003-002 Artefact(s) Requirement(s) Result
A3.2, A3.3, A3.11, | SC-003 PENDING
A5.1.2.2

Req. description

It must be possible to register for application specific events that can
be published by SmartEdge applications. The events must support
application specific data if the application needs to communicate
payload data.

Contact

DELL

Testing procedure

The Streaming Media Service needs to subscribe to smart-nodes that

published camera image feeds. The service discovers the camera
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feeds from the Thing Description Directory (TDD) and the topic they
are published on. It can then subscribe to the topic over the Zenoh
MOM, artefact A3.2. The test will validate that the service can
subscribe to the image feed and receive and process the image data
correctly. The test will be repeated 5 times to ensure that the process
in consistent.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

SC-004-001

Artefact(s) Requirement(s) Result

A4.1 SC-004 PASS

Req. description

It must be possible to set a time to live window until when an event
is valid. After that it is considered outdated and can be removed.

Contact

CNIT, NVIDIA

Testing procedure

Verify that time values increase properly and verify the correct
behaviour when the configured live window is reached.

Test results

PASS

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. At the network level, in case the configured
number of heartbeats is missed, the swarm node is removed from the
swarm by the Access Point Manager (A4.1)

Notes To be fully integrated in Release 2
SC-004-002 Artefact(s) Requirement(s) Result
A5.4.1 SC-004 PENDING

Req. description

It must be possible to set a time to live window until when an event
is valid. After that it is considered outdated and can be removed.

Contact

TUB

Testing procedure

Setup:

- launch two devices: a smart node and a coordinator.

Test Procedure:

- the coordinator sends a DKG request to the Smart Node and waits.
- after 5 seconds, the coordinator sends a second request.

- the Smart Node runs a test program that waits for both requests
to arrive before processing them together.

- the Smart Node returns both requests to the coordinator.

- the coordinator logs the second request.

Test results

PASS: If the log shows only the results of the second query.
FAIL: If the log shows the results of both queries and no results.

Status and next steps

PENDING

Notes To be fully integrated in Release 2
SC-005-001 Artefact(s) Requirement(s) Result
A3.3, A3.11, A5.1.2.2 | SC-005 PENDING
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Req. description

Events that are propagated by a swarm node should have a unique
name space and ID so they will not conflict with application specific
events.

Contact

DELL

Testing procedure

Messages from different smart-nodes published on the same topic
must be recognised to come from different source and that that
source is identifiable, i.e. the topic path must contain the ID of the
source smart-node publishing the application message. In UC3, the
ceiling mounted cameras publish camera image feeds. The Streaming
Media Service must be able to find the required smart-nodes in the
Thing Description Directory (TDD), locate their namespace ID and use
it correctly when subscribing to the image feed. The observed image
feeds from 3 different camera smart-nodes will validated to ensure
that the image feed matches the cameras namespace.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

SC-005-002

Artefact(s) Requirement(s) Result

A5.4.1 SC-005 PASS

Req. description

Events that are propagated by a swarm node should have a unique
name space and ID so they will not conflict with application specific
events.

Contact

TUB

Testing procedure

Launch two swarm nodes with log enable flag. Form a swarm and
launch a simple application. Then check the event log.

Test results

Verify the name space and the ID from the log

Status and next steps PASS

Notes

SC-006-001 Artefact(s) Requirement(s) Result
A3.11, A5.1.2.2 SC-006 PENDING

Req. description

Events should contain data about the creation source, time, and
date.

Contact

DELL

Testing procedure

This test will validate that each scene understanding graph
published by artefact A5.1.2.2 contains the source camera URI,
and the time and date of the originating image frame, i.e. image
frame metadata.

The Streaming Media Service, artefact A3.11, will subscribe to the
scene understanding topic and check that every message from a
swarm node contains triples that provide the image frame
metadata.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes
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SC-006-002

Artefact(s) Requirement(s) Result

A4.1,A4.2,A4.3 SC-006 PASS

Req. description

Events should contain data about the creation source, time, and
date.

Contact

CNIT, NVIDIA

Testing procedure

Perform multiple swarm networking events and verify the log files

Test results

At the network level, all the events are logged with the necessary
details, including date and time. The log files are managed by the
WP4 Artefacts (A4.1, A4.2, A4.3), which are designed to capture
and record relevant events during swarm operations. Each event
entry in the logs includes a timestamp to indicate when it
occurred.

Furthermore, the ARP includes a timestamp entry indicating when
the last event happened

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect
to the networking aspects. Implemented as log files by the WP4
Artefacts (A4.1, A4.2, A4.3).

Notes

SC-006-003

Artefact(s) Requirement(s) Result

A5.4.1 SC-006 PASS

Req. description

Events should contain data about the creation source, time, and
date.

Contact

TUB

Testing procedure

Launch a swarm with log flag enable and verify if the metadata such
as source, time and date printed to the log.

Test results

PASS: if the metadata is properly included.
FAIL: if the metadata is missing

Status and next steps | PASS

Notes

SC-007-001 Artefact(s) Requirement(s) Result
A5.3.1 SC-007 PENDING

Req. description

SmartEdge swarm events shall be only created by the swarm itself
(and not by any application that uses SmartEdge).

Contact

TUB

Testing procedure

See SC-006-003.

Test results

PASS: The creation source is the swarm itself.

Status and next steps

PENDING

Notes

To be fully integrated in Release 2

SC-008-001

Artefact(s) Requirement(s) Result
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Ad4.4 SC-008 PASS

Req. description

Internal swarm communications must be limited to only current
nodes in the swarm, e.g., information about the swarm must not
leak out of the swarm or be sent to nodes that have been
offboarded from the swarm.

Contact

CNIT, NVIDIA

Testing procedure

Deploy a swarm with at least 4 active nodes (e.g., Node A, Node B,
Node C, Node D).

Ensure that P4 flow rules are applied on the P4 switches.

Remove Node D from the swarm by updating the database and P4
flow rules.

Node D attempts to send a message to Node A and vice versa.

Test results

The communication is blocked. No packets from Node D and A are
forwarded by the P4 switch.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. The P4 programs are enforced with flow
rules that enable only a swarm node to communicate within the
swarm.

Notes

SC-009-001

Artefact(s) Requirement(s) Result

A4.6,A4.2,A4.1 SC-009 PENDING

Req. description

Latency of controller status data should be less than 100ms.

Contact

CNIT

Testing procedure

Perform operations at the Controller and measure the experienced
latency

Test results

Not performed yet

Status and next steps

To be verified assuming Access Point Manager, Swarm Coordinator,
and ART co-located in the same HW

Notes As Controller we refer to either Access Point Manager or Swarm
Coordinator

SC-010-001 Artefact(s) Requirement(s) Result
A4.5,A4.3 SC-010 PENDING

Req. description

A network device characteristics message must be implemented to
obtain the current functional characteristics of a swarm device, both
internal and external to the swarm. The network message is intended
to be used during the runtime operation of the swarm, rather than at
design time. Internally it is used to obtain detailed current
information about other devices in the swarm, e.g., remaining battery
life. Externally it is intended to locate devices that might be enlisted
into the swarm, e.g., to provide functionality require by an application
that the swarm does not currently have.

Contact

CNIT, NVIDIA

Testing procedure

Verify that the Heartbeat message includes the UUID and device
characteristics as payload:
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Trigger the generation of a Heartbeat message from a swarm node.
Capture and inspect the Heartbeat message using network analysis
tools.

Verify that the payload contains the UUID and relevant
characteristics, such as battery status.

Validate that internal swarm nodes can share their updated
characteristics through the Heartbeat message:

Configure a swarm node with initial device characteristics (e.g.,
battery status).

Simulate a runtime change in the node’s characteristics (e.g., reduce
the battery level).

Verify that the updated characteristics are conveyed in subsequent
Heartbeat messages.

Test results

PENDING

Status and next steps

The Heartbeat message includes all required information in the
payload.

The swarm node dynamically updates and communicates its current
characteristics in the Heartbeat message.

The Heartbeat is sent by each swarm node to the Access Point and it
includes as payload the UUID and selected device characteristics.
Internal: If a swarm belongs to a swarm, the selected device
characteristics (e.g., battery life status) can be conveyed as well
through the Heartbeat message.

External: if a Swarm Node does not belong to any Swarm, it sends the
Heartbeat to its Access Point. In this case, the UUID is used, in
conjunction with the TDD, by Swarm Coordinators to locate nodes
that might be enlisted in their swarm.

Notes

SC-011-001

Artefact(s) Requirement(s) Result

A5.4.2,A54.1 PENDING

Req. description

A network device characteristics message must be implemented
to obtain the current functional characteristics of a swarm device,
both internal and external to the swarm. The network message is
intended to be used during the runtime operation of the swarm,
rather than at design time. Internally it is used to obtain detailed
current information about other devices in the swarm, e.g.,
remaining battery life. Externally it is intended to locate devices
that might be enlisted into the swarm, e.g., to provide
functionality require by an application that the swarm does not
currently have.

Contact TUB
Testing procedure Setup:

-Prepare test metadata: Recipe R has operation O.
-Launch an orchestrator.

-Launch two smart nodes (A and B).

Test:
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-Assign recipe R to the orchestrator.

-Assign the operator to node A.

-Send a query to the DKG to retrieve information about the
assigned recipe and the assigned task.

Test results

PASS: if recipe R and operation O returned

Status and next steps

PENDING

Notes This test will be caried out in release 2.0
SC-012-001 Artefact(s) Requirement(s) Result
A4.2, A4.3 SC-012 PENDING

Req. description

A network node join message must be implemented for a swarm to
request an external smart-node to join a swarm, or an external
smart-node requesting to join a swarm. This would typically follow
a network node characteristics message, where the swarm has
identified a suitable smart-node and is requesting it to join the
swarm. Alternatively, it could be used by a smart-node that has
discovered a swarm and wishes to join it.

Contact

CNIT, NVIDIA

Testing procedure

Swarm Requesting an External Smart-Node to Join:
Simulate a Coordinator sending a join request to an identified
external smart-node.

Verify that the join message includes required data (e.g., swarm ID,
coordinator details).

Ensure the message is successfully received by external smart-node.
Confirm the external smart-node responds with an
acknowledgment or error message.

Verify that the external smart-node is successfully authenticated
and added to the swarm’s database (ART).

The external smart-node joins the swarm, and the coordinator
updates the ART.

Test results

Status and next steps

The implemented swarm joining procedure is detailed in Section 3
of D4.2. The external smart-node requesting to join a swarm will be
provided with Release 2.

Notes

SC-013-001

Artefact(s) Requirement(s) Result

A4.6, A4.3, A4.2 SC-013 PASS

Req. description

A network device leave message must be implemented for a swarm
device to request to leave a swarm it is currently part of. This message
must be broadcast to all other members of the swarm.

Contact

CNIT, NVIDIA

Testing procedure

We initiate the "leave" process for a swarm node. Verify that the node
sends the leave message to the swarm coordinator.

Ensure that the swarm coordinator properly removes the node from
the ART.
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After the leave request, we verify that the node is no longer listed in
the ART, ensuring that the swarm's database reflects the updated
state.

Test results

Upon initiating the leave process, the node correctly sent the leave
message to the swarm coordinator. The coordinator promptly
processed the request, ensuring the node was properly removed
from the ART. Post-verification confirmed that the node was no
longer listed in the ART, demonstrating that the swarm's database
accurately reflected the updated state.

Status and next steps

SmartEdge Release 1 partially satisfies this requirement with respect
to the networking aspects. The Swarm Communication leave message
is implemented, but, currently, not broadcasted. When the swarm
node leaves, it is removed from the ART. Swarm Nodes can read the
ART to be aware of active nodes in the swarm. Currently, the leave
message is not broadcast to all the other swarm members. (A4.2,
A4.3). Broadcast/multicast is implemented at the ROS layer

Notes

SC-014-001

Artefact(s) Requirement(s) Result

A4.2,A4.3 SC-014 PENDING

Req. description

A network node remain message must be implemented for a
swarm smart-node to request a leaving smart-node to remain in
the swarm as it needs its services.

Contact

CNIT, NVIDIA

Testing procedure

Testing procedure is to force leave messages and verify when
swarm nodes send remain message and are correctly managed,
with the node successfully remaining in the swarm.

Test results

Not performed yet

Status and next steps

Current version implements the message handling of Join and
Leave. Type Remain to be developed for Release 2.

Notes Medium priority, planned to be implemented and tested for
Release 2.

SC-015-001 Artefact(s) Requirement(s) Result
Ad.1,A4.2, Ad4.4 SC-015 PENDING

Req. description

A network protocol must exist to setup a data stream feed between
devices in a swarm. This may be achieved through a publish and
subscribe mechanism, or a streaming data protocol. For example, an
AMR may wish to constantly receive video images from several
ceiling cameras. There must also be a mechanism to stop the feed.

Contact

CNIT, NVIDIA

Testing procedure

AT the network level, activate multiple data streams and verify the
correct forwarding operations in the swarm.

Test results

Not performed yet

Status and next steps

SmartEdge Release 1 partially satisfies this requirement with respect
to the networking aspects. The P4 switch of any swarm node and AP
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can be configured to support the forwarding of selected data
streams.

Notes To be complemented by the application layer
SC-016-001 Artefact(s) Requirement(s) Result
A4.9,A5.43.2 SC-016 PENDING

Req. description

Latency of radar message data should be less than 100 ms.

Contact

UOXF

Testing procedure

Platform and algorithm: The hardware acceleration solution
leverages the AMD Kria KR260 with Zynq UltraScale+ MPSoC
to enhance performance. By re-implementing the algorithm
using hardware description languages, the solution achieves
pipelining, parallel object processing, and a customized
architecture, significantly reducing latency.

Evaluation: Evaluation is conducted using trajectory-based
datasets like the NGSIM open data and the Waymo open
motion dataset, focusing on minimizing latency while
maintaining the same level of accuracy as the software-
based solution.

Test results

Latency:
~4-5ms/frame on laptop,
~ 20ms/frame on Raspberry Pi,
~30ms/frame on KR260
2. Accuracy:
99.75% on NGSIM (10 ID mismatches / 4120 associations,
dependent on noise level)
99.6% on 1% Waymo Dataset (265 ID mismatches / 67877
associations, 698 scenarios of 20s each)
Memory: negligible (sub-MB)

Status and next steps

Sensor fusion within the network is currently under development
and will be included in Release 2. Other components are developed
under WP5.

Notes Also, A5.4.3.2 is a plugin required for A4.9, peng.gian@eng.ox.ac.uk
SC-017-001 Artefact(s) Requirement(s) Result
A3.11,A5.1.2.2 SC-017 PENDING

Req. description

Latency of camera message data and processing (Al operations)
should be less than 500 ms.

Contact

DELL

Testing procedure

To ensure that the scene understanding graph can be generated

(A5.1.2.2) and delivered to the streaming media server (A3.11), at a
rate necessary to provide timely control information (500ms), e.g.
navigating an AMR through the operational area, two factors will be
measured. First the time it takes to generate the scene understanding

graph on a gateway device, and second the time it takes to publish
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and receive the scene understanding message across the Zenoh
middleware (A3.2).

For the test to pass, the sum of the two delays should be consistently
less than 500ms measure 8 hours. As each scene understanding graph
contains the timestamp of the originating camera frame. Collecting
the time delay is simply a matter of logging the timestamp metadata
when it is received by the streaming media server.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

SC-018-001

Artefact(s) Requirement(s) Result

TBD PENDING

Req. description

Latency of all V2X message data should be less than 100 ms.

Contact

CONV

Testing procedure

Test results

Status and next steps

Testing of this requirement requires integration of several
components in SmartEdge and likely testing in the field and cannot be
tested at this stage.

Notes Will be tested in release 2
SC-019-001 Artefact(s) Requirement(s) Result
TBD SC-019 PENDING

Req. description

There has to be sanity checking of data coming from the streams. In
particular, in UC-2 the long-term solution is to allow “outsiders” to
send data from V2X capable vehicles, this has to be checked. In UC-5
each sensor data shall be checked against unique sensor properties
set during the configuration by the authorised swarm admin.

Contact

CONV

Testing procedure

Test results

Status and next steps

Will be defined in release 2

Notes This requirement will need more details from the relevant use cases.
Likely needs to be tested in several artefactss.

SC-020-001 Artefact(s) Requirement(s) Result
A5.1.3,A5.1,A54.1 PENDING

Req. description

There has to be a mechanism for handling messages arriving at
varying levels of delay (due to processing and network delays)

Contact

CONV

Testing procedure

Test results
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Status and next steps

This mechanism needs to be implemented as part of sensor fusion
components. Since these will be ready only at release 2, the testing
will be done then

Notes We likely need to refine what artefactss will be included in the testing;
the ones listed now is a tentative allocation. Will be reported after
release 2.
SC-020-002 Artefact(s) Requirement(s) Result
TDB PENDING

Req. description

There has to be a mechanism for handling messages arriving at
varying levels of delay (due to processing and network delays)

Contact

TUB

Testing procedure

-launch two smart nodes, A and B.

-node A publishes messages with numbers from 1 to 10 in a
different order.

-node B prints all the numbers in order.

Test results

PASS: If the log prints the numbers in the message in order.

Status and next steps

PENDING

Notes This test will be caried out in release 2.0
SC-021-001 Artefact(s) Requirement(s) Result
A5.1.3, A5.1, A54.1 SC-021 PENDING

Req. description

Referring to SC-20, the “too long” delays for messages should trigger
event warning participants about possible issue.

Contact

CONV

Testing procedure

Test results

Status and next steps

See SC-020-001

Notes Will be reported after release 2.
SC-021-002 Artefact(s) Requirement(s) Result
A5.4.1 PENDING

Req. description

Referring to SC-20, the “too long” delays for messages should
trigger event warning participants about possible issue.

Contact

TUB

Testing procedure

-launch two nodes, A and B.

-set the warning time window for a message to 3 messages.

-send a message from A to B with the test indicator "Do not reply."
-warn B about the missing response by sending a message.

-from B, print the message to the log.

Test results

PASS: if message is printed in the log

Status and next steps

PENDING

Notes

This test will be caried out in release 2.0
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SC-022-001

Artefact(s) Requirement(s) Result

A5.4.1 SC-022 PASS

Req. description

A protocol must be implemented for smart nodes in a swarm to
exchange high-level semantic information about their environment.

Contact

TUB

Testing procedure

See SW-007-002

Test results

See SW-007-002

Status and next steps | PASS

Notes

SC-023-001 Artefact(s) Requirement(s) Result
A4.3, A4.6 SC-023 PASS

Req. description

Each swarm unit as well as all the data streams and other capabilities
have to be given a unique identifier (e.g., UUID).

Contact

CNIT, NVIDIA

Testing procedure

Verify each swarm unit always has a unique identifier

Test results

The uniqueness of the UUIDs was validated through direct inspection
of the ART, ensuring no duplication and full compliance with the
requirement.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. Each swarm node is assigned a unique UUID
(also embedded in the join swarm request).

Notes

SC-024-001

Artefact(s) Requirement(s) Result

A4.1,A4.3 SC-024 PASS

Req. description

Smart-nodes in a swarm must regularly exchange heartbeat messages
to other smart-nodes in the swarm. Rather than each smart-node
communicating to each other smart-node in the swarm, smart-nodes
may syndicate recent heartbeat messages they have received. In this
way other smart-nodes, and in particular the swarm coordinator(s),
can assess the cohesion of the swarm without having to constantly
communicate with other members of the swarm.

Contact

CNIT, NVIDIA

Testing procedure

We simulate a swarm of smart nodes exchanging heartbeat
messages. Each node sends its heartbeat message at a configurable
interval (default: 1 second) to the access point (AP) via unicast. The
AP updates the ART with the status of active, authenticated nodes.
The swarm coordinator assesses swarm cohesion by reading the ART.
Logs and ART queries are used to verify accurate recording and
distribution of heartbeat messages among nodes.

Test results

The testing confirmed that smart nodes successfully exchanged
heartbeat messages with the AP at the configured interval. The AP
accurately updated the ART to reflect active and authenticated nodes
in real-time, ensuring the swarm coordinator could assess cohesion
through ART queries
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Status and next steps

SmartEdge Release 1 partially satisfies this requirement with respect
to the networking aspects. It has been implemented adopting the
authentication and non-repudiation technique proposed by IMC. The
heartbeat is sent every 1s (configurable) to the AP (unicast), which
keeps track of active authenticated nodes through the ART. The ART
can be read by any SN in the swarm. The heartbeat is not fully
integrated yet in the complete swarm communication solution.

Notes

SC-025-001

Artefact(s) Requirement(s) Result

A4.3 SC-025 PENDING

Req. description

When a swarm coordinator sends a heartbeat message, the message
should contain a hash of its swarm state. Smart nodes can cache the
hashes from the swarm coordinator(s), to identify if the swarm state
changes. If swarm coordinator (A) detects that swarm coordinator
(B)’s state has change, it will immediately initiate a swarm update to
reconcile the two states.

Contact

CNIT, NVIDIA

Testing procedure

Test results

Status and next steps

Notes To be implemented for release 2
SC-026-001 Artefact(s) Requirement(s) Result
A4.6, A4.2 SC-026 PASS

Req. description

Smart-node heartbeat messages should never be propagated outside
of the swarm. Where a node is shared between several swarms or a
Cloud is part ofa swarm, they should not provide a bridge for
heartbeat message.

Contact

CNIT, NVIDIA

Testing procedure

Programmable Access Control for Swarm Intelligence

Heartbeat Broadcast Test:

Deploy two swarms with three smart nodes each.

Each node is configured to send periodic heartbeat messages within
the swarm.

Deploy P4 flow rules to enforce internal communication policies.
Traffic Monitoring Outside the Swarm:

Monitor Swarm 2’s traffic to ensure heartbeat messages from Swarm
1 do not appear.

Monitor the external interfaces of each node, Capture and analyze
traffic to check for the presence of heartbeat messages outside the
swarm 2.

Test results

No heartbeat messages are observed on external interfaces.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. All the inter swarm traffic is not propagated
outside the swarm network. (A4.2)
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Notes

SC-027-001

Artefact(s)

Requirement(s)

Result

SC-027

PENDING

A4.1, A4.3

Req. description

Smart-nodes should be able to digitally sign events to achieve non-
repudiation. The swarm infrastructure should provide support for
registering a smart-node’s public key. The PKI used should be
compatible with low-powerlow-bandwidth devices

Contact

CNIT, NVIDIA

Testing procedure

Test results

Status and next steps

The current implementation uses WPA2-PSK for authentication. Non-
repudiation or the events stored in the ART to be implemented for
Release 2.

Notes

SC-028-001

Artefact(s) Requirement(s) Result

A4.7,A4.1,A3 SC-028 PENDING

Req. description

The SmartEdge environment should be aware of its network state and
thus should detect a set of common anomalies.

Contact

CNIT, UOXF

Testing procedure

Anomaly detection:

Simulate Smart Node failure: Disconnect Node A from the swarm by
powering it off or simulating a failure.

Monitor the Access Point Manager and the Coordinator for anomaly
detection and response actions.

Test results

The Access Point Manager detects the sudden disconnection of Node
A and communicates with the coordinator to trigger the auto
recovery.

Logs indicate the anomaly, and the database is updated to mark Node
A as inactive or failure status.

P4 switch rules are updated to remove communication policies
related to Node A.
The remaining
interruption.
Further investigation needed.

nodes continue normal operations without

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. The Access Point Manager is capable of
detecting the sudden disconnection of a smart node and coordinator
(network components) and it takes the necessary actions to update
the network, the database, and the P4 switch rules to maintain
accurate and secure network operations.

Notes

SC-029-001

Artefact(s) Requirement(s) Result
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A3.11,A5.1.2.2 SC-029 PENDING

Req. description

SmartEdge must provide time synchronization capabilities for sensor
data of different sources. The accuracy must be milliseconds or
better.

Contact

DELL

Testing procedure

The Streaming Media Service, A3.11, collates data from multiple
ceiling mounted camera smart-nodes, A5.1.2.2, specifically image
feeds. It is important that all image frames from all source nodes are
correlated for the same date and time, so each node in the swarm
much share a common time reference. The metadata associated with
each image frame will contain a timestamp and the service will
validate that each image frame has an associated timestamp.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. Relies on PTP

Notes

SC-029-002

Artefact(s) Requirement(s) Result

A4.1,A4.2, A43,A5 | SC-029 PASS

Req. description

SmartEdge must provide time synchronization capabilities for sensor
data of different sources. The accuracy must be milliseconds or
better.

Contact

CNIT, NVIDIA

Testing procedure

To test the time synchronization capabilities, multiple smart-nodes
were configured to generate timestamped sensor data from different
sources. The nodes synchronized their clocks using the implemented
time synchronization protocol before data generation. The
timestamps of sensor data were compared to verify alignment within
millisecond-level accuracy. Network latency and clock drift were also
monitored during extended operation to ensure consistent
synchronization. Logs and data from the ART were analyzed to
confirm the synchronization accuracy.

Test results

The testing demonstrated that SmartEdge successfully synchronized
sensor data timestamps across multiple sources with millisecond-
level accuracy. The time synchronization protocol consistently
maintained alighment despite variations in network latency and clock
drift. Logs and ART entries confirmed accurate time-stamped data
generation, meeting the requirement's accuracy threshold.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. Relies on PTP. Need to be confirmed in
Release 2 upon full integration of heartbeat code.

Notes

SC-030-001

Artefact(s) Requirement(s) Result

Ad.4 SC-030 PENDING

Req. description

As SmartEdge applications are intended to run in a distributed
manner and therefore generate network load, SmartEdge itself
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should keep its network load as low as necessary so as not to interfere
with the applications.

Contact

CNIT, NVIDIA

Testing procedure

Analyze the frequency and volume of SmartEdge-originated
messages, including ARP broadcasts.

Test results

Analysis of the frequency and volume of SmartEdge-originated
messages, including ARP broadcasts, showed that network traffic was
restricted to essential operations. No excessive or redundant
messages were generated, ensuring efficient network utilization.

Status and next steps

SmartEdge Release 1 fully satisfies this requirement with respect to
the networking aspects. Measurements to be provided.

Notes Network traffic is limited to essential operations (e.g., ARP
broadcasts) and does not include excessive or redundant messages.
SC-030-002 Artefact(s) Requirement(s) Result
A5.4.1 SC-030 PASS

Req. description

As SmartEdge applications are intended to run in a distributed
manner and therefore generate network load, SmartEdge itself
should keep its network load as low as necessary so as not to
interfere with the applications.

Contact

TUB

Testing procedure

There is no test procedure for this requirement. See the
explanation in the notes.

Test results

PASS

Status and next steps

Notes

This requirement is fulfilled by the design of the runtime
message manager. We have separated communication between
on-device components and network components. When an on-
device component publishes a message, only other on-device
components can subscribe to it. This prevents unnecessary
messages from being sent over the network. Additionally,
reducing the number of DDS topics helps decrease network
workload due to the nature of the DDS protocol.

3.5.3 IDM and Policy & Security
Requirements in the area of IDM and Policy & Security deal with privacy and security

requirements within Swarms. Minimum requirements for data transport and content are
defined.

IDM-001-001 Artefact(s) Requirement(s) Result

A4.1,A4.2,Ab.3,A4.5 | IDM-001 PASS

The visibility of events must be restricted to application, user,
“swarm”, or public level roles according to the system groups
controlled by the swarm admin.

Req. description
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Contact

CNIT, NVIDIA

Testing procedure

Ensure that the logs of all events, swarm statuses, and P4 switch
configurations are strictly visible only to the network admin.

Verify Permissions for Configuration Files.

Verify Database Access Control: give access permissions only to the
network admin's role.

Ensure log files containing event records are stored in secure
directories with restricted access.

Validate that only the network admin can read, write, or modify the
logs.

Test results

The testing confirmed that event visibility and access control are
correctly enforced according to the defined roles. Logs of events,
swarm statuses, and P4 switch configurations were accessible only to
the network admin, with all unauthorized access attempts
successfully blocked. Permissions for configuration files and database
access were verified, ensuring only the network admin role could
read, write, or modify sensitive data. Log files were securely stored in
restricted directories, preventing access by unauthorized users.

Status and next steps

Notes This requirement needs to be tested primarily at the application level
since the swarm admin role and access control policies originate
there.

IDM-002-001 Artefact(s) Requirement(s) Result
A4.3 IDM-002 PASS

Req. description

A swarm can be created within a private secure environment where
all nodes belong to the same owner. Nodes of other owners cannot
join the swarm.

Contact

CNIT, NVIDIA

Testing procedure

A swarm was created within a private secure environment using
standard WiFi. Nodes owned by the same entity were pre-configured
with authentication credentials to join the swarm. The testing
procedure included simulating unauthorized join attempts from
nodes owned by other entities to ensure strict access control.
Network logs and ART entries were monitored during the swarm
creation process to verify that only nodes with valid credentials were
authenticated and allowed to join.

Test results

The testing demonstrated that the swarm was securely created and
maintained within a private environment using standard WiFi. All
nodes belonging to the same owner were successfully authenticated
and onboarded, while unauthorized nodes from other owners were
denied access. Detailed logs confirmed that join attempts from
unauthorized nodes were blocked and recorded.

Status and next steps

Notes

IDM-004-001

Artefact(s) Requirement(s) Result
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A4.7,A4.8 IDM-004 PASS

Req. description

Contact

UOXF

Testing procedure

Step 1: An emulated topology with several p4 switch and swarm
nodes enabled.

Step 2: Node are configured in different Swarm ID. Some of node are
recognized as malicious.

Step 3: Corresponding rules are generated and applied to the P4
switch to detect and block malicious nodes.

Step 4: To verify the functionality, IP messages are generated from
and to the malicious node, and the expected result is that all such
messages should be successfully blocked and dropped by the P4
switch. And messages between normal nodes should be successful.

Test results

Malicious messages are correctly blocked, while communication
between normal nodes remains unaffected.

Status and next steps

Solution to detect malicious nodes is available but still not integrated

Notes

IDM-004-002

Artefact(s) Requirement(s) Result

Ad.4 IDM-004 PASS

Req. description

Swarms must have the means to detect, monitor and mitigate cyber-
attacks. This involves monitoring suspicious behavior and providing
the means to isolate compromised devices and block hostile network
traffic.

Contact

CNIT, NVIDIA

Testing procedure

the P4 switch was configured with flow rules that define permitted
communication paths between swarm nodes. Nodes with undefined
communication trajectories in the P4 rules were simulated. The P4
switch was tested to confirm that it blocked traffic originating from
nodes attempting to communicate with unauthorized nodes or
sending traffic outside the defined swarm policy.

Test results

The testing confirmed that the P4 switch effectively filters and blocks
all traffic that does not match the defined flow rules. Traffic from
nodes with suspicious behaviour such as attempting to connect with
unauthorized nodes was automatically blocked by the P4 switch. This
ensures that only permitted communication paths are allowed within
the swarm.

Status and next steps

Notes

IDM-005-001

Artefact(s) Requirement(s) Result

IDM-005 PASS

Ad7, A48

Req. description

Swarms must report suspected cyber-attacks and system failures.

Contact

UOXF

Testing procedure

The experiments are conducted by replaying traffic from datasets like
CIC-IDS2017, EDGE-IIOTSET, and YTY2018, simulating benign traffic
and attacks such as scanning, DDoS, and UDP flooding. Using P4
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language, P4Pir extracts features in the data plane and applies in-
network ML inference to detect anomalies. Continuous learning is
enabled through proactive logging and unsupervised labelling, while
shadow table updates integrate new models seamlessly without
disrupting traffic. Performance is evaluated on detection accuracy,
response time, and network throughput impact.

Test results High Detection Accuracy: P4Pir improved detection accuracy by over
30% compared to static models, achieving more than 90% accuracy
for most attack scenarios. Fast Mitigation: P4Pir detects and
mitigates attacks in real time with sub-millisecond latency,
effectively blocking malicious traffic as it is identified. Seamless
Updates: The shadow table update mechanism allows seamless
model updates without disrupting ongoing traffic, ensuring
continuous operation. Minimal Performance Impact: The system
maintained high throughput and low jitter, with only a 14%
throughput reduction and minimal CPU resource usage even during
feature-intensive tasks.

Status and next steps

Notes

IDM-006-001 Artefact(s) Requirement(s) Result
A4.5, A4.6 IDM-002 PENDING

Req. description Swarms should support the means to securely transfer critical
participant roles to ensure robust operation of the swarm as a
whole, for instance, when a device fails, or is compromised in a
cyber-attack, or when the device is scheduled for hardware
replacement or a lengthy software update.

Contact CNIT, NVIDIA

Testing procedure Simulate a failure in one of the swarm nodes, in this case the swarm

orchestrator and coordinator must work out a replacement node
from the Knowledge database and ask it to join the swarm

Test results To be performed

Status and next steps

Notes If a swarm node is compromised or looses communication, the
swarm node is removed from the swarm. A new smart node can be
requested to join and take over the role of the missing swarm node
Access point failure needs to be tested

IDM-006-002 Artefact(s) Requirement(s) Result
A5.4.1 IDM-006 PASS
Req. description Swarms should support the means to securely transfer critical

participant roles to ensure robust operation of the swarm as a
whole, for instance, when a device fails, or is compromised in a
cyber-attack, or when the device is scheduled for hardware
replacement or a lengthy software update.

Contact TUB
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Testing procedure

This test is performed to evaluate the ability to switch roles among
Smart Node, Coordinator, and Orchestrator.

- launch as a Smart Node and check its role via DKG.

- change to Coordinator by launching the coordinator node and
verify its role via DKG.

- change to Orchestrator by replacing the Coordinator with the
Orchestrator and check its role via DKG.

Test results

PASS: if role returns correctly on each step.
FAIL: if the role does not return correctly.

Status and next steps PASS

Notes

IDM-007-001 Artefact(s) Requirement(s) Result
A3.3,A5.1.2.2 IDM-007 PENDING

Req. description

Identification of objects and actors and participants within the
system by globally unique Identifiers, including the grouping of
those into a swarm.

Contact

DELL

Testing procedure

Each swarm node, independent agent, or object of interest must
have a globally unique identifier within the scope of the
environment, i.e. a URL. The URI can be a universally unique ID
(UUID), or a unique ID issued by a recognized organization.

This will be tested using a ceiling mounted camera. 2 objects will
be placed within the field of view of the camera, and the scene
understanding graph checked to ensure that each one is allocated
a unique URI. A further 2 objects will then be added to the scene,
and it will be validated that their URIs are also unique. Another,
objects will be added to the scene, but this time with visible
identifying labels (QR code), which match things in the Thing
Description Directory. There URIs will be checked in the graph to
ensure they have the TDD allocated URI. All objects will be of the
same type as this is the most difficult scenario.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

IDM-007-002

Artefact(s) Requirement(s) Result

A4.3 IDM-007 PASS

Req. description

Identification of objects and actors and participants within the
system by globally unique Identifiers, including the grouping of
those into a swarm.

Contact

CNIT, NVIDIA

Testing procedure

To test this requirement, each swarm node was assigned a unique
UUID and a component name during onboarding. The UUIDs were
verified by checking the ART to confirm that each node had a
globally unique identifier. The grouping of nodes into a swarm was
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validated by ensuring that only nodes with valid UUIDs were listed
in the ART as part of the swarm.

Test results

The testing confirmed that each swarm node was assigned a
globally unique UUID, and the ART accurately reflected the
grouping of nodes within the swarm. The coordinator successfully
maintained and updated the ART, ensuring that all active nodes
were properly identified and associated with the swarm.

Status and next steps

Notes

IDM-007-003

Artefact(s) Requirement(s) Result

A3.1 IDM-007 PENDING

Req. description

Identification of objects and actors and participants within the
system by globally unique Identifiers, including the grouping of those
into a swarm.

Contact

SAG

Testing procedure

Each swarm node, independent agent, or object of interest must
have a globally unique identifier within the scope of the
environment, i.e. a URI. The URI can be a universally unique ID
(UUID), or a unique ID issued by a recognized organization.

This will be tested by checking the unique URI allocated by TDD to
each swarm node in the knowledge graph of a swarm.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

IDM-008-001

Artefact(s) Requirement(s) Result

A6.1 IDM-008 PENDING

Req. description

Semantic data protection expressions to allow for sophisticated data
handling and usage control within the system and between the
participants.

Contact

TBD

Testing procedure

Test results

Status and next steps

No progress yet, tests will release 2

implementation

be planned during

Notes

IDM-009-001

Artefact(s) Requirement(s) Result

A6.1 IDM-009 PENDING

Req. description

Semantic expression about security properties needed for special
data handling requirements like encryption.

Contact

TBD

Testing procedure
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Test results

Status and next steps

No progress vyet, tests will release 2

implementation

be planned during

Notes

IDM-009-002

Artefact(s) Requirement(s) Result

A3.1 IDM-009 PENDING

Req. description

Semantic expression about security properties needed for special
data handling requirements like encryption.

Contact

SAG

Testing procedure

W3C WoT Thing Description and OPC UA information models are
used to describe things / equipment / machines in SmartEdge. Both
models provide vocabulary to describe security properties required
to access the data of a thing.

Using this vocabulary security properties of SmartEdge things can
be described in their semantic models.

Test results

To be tested in RELEASE 2.

Status and next steps

Notes

IDM-010-001

Artefact(s) Requirement(s) Result

A6.1 IDM-010 PENDING

Req. description

Semantic policy expressions to express deontic requirements

Contact

TBD

Testing procedure

Test results

Status and next steps

No progress vyet, tests will release 2

implementation

be planned during

Notes

IDM-011-001

Artefact(s) Requirement(s) Result

Ad4.4 IDM-011 PASS

Req. description

Expression of situation specific conditions that trigger obfuscation
or blurring of images and mechanisms to execute.

Contact

CNIT, NVIDIA

Testing procedure

Conducting tests across different media formats, including static
images, recorded videos, and real-time camera feeds. The process
involves setting up test environments where predefined inputs, such
as images with and without human faces, video recordings, and live
camera streams, are analysed for the system's response. Each test
scenario follows a systematic approach: input data is fed into the
system, detection logs are examined, and the resulting output is
assessed for accuracy and consistency.

Test results

The system correctly detected human faces and applied the
expected obfuscation or blurring across images, videos, and live
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camera feeds. The results confirmed accurate and consistent
performance.

Status and next steps

Notes

IDM-012-001

Artefact(s) Requirement(s) Result

A4.1, A4.5 IDM-012 PASS

Req. description

Data retention policy. For example, if a swarm is made up of smart-
nodes from individuals or different organisations, and the smart-
node leaves the swarm, there must be a limit on how long a swarm
can retain that nodes data.

Contact

CNIT, NVIDIA

Testing procedure

We verify that no residual data of the smart node is retained
beyond the defined retention period. We simulate a smart-node
departure then we monitor the ART for any residual data related to
the departed node after the configured retention time has elapsed.
We repeat the process for varying retention times to validate policy
flexibility.

Test results

The system retains no information about the departed node
beyond the defined retention period.

Status and next steps

Notes

IDM-013-001

Artefact(s) Requirement(s) Result

- IDM-013 PASS

Req. description

Encryption of data in transit using hardware acceleration. This is
particularly important when data is being transported across a
publicly accessible fabric, such as the Internet.

Contact

NVIDIA, CNIT

Testing procedure

Server equipped with DPU. Send traffic from the host server. Case 1:
encryption performed in the CPU of the host server. Case 2.
Encryption performed in the DPU, using HW acceleration. Compare
the two cases in terms of power savings

Test results

PASS. IPsec Security Offload to BlueField DPU saves up to 247W per
server. This result was achieved right before the project started and
it is documented in [NV22]. That is, no further activities on this
aspect have been performed in SmartEdge

Status and next steps | Completed

Notes

IDM-014-001 Artefact(s) Requirement(s) Result
IDM-014 PENDING

Req. description

Security and compliance to regulations related to the use case
domain e.g., machinery, healthcare, etc.
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Contact

UC owners

Testing procedure

Test results

Status and next steps

We comply with the regulations, but no reasonable tests can be
made for this requirement. Will be reported as part of WP7

Notes

IDM-015-001

Artefact(s) Requirement(s) Result

IDM-015 PENDING

Req. description

Consent management system and compliance with metadata.

Contact

UC owners

Testing procedure

Where consent and sensitive data is used the project will provide for
this need. Currently this is per use case domain and controlled by use
case owners

Test results

Status and next steps

We have taken measures to comply with the regulations, but no
reasonable tests can be made for this requirement at least not at the
moment. Will be reported as part of WP7

Notes

IDM-016-001

Artefact(s) Requirement(s) Result

A5.1 IDM-016 PENDING

Req. description

Methods for aggregation and differential privacy applied to
streams.

Contact

Bosch

Testing procedure

Artefact: Multimodal semantic stream fusion

Given input as video streams and sensor data, we provide APIs so
that clients can get the semantic description of the scene. In this
testing procedure, the clients will be edge devices.

The expected results: Client in edge devices get semantic
description of the scene in structure formats, e.g. JSON, XML or
RDFS, based on the requirements of the down streaming task.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes
IDM-018-001 Artefact(s) Requirement(s) Result
A4.1, A4.3 IDM-018 PENDING
Re There has to be a mechanism for signing all the data sources and
g. description ensuring the authenticity of data.
Contact CNIT, NVIDIA

Testing procedure

We verify that only devices with valid certificates can connect to the
AP Wi-Fi network. We configure devices with valid certificates and
attempt to connect to the network.
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Attempt connections with invalid certificates, expired certificates, or
no certificates. Observe the access point logs for connection success
or failure and ensure invalid devices are denied access.

Test results

Only devices with valid certificates successfully connect.

Status and next steps

Notes The lightweight signing mechanism for Heartbeat messages
proposed by IMC has not yet been tested.

IDM-019-001 Artefact(s) Requirement(s) Result
A4.2 IDM-019 PENDING

Req. description

Communications emanating from the swarm should appear to come
from the swarm and not a specific device, i.e., the internal structure
of the swarm should not be ascertainable from its external
communications.

Contact

CNIT, NVIDIA

Testing procedure

Test the Internal Communication Isolation:
Simulate intra-swarm communication between nodes.

Ensure that no direct external communication is initiated by
individual nodes.

Monitor network traffic at the boundary of the swarm.

Expected Results:

No identifiable communication originating from individual swarm
nodes is detected externally.

Test the swarm coordinator communicates externally on behalf of
the swarm:

Configure a scenario where the swarm coordinator sends data to an
external system (e.g., updates to the ART).

Monitor outbound traffic from the swarm.

Verify that all external communications use the swarm’s designated
identity (e.g., swarm ID, virtual IP).

Confirm that no identifying information about individual swarm
nodes is included in the communication.

Test results

External communication appears to originate from the swarm
coordinator, without revealing details about individual swarm
nodes.

Status and next steps

Further investigation required. Swarm nodes will have the right to
access the portion of ART listing the nodes in the swarm

Notes

IDM-020-001

Artefact(s) Requirement(s) Result

TBD IDM-020 PENDING

Req. description

Project requires mechanism for tagging privacy sensitive data
streams (e.g., video stream is sensitive, radar data is not).

Contact

CONV

Testing procedure
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Test results

Status and next steps

Release 2.

Notes The exact needs need to be determined by the UC owners. This
might outside the scope of the SmartEdge solution and/or
implemented in the application side.

IDM-021-001 Artefact(s) Requirement(s) Result

IDM-021 PENDING

Req. description

Mechanism for encrypting sensitive data streams (encryption) and
making it available only to authorized users.

Contact

CNIT, NVIDIA

Testing procedure

Test results

Status and next steps

To be implemented and tested in Release 2

Notes

Two cases: hardware acceleration (see previous req) and point-to-

point encryption

3.5.4 Application Lifecycle

Requirements in the area of application lifecycle deal with processes for the execution of
SmartEdge applications (recipes) as well as supporting tools necessary for SmartEdge.

AL-001-001

Artefact(s) Requirement(s) Result

A4.2,A4.4 AL-001 PASS

Req. description

A swarm should be able to run more than one application at a time,
providing they do not directly compete.

Contact

CNIT, NVIDIA

Testing procedure

Multiple applications generating distinct data flows were simulated
within the swarm. P4 switches embedded in each swarm node were
programmed to handle and forward data flows from multiple
applications simultaneously. Logs and flow tables were reviewed to
confirm that the P4 switches correctly routed the traffic for each
application without interference or disruption.

Test results

The swarm could successfully support multiple applications
simultaneously, ensuring no conflicts occurred, while the P4 switches
reliably forwarded the distinct data flows.

Status and next steps

Notes

AL-001-002

Artefact(s) Requirement(s) Result

A5.1.1 AL-001 PASS

Req. description

A swarm should be able to run more than one application at a time,
providing they do not directly compete.

Contact

FhG
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Testing procedure

The artefact will be configured so that it consumes a video stream and
provides the stream content to multiple consumers. The artefact
must be configured so that it understand source and target formats.

Test results

A video stream of a video source can be consumed by multiple
consumers at the same time.

Status and next steps

Version 1.5 with common protocol / codec handling.

Notes

AL-001-003

Artefact(s) Requirement(s) Result

A5.3.2 AL-001 PASS

Req. description

A swarm should be able to run more than one application at a time,
providing they do not directly compete.

Contact

TUB

Testing procedure

- Setup a swarm
- Assign two applications
- verify two pipelines are running correctly

Test results

The two pipelines are running without errors

Status and next steps

PENDING

Notes The test will be caried out with the 2" release
AL-002-001 Artefact(s) Requirement(s) Result
A5.3.2 AL-002 PENDING

Req. description

Running an application should be coordinated by a designated
swarm smart-node, called the orchestrator, but it may enlist other
swarm smart-nodes into performing the task described by the
application. For example, an AMR can only hold one product at a
time, it needs to enlist a mobile rack to hold multiple products of
this type. As this is also the functional objective of the mobile rack,
there is no conflict of interest.

Contact TUB
Testing procedure N/A
Test results N/A
Status and next steps N/A

Notes

The RT does not allow a smart-node to enlist a task to another
smart-node; this action must be executed via the orchestrator.

In the context where a smart-node may need support from another
node, the requirement must be encoded in the recipe or rule.

AL-003-001

Artefact(s) Requirement(s) Result

A53.1 AL-003 PENDING

Req. description

Technically a swarm should have at least one running application to
continue to exist. If the swarm has no running application, it has no
purpose and so should be dissolved by agreement from its
constituent swarm devices. In practice there may be a small time
lag between the swarm completing its last task and starting the
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next. If the swarm dissolved immediately it might have to be
reformed a little time later, which could incur an operational
penalty. Instead, the swarm should exhibit some level of
“stickiness” for a time, i.e., the swarm may continue to exist
without an immediate purpose.

Contact TUB
Testing procedure Setup:

-launch a coordinator and an orchestrator.
-launch two smart nodes.

Test:

- Assign a test application to the orchestrator.
- Verify swarm members via the DKG.

- Dismiss the test application.

- Verify swarm members via the DKG.

Test results

PASS: If there are swarm members after assigning and no swarm
members after dismissing.

Status and next steps

PENDING

Notes This test will be caried out in release 2.0
AL-004-001 Artefact(s) Requirement(s) Result
A5.3.2 AL-004 PENDING

Req. description

If an application orchestration smart-node fails or leaves the swarm
in the middle of the execution of an application, if possible, another
smart-node in the swarm should take over as orchestrator.

Contact

TUB

Testing procedure

Setup:
-launch two coordinators and two orchestrators.

-launch two smart nodes.

Test:

- Assign a test application to the orchestrator A.

- force A to leave the swarm

- Verify if the test application continues working with orchestrator
B via log

Test results

PASS: if the application is still working
FAIL: if the application can stop working

Status and next steps

PENDING

Notes This test will be caried out in release 2.0
AL-005-001 Artefact(s) Requirement(s) Result
A5.3.2 AL-005 PASS

Req. description

A swarm device may refuse to cooperate with an application
orchestration device if this conflicts with a higher objective. For
example, an AMR may enlist a mobile rack to take another product,
but the rack may refuse if the product is of the wrong type, or the
rack is full. In this case the AMR should recruit a new device (new
rack) into the swarm so the task can be fulfilled.

73



Contact TUB
Testing procedure Setup:

- Launch a coordinator and an orchestrator.

- Launch two smart nodes:

- Node A always refuses any task.

Test:

- Assign a test task to Node A.

- Acknowledge the refusal from Node A and recruit Smart Node B.
- Verify if the task is running on Node B via logs.

Test results

PASS: If Node B is recruited and the task is running on Node B.

Status and next steps

PASS

Notes

AL-006-001

Artefact(s) Requirement(s) Result

A5.3.2 AL-006 PASS

Req. description

It may be possible to have more than one orchestrator running a
different application in the same swarm at the same time.

Contact

TUB

Testing procedure

See AL-001-003

Test results

See AL-001-003

Status and next steps

See AL-001-003

Notes

AL-007-001

Artefact(s) Requirement(s) Result

A5.3.2 AL-007 PENDING

Req. description

An orchestrator may have more than one task assigned at a
time, but only one application task should run at a time.
Therefore, the orchestrator should implement a task queue. The
orchestrator will run the application task with the highest
priority. If this application can’t run because the prerequisites
have not been met, then it runs the next highest priority
application task. For example, if the AMR can’t perform the
highest priority task, to move a product from the conveyer to a
rack, because there are no more spaces in the rack; the AMR
may take a lower priority task to move the rack to its next
processing stage and enlist into the swarm a new empty rack.

Contact

TUB

Testing procedure

Setup:
- Launch a coordinator and an orchestrator.

- Launch a smart node

Test:

- Assign two test tasks with two priority level to the smart node.
- Verify if the higher priority task is executed first

Test results

PASS if the higher priority task is executed first.

Status and next steps

PENDING
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Notes ‘ This test will be caried out in release 2.0
AL-008-001 Artefact(s) Requirement(s) Result
A5.4.1 AL-009 PENDING

Req. description

A swarm device may orchestrate its own tasks, whilst
collaborating with another orchestrator on its tasks. A device
should only participate in one task at a time, and so must put all
tasks, its own and other orchestrators, into a single task queue.
This is particularly important for battery powered AMRs, who’s
highest priority task is to ensure they have sufficient power to
complete the current task and get to a recharging station. This is
also a reason why swarm devices have the right to leave a swarm.

Contact

TUB

Testing procedure

See AL-007--001

Test results

See AL-007--001

Status and next steps

PENDING

Notes

This test will be caried out in release 2.0

AL-009-001

Artefact(s) Requirement(s) Result

A5.3.2 AL-009 PENDING

Req. description

Where possible if a task cannot be completed or the application
fails part way through, e.g., the path of an AMR is blocked by an
unexpected obstacle, the orchestrator should try to
autonomously recover from the incident, e.g., replan an obstacle
free path. If it can’t recover, it should request manual
intervention

Contact TUB
Testing procedure Setup:

- launch a coordinator and an orchestrator.

- launch a smart node.

Test:

- Assign a test task to the smart node.

- The test task sleeps for a few seconds, then notifies the
orchestrator that it has failed.

- The orchestrator stops the task and reassigns it.

- Verify the reassignment process via logs.

Test results

PASS: If the task is reassigned.

Status and next steps

PENDING

Notes This test will be caried out in release 2.0
AL-010-001 Artefact(s) Requirement(s) Result
A3.11, A5.1.2.2 AL-010 PENDING

Req. description

A tool must be implemented to take the image feeds from multiple
cameras and triangulate the position and pose of the object based on
the image, e.g., three images could be obtained by three the
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overhead cameras showing the same object from three different
views, by combining the three images, the tool should be able to
orient the object in 3D space.

Contact

DELL

Testing procedure

To test the validity of the model, 3 different scenes containing
different objects in different positions, will be setup and observed
from multiple viewpoints by multiple instances of artefact A5.1.2.2.
Once the scene understanding graphs have been forwarded to the
streaming media service and combined into a 3D semantic model, the
model will be checked to ensure that it semantically correlates to the
objects in the scene.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

AL-011-001

Artefact(s) Requirement(s) Result

A5.1.2.2 AL-011 PENDING

Req. description

A tool must be implemented to classify known objects in the specific
use case domain, but should also support the “unknown”
classification, i.e., an object has been detected, but can’t be classified
with a reasonable degree of accuracy.

Contact

DELL

Testing procedure

A list of approximately 30 objects have been selected that the object
detector must classify. Foreground objects that can’t be classified are
marked as Unknown. A test will be performed to validate that the
object detector can correctly classify the selected objects from
different positions. If the object can’t be classified with sufficient
confidence it is marked as unknown. The test will be repeated
multiple times to ensure the correct functionality of artefact A5.1.2.2.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

AL-011-002

Artefact(s) Requirement(s) Result

A5.1.21 AL-011 PASS

Req. description

A tool must be implemented to classify known objects in the specific
use case domain, but should also support the “unknown”
classification, i.e., an object has been detected but can’t be classified
with a reasonable degree of accuracy.

Contact

Bosch

Testing procedure

The test procedure for the module involves validating the correct
operation of artefact A5.1.2.1, which processes images from a traffic
scene into scene understanding knowledge graphs. For each input,
the module detects objects and assigns confidence scores to them. A
threshold is defined, and if a score falls below this threshold, the
object is considered "unknown". The test will be repeated multiple
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times to ensure the correct functionality of the module in accurately
detecting and categorizing objects in the traffic scene.

Test results

Detected objects of different classification and ‘unknown’

Status and next steps

PASS

Notes

AL-012-001

Artefact(s) Requirement(s) Result

A3.4 AL-012 PENDING

Req. description

Recipes may influence each other. For example, if something went
wrong during execution of a recipe another recipe may need to wait
until the blocking state was solved

Contact

SAG

Testing procedure

Test results

Status and next steps

Will be tested in release 2

Notes

Requirement testing has to be done in coperation with the UC
owners.

3.5.5 Hardware and Protocols

Requirements in Hardware and Protocols deal with protocols and devices that must be
supported by SmartEdge at least to be able to provide support for the five SmartEdge use cases.

HP-001-001

Artefact(s) Requirement(s) Result

A3.2 HP-001 PASS

Req. description

SmartEdge should provide a mechanism that allows to integrate
devices that cannot be directly use SmartEdge tools (e.g., brown field
devices or typical sensors and actuators).

Contact

SAG

Testing procedure

This testing validates that brownfield devices, sensors and actuators,
can be integrated with SmartEdge tools using Zenoh as middleware.

Test results

Messages published to the Zenoh middleware using various protocols
(e.g., DDS or MQTT) are received and are available for further
processing through Zenoh REST plugin.

Status and next steps | PASS
Notes
HP-001-002 Artefact(s) Requirement(s) Result

A3.5, A3.6, A3.7 SW-001, SC-001, HP-

001

PASS

Req. description

SmartEdge should provide a mechanism that allows to integrate devices
that cannot be directly use SmartEdge tools (e.g., brown field devices
or typical sensors and actuators).
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Contact

CEF

Testing procedure

Refer to SW-001-002.

Test results

PASS, Refer to SW-001-002.

Status and next steps

Refer to SW-001-002.

Notes

HP-001-003

Artefact(s) Requirement(s) Result

A3.1 SW-001, SC-001, HP-|PASS

001

Req. description

SmartEdge should provide a mechanism that allows to integrate devices
that cannot be directly use SmartEdge tools (e.g., brown field devices
or typical sensors and actuators).

Contact

SAG

Testing procedure

This testing validates that brownfield devices, sensors and actuators,
can be modelled with SmartEdge semantic models for machines/things
such as W3C WoT TDs, OPC UA information models etc. Further they,
can used in application development for swarms using SmartEdge
Recipe model.

Test results

Brownfield machines / things from different use cases (e.g., UC4, UC5)
are modelled using OPC UA and W3C WoT TDs.

Status and next steps |PASS
Notes
HP-002-001 Artefact(s) Requirement(s) Result
A4.1 HP-002 PENDING

Req. description

Vehicles communicating via C-ITS/G5 devices and without SmartEdge
SW stack should be able to connect to the Swarm as “dummy”
devices.

Contact

CNIT, NVIDIA, CONV

Testing procedure

Connect non-smart nodes to the swarm and check if the Access Points
are able to provide connectivity to these non-smart nodes (nodes that
do not implement the Node Manager and the SmartEdge stack)

Test results

Status and next steps

Notes

No tests performed yet using vehicles communicating via C-ITS/G5
devices
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This requirement will be addressed using dummy devices in WiFi
networks

HP-003-002

Artefact(s) Requirement(s) Result

A3.5 HP-003 PASS

Req. description

Capability to read radar message format (JSON stream).

Contact

CEF

Testing procedure

A DataOps pipeline that can read JSON data from the radars from UC2
which are sent via a WebSocket. This data is then converted to RDF
using an agreed upon RDF vocabulary.

Test results

PASS, a docker container running a DataOps pipeline that satisfies this
test is available in the integration environment (“wp3/data-ops-uc2-
radar-native")

Status and next steps

Notes

HP-004-001 Artefact(s) Requirement(s) Result
A5.1.1 HP4-004 PASS

Req. description Capability of reading and processing camera stream data (currently
RTSP).

Contact FhG

Testing procedure

Artefact 5.1.1 provides a mechanism to translate video streams
between different protocols and codecs. A video source will be
configured with a certain streaming protocol as output (software
based like using FFMPEG, a physical device or the remote rendering
artefact) and consumer that does not understand the configuration
of the original source is used to consume the video stream via the
artefact. The artefact is configured to handle the translation.

Test results

The consumer of a video stream can consume it even if it does not
understand the video configuration of the source.

Status and next steps

Version 1.5 with common protocols / codecs

Notes

HP-005-001

Artefact(s) Requirement(s) Result

A3.5 HP-005 PASS

Req. description

Capability to read Controller status messages (JSON stream).

Contact

CEF
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Testing procedure

DataOps pipeline that retrieves data from the Controller WebSocket
and processes the incoming JSON stream.

Test results

PASS, a docker container running a DataOps pipeline that satisfies this
test is available in the integration environment (“wp3/data-ops-uc2-
radar-native"). The DataOps pipeline demonstrates the usage of a Node
Data Connector capable of retrieving Controller data coming from a
WebSocket.

Status and next steps

The pipeline will be further improved based on the requirements for
the processing of the Controller data.

Notes

HP-006-001

Artefact(s) Requirement(s) Result

A3.5 HP-005 PENDING

Reg. description

Capability of reading C-V2X protocol messages

Contact

CONV

Testing procedure

Basic SmartEdge functionality over the V2X protocol with a single RSU
and OBU units.

Test results

None yet

Status and next | Initial testing (Proof of Concept) done. Will be tested as part of
steps SmartEdge protocol in release 2
Notes Combined with HP-007, only one protocol will be needed
HP-008-001 Artefact(s) Requirement(s) Result

A3.5 HP-008 PENDING

Req. description

Ability to handle public transit open data (tram locations) from outside.

Contact

CEF

Testing procedure

DataOps pipeline that retrieves real time location data from the GTFS-
RT feed of Helsinki public transport and processes the incoming data.
Enhancing the DataOps Pipeline outlined for UC2 and detailed in HP-
003-002 by integrating real-time tram location data from a live GTFS-RT
feed. The GTFS-RT data is converted to RDF using an agreed upon RDF
vocabulary. This process aims to improve the classification of radar-
detected objects with uncertain categorization by determining whether
a tram is present at the detected object's location at the time of
detection, as indicated by the GTFS-RT data.
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Test results

RELEASE2, a DataOps pipeline to access the GTFS-RT stream has been
successfully tested and initial set of declarative mappings for the
processing of public transport data has been developed. A custom Node
Data Connector is necessary to correctly process the GTFS-RT binary
payloads.

Status and next steps

Development of the Node Data Connector and refinement of the
pipeline according to the requirements for the processing of the public
transport data (e.g. integration of GTFS static data to enrich the
generated output)

Notes

HP-009-001

Artefact(s) Requirement(s) Result

A3.5 HP-009 PENDING

Req. description

Support for Helsinki’s open data API for providing data to Helsinki from
the swarm sensors.

Contact

CEF

Testing procedure

A DataOps pipeline that can retrieve data from the swarm sensors,
process it according to the requirements and make them available as
an open data API.

Test results

RELEASE2, validation of the required DataOps components but missing
requirements for implementing a specific DataOps pipeline.

Status and next steps

The DataOps pipeline described in SW-001-002 demonstrates the

possibility of retrieving data from swarm sensors and the
implementation of a data API

Notes

HP-010-001 Artefact(s) Requirement(s) Result
A5.4.4.2 HP-010 PASS

Req. description

Dashboard or user interface (web client) for viewing the data (sensor
network, traffic indicators, swarm operation, raw data).

Contact

FhG

Testing procedure

A Dashboard will be provided which allows to show timed series data
which will be represented as graph or as text (tables). To add data
an HTTP message which conforms to the frontends expected data
types can be send to a defined endpoint. The endpoint stores the
data in a database. The database is then used by the frontend to
render the stored data.

Test results

User Frontend as Web Application which shows saved data. Data can
be separated by, for example, use cases or other separations like
components or artefacts if they need to track data as well.

Status and next steps

Version 1, ongoing updates, for example regarding the used data
models for Version 2.
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Notes

HP-011-001

Artefact(s) Requirement(s) Result

A3.5 HP-011 PENDING

Req. description

Capability for sending/receiving control messages (e.g., green requests)
between operational controllers and vehicles using appropriate format
and protocol.

Contact

CEF

Testing procedure

Roadside units will handle V2X communications.

A DataOps pipeline should be able to process the control messages
(JSON payloads) exchanged by vehicles and infrastructure using
VV2X. Depending on the specific purposes of this message handling the
DataOps pipeline may convert the payloads to a common semantic
representation.

Test results

RELEASE?2, validation of the required DataOps components but missing
requirements for implementing a specific DataOps pipeline

Status and next steps

The DataOps pipeline described in HP-005-001 demonstrates the
possibility of retrieving and handling JSON data. Example JSON
messages and the requirements for their processing in a specific
DataOps pipeline needs to be defined by UC2.

Notes

HP-013-001 Artefact(s) Requirement(s) Result
Ad4.1, A4.2, A4.3, | HP-013 PASS
A4.4, A4.5

Req. description

The SmartEdge components system must be able to run on ARM-
based hardware and Ubuntu/Linux OS

Contact

CNIT, NVIDIA

Testing procedure

The WP4 components were tested to validate their compatibility
with ARM-based hardware and Ubuntu/Linux operating systems.
The testing was conducted using Raspberry Pi 5 devices, ensuring
that all components could run seamlessly on ARM architecture. WP4
Artefacts were deployed and executed on Raspberry Pi 5 devices
running Ubuntu 24.04 LTS to verify cross-distribution compatibility.

Test results

The testing procedure successfully validated the compatibility of
WP4 components with ARM-based hardware and Ubuntu/Linux
operating systems. The Raspberry Pi 5 devices running Ubuntu 24.04
LTS were able to seamlessly execute all WP4 artefactss without any
issues.

Status and next steps

Notes
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HP-013-002

Artefact(s) Requirement(s) Result

A5.4.1 HP-013 PASS

Req. description

The SmartEdge components system must be able to run on ARM-
based hardware and Ubuntu/Linux OS.

Contact

TUB

Testing procedure

- Launch RT on x86 devices and Ubuntu/Linux OS.
- Verify the launch was successful via logs

Test results No Errors
Status and next steps PASS
Notes
HP-014-001 Artefact(s) Requirement(s) Result
A3.5 HP-014 PENDING

Req. description

SmartEdge must support integration of heterogeneous devices with
digital interfaces and different standard industrial protocols,
including mesh, for data collection from “dumb” loT nodes of the
Level 1 Swarm and its reliable forwarding to the Level 2 Swarm node.

Contact

CEF

Testing procedure

A DataOps pipeline that can retrieve data from the heterogenous
devices by leveraging the standardised interfaces enabled by A3.2.
The DataOps pipeline can process the retrieved data and forward it
to the appropriate target swarm node.

Test results

RELEASE2

Status and next steps

The DataOps pipeline described in SW-001-002 demonstrates the
possibility of retrieving data from swarm sensors and their
processing. Additional requirements from the relevant use cases
should be determined to implement a specific DataOps pipeline.

Notes

HP-015-001

Artefact(s) Requirement(s) Result

A4.1, A42, A43,
A4.4, A4.5

HP-015 PASS

Req. description

The SmartEdge components system must be able to run on x86-
based hardware and Ubuntu/Linux OS

Contact

CNIT, NVIDIA

Testing procedure

The WP4 components were tested to validate their compatibility
with x86-based hardware and Ubuntu OS. The testing was
conducted using x86-based devices, ensuring that all components
could run seamlessly on x86-based architecture.

WP4 Artefacts were deployed and executed on x68-based devices
running Ubuntu 20.04 LTS to verify cross-distribution
compatibility.

Test results

The testing procedure successfully validated the compatibility of
WP4 components with x86-based hardware and Ubuntu OS. The
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x86-based devices running Ubuntu 20.04 LTS executed all WP4
artefacts seamlessly.

Status and next steps

Notes

HP-015-002

Artefact(s)

Requirement(s) Result

A3.11,A5.1.2.2 HP-015 PENDING

Req. description

The SmartEdge components system must be able to run on x86-
based hardware and Ubuntu/Linux OS.

Contact2

DELL

Testing procedure

A3.11and A5.1.2.2, the Scene Understanding and Streaming Media
Service artefacts, will now be deployed to DELL ruggedized tablets
as part of UC3 implementation. The correct operation of the
artefacts on the x86 based tablets will validate the requirement.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

HP-015-003

Artefact(s)

Requirement(s) Result

A5.4.1 HP-015 PASS

Req. description

The SmartEdge components system must be able to run on x86-
based hardware and Ubuntu/Linux OS.

Contact

TUB

Testing procedure

-Launch RT on x86 devices and
- Verify the launch was successful via logs

Ubuntu/Linux  OS.

Test results No errors

Status and next steps PASS

Notes

HP-016-001 Artefact(s) Requirement(s) Result
A3.11, A5.1.2.2 HP-016 PENDING

Req. description

It should be possible to dynamically add a new sensor stream to
an existing smart-node, as sensors on other devices may join or
leave the swarm.

Contact

DELL

Testing procedure

To test the requirement, two ceiling mounted cameras will publish
scene understanding graphs on the same topic. The streaming
media service in the same swarm subscribes to the topic and
receives two streams from different viewpoints, which it uses to
construct a 3D semantic graph of the operational area. Then a
third ceiling mounted camera is added to the swarm and starts
publishing scene understanding graphs from a new viewpoint. By
checking the 3D semantic model, it can be verified that the
information from the third viewpoint has been seamlessly
incorporated. One of the two original ceiling mounted cameras is
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then deactivated and its stream of scene understanding graphs
stops. In this case the streaming media server should continue to
generate 3D semantic models of the operation area, but without
the viewpoint from the missing ceiling mounted camera.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

HP-016-002

Artefact(s) Requirement(s) Result

A5.4.1 HP-016 PENDING

Req. description

It should be possible to dynamically add a new sensor stream to
an existing smart-node, as sensors on other devices may join or
leave the swarm.

Contact

TUB

Testing procedure

- launch the device as a smart node
- add new sensor
- verify the log if the metadata of the sensor is collected

Test results

PASS: if the log shows the metadata of the sensor is printed
correctly

Status and next steps

PENDING

Notes

This test will be caried out in release 2.0

HP-017-001

Artefact(s) Requirement(s) Result

A3.4 HP-017 PENDING

Req. description

An industrial device, e.g., SIMATIC Neural Processing Unit (NPU),
can be part of a swarm.

Contact

SAG

Testing procedure

Testing procedure validates that Mendix can communicate with an
industrial device, e.g., SIMATIC NPU.

Test results

Mendix should be able to create/update the models on an
industrial device, e.g., SIMATIC NPU.

Status and next steps

To be tested in Release 2.

Notes

HP-018-001

Result

Artefact(s)

Requirement(s)

A3.6

HP-018

PASS

Req. description

The swarm edge components of the SmartEdge toolchain must be
deployable onto an underlying software framework,
Kubernetes or another service framework. SmartEdge is a series of
compatible tools, forming a toolchain, as such it will likely be deployed

on top of a suitable software framework.

such as

Contact

CEF
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Testing procedure

The DataOps pipeline defined via A3.5 can be flexibly deployed on
different deployment environments, such as Kubernetes.

Test results

PASS, different deployment templates have been developed as artefact
A3.6 and fully described in D3.2. The deployment templates have been
tested in the SmartEdge integration environment, considering the
DataOps Pipeline described in SW-001-002. The test demonstrates that
DataOps pipelines can be deployed on different frameworks like
Kubernetes.

Status and next steps

The development of additional deployment templates is under
investigation for the second release

Notes

HP-018-002

Artefact(s) Requirement(s) Result

A3.11,A5.1.2.2 HP-018 PENDING

Req. description

The swarm edge components of the SmartEdge toolchain must be
deployable onto an underlying software framework, such as
Kubernetes or another service framework. SmartEdge is a series of
compatible tools, forming a toolchain, as such it will likely be
deployed on top of a suitable software framework.

Contact

DELL

Testing procedure

The underlaying software framework is likely to be either ROS2 or
Kubernetes, but the final decision has not yet been made, and so final
test specification will be deferred until the artefacts have been built.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

HP-018-003

Artefact(s) Requirement(s) Result

A4.2 HP-018 PENDING

Req. describtion

The swarm edge components of the SmartEdge toolchain must be
deployable onto an underlying software framework, such as
Kubernetes or another service framework. SmartEdge is a series of
compatible tools, forming a toolchain, as such it will likely be
deployed on top of a suitable software framework.

Contact

CNIT, NVIDIA

Testing procedure

Test results

Status and next steps

Notes

This mainly applies to the Swarm Coordinator. Other artefacts
interact with the network layer and, also for performance reasons, it
is not advisable to use kubernetes
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HP-019-001

Artefact(s) Requirement(s) Result

A3.1 HP-019 PENDING

Req. description

SmartEdge must be extensible so that use case specific sensors and
actuators can be integrated.

Contact

SAG

Testing procedure

it the same as SW001, SC001, and HPOO1. WP3 can fulfil it if a
sensor or actuaror has an available WoT servient with a
corresponding TD.

Test results PENDING

Status and next steps

Notes

HP-020-001 Artefact(s) Requirement(s) Result
A5.4.1 HP-020 PASS

Req. description

SmartEdge must allow nodes to provide static or dynamic
environmental information about itself, for example data like
latitude, longitude, altitude, and direction of an autonomous
node.

Contact

TUB

Testing procedure

-launch a smart node.

-request node info via DKG.

-verify that the node's dynamic information is continuously
updated.

Test results

PASS: if node info is updated continuously

Status and next steps PASS

Notes

HP-020-002 Artefact(s) Requirement(s) Result
A3.1 PASS

Req. description

SmartEdge must allow nodes to provide static or dynamic
environmental information about itself, for example data like
latitude, longitude, altitude, and direction of an autonomous
node.

Contact

SAG

Testing procedure

SmartEdge schema provides entities to represent the dynamic
attributes such as location etc. for a SmartEdge node. The dynamic
environmental information can be represented using these
attributes.

Test results

PASS

Status and next steps

Notes
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HP-021-001

Artefact(s) Requirement(s) Result

A3.11, A5.1.2.2 HP-021 Pending

Req. description

SmartEdge must provide means to identify the position and
orientation of unique things (nodes) in an environment.

Contact

DELL

Testing procedure

The initial location of an object is handled in A5.1.2.2 using the
depth information from the node’s camera and the mapping of
relative to absolute coordinates. More accurate location and
positioning rely on views from multiple nodes and digital twins
from the Thing Description Director and is performed by A3.11. To
validate the correct operation of the artefacts various objects will
be placed in the cameras field of view from multiple nodes and the
correct positioning verified by empirical measurements, the test
will be repeated 5 times for each type of object (30 objects).

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

HP-021-002

Artefact(s) Requirement(s) Result

A5.1.2.1 HP-021 PASS

Req. description

SmartEdge must provide means to identify the position and
orientation of unique things (nodes) in an environment.

Contact

Bosch

Testing procedure

The test procedure for the module involves calculating global
coordinates and spatial orientation using camera coordinates and
homography transformation between the 3D and 2D
environment. To validate the correct operation of the artefacts,
OpenStreetMap is utilized to verify the position and orientation of
nodes in lanes. The test will be repeated multiple times for the
same camera position to ensure the correct functionality of the
module in accurately determining global coordinates and spatial
orientation.

Test results

Compute positions and orientation of detected objects

Status and next steps

PASS

Notes

HP-022-001

Artefact(s) Requirement(s) Result

A3.1 HP-021 PASS

Req. description

Capability of handling environment measurements provided by
sensors (e.g sent by vehicles, robots or stational nodes).

Contact

SAG

Testing procedure

W3C WoT Thing Description and OPC UA information models are
used to describe things / equipment / machines in SmartEdge.
Both models provide endpoints to access the datapoints of a
thing. The datapoints could be the environmental measurements
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provided by sensors or actuators represented with a TD or OPC
UA model.

Therefore, environmental measurements of a thing can be
accessed through its TD or OPC UA nodeset and they can be
further handled / processed.

Test results PASS
Status and next steps
Notes
3.5.6 Low Code Programming

Requirements in the area of low code programming deal with possibilities to implement
SmartEdge applications as easily as possible.

LC-001-001

Artefact(s) Requirement(s) Result
A3.5 LC-001 PASS

Req. description

By default, SmartEdge nodes will use standardized data model of RDF
for representing intermediate results and data exchange

Contact

CEF

Testing procedure

A DataOps pipeline that can retrieve data from the swarm sensors,
apply declarative mapping rules for knowledge conversion through a
Mapping Processor and obtain an output represented according to the
SmartEdge RDF data model.

Test results

PASS, The DataOps pipeline described in SW-001-002 demonstrates
this by harmonising and fusing different types of data to an RDF
representation using the SmartEdge RDF data models (A3.1).

Status and next steps

Specific DataOps pipelines will
requirements of the use cases

be defined according to the

Notes

LC-001-002

Artefact(s) Requirement(s) Result

A5.4.2 LC-001 PASS

Req. description

By default, SmartEdge nodes will use standardized data model of
RDF for representing intermediate results and data exchange.

Contact

TUB

Testing procedure

See SC-022-001

Test results

See SC-022-001

Status and next steps | PASS
Notes
LC-002-001 Artefact(s) Requirement(s) Result
A3.7 LC-002 PASS
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Req. description

The low-code programming toolchain should provide a DSL to
programmatically generate some basic template for building Recipes
towards drag and drop functionality and minimal programming.

Contact

CEF

Testing procedure

Compose and configure a DataOps pipeline using the A3.7 artefact for,
its low-code definition via a DSL or via a dedicated graphical interface.
The generated DataOps pipeline can be configured with an appropriate
set of A3.5 components to implement a mediated data exchange
between nodes in a swarm implementing a Recipe.

Test results

PASS, as documented in D3.2 it is possible to define a DataOps pipelines
via a DSL or via a graphical interface.

Status and next steps

Specific DataOps pipelines will be defined according to the
requirements of the Recipes implemented by each use case.

Notes The purpose of A3.7 is not to generate a template for the entire Recipe.
It enables the generation of DataOps pipelines for mediating data
exchanges between swarm nodes.

LC-003-001 Artefact(s) Requirement(s) Result
A5.4.2 LC-003 PENDING

Req. description

The low-code programming toolchain should be able to store the
created Recipes in RDF format.

Contact

TUB

Testing procedure

e C(Create arecipe

e Add the recipe and RDF store

e Query the created recipe

e Verify if the recipe metadata is retrieved correctly

Test results

PASS: if the recipe metadata is retrieved correctly

Status and next steps | PENDING

Notes

LC-003-002 Artefact(s) Requirement(s) Result
A3.3 LC-003 PASS

Req. description

The low-code programming tool-chain should be able to store the
created Recipes in RDF format

Contact

SAG

Testing procedure

Test results

Successfully store and retrieve Recipes in RDF format in the dynamic

knowledge graph.
Status and next steps | PASS
Notes
LC-004-001 Artefact(s) Requirement(s) Result
A5.3.1.1 LC-004 PENDING
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Req. description

SmartEdge runtime should provide discovery functionality to
discover available devices and their capabilities.

Contact

TUB

Testing procedure

-Launch a coordinator.

-Ask the coordinator to find a list of mocking capabilities.

-Launch and connect another smart node to the network with the
mock capability.

-Verify if the coordinator can discover other nodes via logs.

Test results

PASS: if added nodes metadata is printed in the log.

Status and next steps

PENDING

Notes Release 2.0
Wait for the integration of A5.3.1 and A4.2 to fullfil this feature
LC-004-002 Artefact(s) Requirement(s) Result

A4l LC-004 PASS

Req. description

SmartEdge runtime should provide discovery functionality to
discover available devices and their capabilities.

Contact

CNIT, NVIDIA

Testing procedure

Confirm that the discovered Node's capabilities are retrieved from
the TDD (Thing Description Directory).

For a connected smart node, we query the TDD for its capabilities
and verify that the retrieved data matches the expected device
capabilities stored in the TDD.

Test results

The testing successfully confirmed that the network supports the
swarm coordinator's request to retrieve a node's capabilities from
the Thing Description Directory (TDD). When a smart node was
connected, the Access Point Manager (A4.1) facilitated the
coordinator's query to the TDD for the node's capabilities

Status and next steps

Notes

LC-005-001

Artefact(s) Requirement(s) Result

A3.9 LC-005 PENDING

Req. description

Mendix recipes should be able to be matched against available
device instances.

Contact

HESSO

Testing procedure

Prepare a low-code project in Mendix including flows and actions.
Export the project into a recipe. Also, provide the available
devices through Thing Description representations. The Artefacts
A3.9 provides matchmaking capabilities that select only the
potentially applicable devices for the given recipe.

Test results

To be reported in D3.3.

Status and next steps

PENDING, to complete for D3.3

Notes
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LC-006-001

Artefact(s) Requirement(s) Result

A3.4 LC-006 PASS

Req. description

Mendix should enable user to instantiate the Recipe with selected
devices, configure it and deploy it on the field or Edge.

Contact

SAG

Testing procedure

Testing procedure validates the possibility to create recipes in a
form of Mendix flows and executing them.

Test results

Successful execution of the recipe logic

Status and next steps PASS

Notes

LC-007-001 Artefact(s) Requirement(s) Result
A3.4 LC-007 PASS

Req. description Mendix should run on the Cloud or the Edge.

Contact SAG

Testing procedure

Running Mendix in different execution environments, be it cloud or
an edge device

Test results

Mendix running on the cloud or the edge, being capable of executing
the recipe logic

Status and next steps | PASS

Notes

LC-008-001 Artefact(s) Requirement(s) Result
A34 LC-008 PENDING

Req. description

Mendix should deploy the Applications instantiated from Recipes on
the Cloud or the Edge of a system.

Contact

SAG

Testing procedure

Evaluating the deployment of Mendix across various operational
environments, including cloud-based platforms and edge devices, to
assess its behaviour and adaptability.

Test results

Application logic instantiated on Mendix runtime running on the
edge or on the cloud.

Status and next steps

The test has been successfully run for the edge use-case. Mendix,
running in the cloud, to be tested in release 2.

Notes

LC-009-001

Artefact(s) Requirement(s) Result

A3.4 LC-009 PENDING

Req. description

The low-code platform should support various communication
protocols to execute the interactions required for a recipe, e.g., the
low-code platform must support OPC-UA as a communication
protocol in UC-4, MQTT/rest, Kafka in UC-5, and DDS in UC-3 It must
be extendable to implement connectors for further protocols.

Contact

SAG
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Testing procedure

Validate the possibility of connecting Mendix to the devices using
various communication protocols, including OPC UA, MQTT, DDS.
Introduce a connector for BLE.

Test results

Using OPC UA, REST, DDS, MQTT, BLE as a part of Mendix flows, used
for recipes’ implementation.

Status and next steps

BLE connector has been tested. The usage of OPC UA and MQTT
connectors in Mendix flows has been tested successfully. DDS and
Zenoh connectivity will be further tested in Release 2.

Notes

LC-010-001 Artefact(s) Requirement(s) Result
A3.4 LC-010 PASS

Req. description Low-code platform should support code generation required for
execution of a recipe (both interactions between the
devices/communication, and device's logic).

Contact SAG

Testing procedure

Recipes being defined and configured in Mendix as BPMN diagrams,
generate the required code, including inter-device communication

Test results Recipes requiring communication between devices has been
successfully run.

Status and next steps | PASS

Notes

LC-010-002 Artefact(s) Requirement(s) Result
A3.7 LC-010 PENDING

Req. description Low-code platform should support code generation required for
execution of a recipe (both interactions between the
devices/communication, and device's logic).

Contact CEF

Testing procedure

A DataOps pipeline composed and configured using the A3.7 artefact
for its low-code definition can be exported as an executable
component. The pipeline implements a mediated data exchange
between nodes in a swarm using the A3.5 components.

Test results

RELEASE2, as documented in D3.2 it is possible to define a DataOps
pipelines via the A3.7 low-code interface. However, the automatic
execution of the pipeline still requires a limited set of manual steps.

Status and next steps

We will investigate the possibility of a fully automated execution of the
DataOps pipelines defined via A3.7. Specific DataOps pipelines will be
defined according to the requirements of each use case.

Notes DataOps pipelines enable mediated data exchanges between swarm
nodes but are not responsible for defining or handling the internal
device/node logic.

LC-011-001 Artefact(s) Requirement(s) Result
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A5.1.5 \ LC-011 PASS

Req. description

Functionality should be configurable for filtering data/creating
events by using stream from single node. For example, option zone
safety functionality (number of vehicles in certain area at certain
time) should be easily configured to new nodes, or health biomarker
data stream by the logical indicator processor.

Contact

TUB

Testing procedure

-Launch a smart node.

-Set up a graph stream processing primitive.
-Create one test RDF stream data.

-Register a query.

-Verify the result via logs.

Test results

PASS: if the results of the query are corectly printed in the log

Status and next steps

PASS

Notes

LC-012-001

Artefact(s) Requirement(s) Result

A5.1.5 LC-011 PASS

Req. description

Functionality should be configurable for filtering data/creating
events by using stream from multiple devices. For example, red
runner detections should be configurable to devices (combines
data from signal controller and radar). This would be an
extension of LC-011 (only operating in single node).

Contact

TUB

Testing procedure

Repeat the test LC-011-001 with more than 1 stream input

Test results

See LC-011-001

Status and next steps PASS

Notes

LC-013-001 Artefact(s) Requirement(s) Result
A5.4.1 LC-013 PENDING

Req. description There should be the possibility for configuring
automatically/semi automatically parameters for device

sensors and how to perform the functionality such as LC-011
and LC-012 and other simple manipulation of data.

Contact

TUB

Testing procedure

Test results

Status and next steps

We need do define more specific sensor types (eg Al cameras) in
the release 2 in order to make tests.

Notes

LC-015-001

Result
PASS

Artefact(s)
A3.5,A5.1.4

Requirement(s)
LC-015
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Req. description

Semantic integration of the data from different sources.

Contact

CEF

Testing procedure

A DataOps pipeline that can retrieve data from different data
sources, apply declarative mapping rules for knowledge conversion
through a Mapping Processor and obtain an integrated output
represented according to the SmartEdge RDF data model.

Test results

PASS, the DataOps pipeline described in SW-001-002 demonstrates
this by harmonising and fusing the incoming data to an RDF
representation using the SmartEdge RDF data model (cf. A5.1.4
description in D5.2).

Status and next steps

Specific DataOps pipelines will be defined according to the
requirements of each use case

Notes

LC-016-001

Artefact(s) Requirement(s) Result

A5.3.2 LC-016 PASS

Req. description

The low-code platform should provide a mechanism to define
recipes that will be instantiated as applications and run by one
of more smart nodes in the swarm.

Contact

TUB

Testing procedure

-launch an orchestrator node.

-assign semantic program that requires object detection task
-after compiling the program and query object detection recipe
from the TDD.

Test results

PASS: if the object detection recipe is correctly retrieved

Status and next steps

PASS

Notes

LC-017-001

Artefact(s) Requirement(s) Result

A5.1.5 LC-017 PASS

Req. description

Capability to use low code toolchain for generating event
messages with given criteria in the stream. For example, these
messages have to be sent to V2X vehicles as well as controllers
via appropriate protocols

Contact TUB
Testing procedure Setup:

-launch three smart nodes: A, B, and C.

-launch a test streaming tool on node A.

-launch a subscriber on node C and print the incoming messages.
-deploy a Graph Stream Processing system on node B with the test
query.

Test:

-start streaming data from node A.

-verify if there is output from the query in the log.

Test results

PASS: if there is output printed in the log
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Status and next steps

PASS

Notes These capabilities can be enabled by the graph stream processing
A5.1.5. It enables the criteria to be encoded in the graph query and
constructs an output message when the input from the subscribed
stream meets the criteria. The data from the input stream must be
in RDF format.

LC-018-001 Artefact(s) Requirement(s) Result

A4.1,A4.4 LC-018 PASS

Req. description

Capability for receiving control messages from nodes and relaying
them to appropriate participants. For example, we might have a
process outside the SmartEdge connected to a node and receiving
data, analysing it and creating events.

Contact

CNIT, NVIDIA

Testing procedure

Simulate the communication of control messages from a node within
the swarm. First, a node sends a control message to the Access Point
Manager, which processes the message and relays it to the relevant
participants in the swarm. Additionally, P4 switches will be involved
in forwarding the control messages as part of the network flow. The
message exchange and the correctness of its delivery will be verified
by checking the relayed control messages at the receiving
participants.

Test results

Control messages sent from a node were correctly received by the
Access Point Manager, which then relayed the messages to the
appropriate participants in the swarm. The P4 switches correctly
forwarded the control messages within the network.

Status and next steps

Notes In this test we consider as control messages: JOIN/LEAVE etc
LC-019-001 Artefact(s) Requirement(s) Result
A5.1.2.1 LC-019 PENDING

Req. description

It should be possible to easily execute semantic queries, e.g. using
scene understanding and querying scene graphs, over sensor data
(e.g., queue lengths in traffic situations) and make that information
available for the SmartEdge swarm nodes.

Contact

Bosch

Testing procedure

The test procedure for the module involves validating the core
functionality of artefacts A5.1.2.1, which includes semantic querying
to provide scene information to other artefactss. The test focuses
on ensuring that the other artefactss, which rely on A5.1.2.1 for
scene information, can function correctly. By confirming the
seamless operation of these dependent artefactss, the test
effectively validates the semantic querying functionality of A5.1.2.1.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes
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LC-019-002

Artefact(s) Requirement(s) Result

A5.1.2.2 LC-019 PENDING

Req. description

It should be possible to easily execute semantic queries, e.g. using
scene understanding and querying scene graphs, over sensor data
(e.g., queue lengths in traffic situations) and make that information
available for the SmartEdge swarm nodes.

Contact

DELL

Testing procedure

This requirement is part of the core processing of both the Scene
Understanding artefact, A5.1.2.2, which generates semantic scene
understanding graphs, and the Streaming Media Service artefact,
A3.11, which processes multiple semantic scenes understanding
graphs into a single combines semantic model of the environment.
If the artefacts function correctly, the requirements have been met.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

LC-020-001

Artefact(s) Requirement(s) Result

A5.4.1,A3.3 LC-020 PASS

Req. description

The smart-nodes in the swarm must be able to search for and
download Recipes dynamically at runtime from a common
repository in the Cloud.

Contact

TUB

Testing procedure

- Deploy A3.3 with some data.

- Launch a smart node.

- Query a recipe via the SPARQL endpoint of A3.3.

- Verify if the results are correctly received via logs.

Test results

PASS: if the log is printed correctly

Status and next steps PASS

Notes

LC-021-001 Artefact(s) Requirement(s) Result
A5.4.4.3 LC-021 PENDING

Req. description

A device’s capability is represented in a digital twin and can be used
in the same way as a device that is part of a swarm.

Contact

FhG

Testing procedure

A digital twin is created as an asset or object in the remote
rendering's virtual environment. The asset should provide the same
features as the real-world device (for example moving forward /
backward and steering). If for such a real-world device is available
and its features are exposed via W3C Thing Descriptions than an
equal device with the same features should be available in the
virtual environment. The digital twin will be controlled by an MQTT
client that makes use of the information provided via the W3C
Thing Description.
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Test results

A physical and a virtual device are controlled through a semantically
equal Thing Description.

Status and next steps

Version 2, proof of concept for Version 1.5

Notes

LC-021-002

Artefact(s) Requirement(s) Result

A3.11 LC-021 PENDING

Req. description

A device’s capability is represented in a digital twin and can be used
in the same way as a device that is part of a swarm.

Contact

DELL

Testing procedure

The digital twin is used to estimate the position/ orientation of an
object and is tested as part of HP-021-001, see that test for details.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

LC-022-001

Artefact(s) Requirement(s) Result

A5.4.1 LC-022 PENDING

Req. description

There should be an interface for devices for configuring/adjusting
parameters at run time.

Contact

TUB

Testing procedure

-launch a smart node
-send parameters adjusting request
-verify the new parameters is correctly set via log

Test results

PASS: if the log is printed correctly

Status and next steps

PENDING

Notes This test will be caried out with release 2.0

LC-023-001 Artefact(s) Requirement(s) Result
A5.3.3 LC-023 PENDING

Req. description A mechanism that allows to forecast the Swarm state must be
provided.

Contact TUB

Testing procedure

This test will be caried out with release 2.0

Test results

Status and next steps

PENDING

Notes Scope of the requirement needs to be refined. Might include some
other artefactss.

LC-024-001 Artefact(s) Requirement(s) Result
A5.4.4.2 LC-024 PASS

Req. description

SmartEdge should provide a user interface that allows a user to
check the current state. For example, available nodes and available

98



sensors and actuators including their available status and value
ranges.

Contact

FhG

Testing procedure

A web application is provided which is able to visualizes arbitrary
data as graphs or tables. Artefacts or use case specific components
can send data in question to the web applications backend.

Test results

Sensor or actuator data can be seen on a user interface

Status and next steps

Initial Dashboard and Database available. Custom attributes can be
defined for further use.

Notes

LC-025-001

Artefact(s) Requirement(s) Result
A3.5, A5.1.4 LC-025 PASS

Req. description

Information provided via SmartEdge semantic interfaces should be
harmonized across different data sources so that there is only one data
model for equal kinds of information.

Contact

CEF

Testing procedure

A DataOps pipeline can process declarative mappings through a
Mapping Processor to harmonize the same type of information
according to the same agreed upon SmartEdge data models (A3.1)

Test results

PASS, the DataOps pipelines described in SW-001-002 use the same
vocabulary from the SmartEdge semantic model to represent the same
type of information. E.g., observations from live radar data are
harmonised using the SOSA (Sensor, Observation, Sample, and
Actuator) ontology and referring to specific Wikidata entities (cf. A5.1.4
description in D5.2).

Status and next steps

Specific DataOps pipelines will
requirements of each use case

be defined according to the

Notes

LC-026-001

Artefact(s) Requirement(s) Result

A5.4.43 LC-026 PENDING

Req. description

It must be possible to semantically bind physical devices with virtual
devices (For example to represent a digital twin with its real-world
counterpart including its state). (stretch)

Contact

FhG

Testing procedure

For a physical device a semantic description is available and usable
via W3C TD. A representation of the device is realised in the virtual
environment. The digital twin is implemented in a way that it acts like
the physical device based on the properties, events, and actions
defined in the thing description. If an action is made in the virtual
device the action is replicated by the physical device. If an action is
made in the physical device the action is replicated by the virtual
device. Thus, properties of the physical and the virtual device should
be the same.
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Test results

Both, virtual and physical devices are reacting in the same way if an
action is triggered on a device.

Status and next steps

To be implanted as stretch goal for Release 2.

Notes

LC-027-001

Artefact(s) Requirement(s) Result

A5.4.4.3 LC-027 PENDING

Req. description

A binding between real devices and 3D Assets which are used in
virtual environments should be possible to automatically react to
state changes of the asset or the real device (low code). (stretch)

Contact

FhG

Testing procedure

A physical device is represented via a W3C thing description. The
thing description contains an action that defines a 3D asset that
should be used within a virtualization environment to render the
virtual representation of the physical devices.

Test results

A virtual representation of a physical thing which is described using
W3C Thing Description is rendered within the virtualization
environment and reacts based on changes of the physical thing.

Status and next steps

To be implanted as stretch goal for Release 2.

Notes

3.5.7

Continuous Semantic Integration

Requirements in the area of Continuous Semantic Integration deal with the provision of
environmental data by means of long-lasting data streams. Specific requirements focus on
creating semantic integration pipelines for data streams suitable for both scalable cloud
environments and for resource-constrained edge environments. For example, video streams are
to be described semantically in such a way that an application can react to the contents in the

video itself.

CSI-001-001

Artefact(s) Requirement(s) Result

A5.1.1 CSI-001 PENDING

Req. description

SmartEdge must provide a mechanism so that (swarm) devices
(e.g. vehicles) can receive information from the environment.

Contact

FhG

Testing procedure

Artefact 5.1.1 allows to distribute video streams from sources to
one or many consumers. Thus, it distributes information in terms
of video data. A video source can provide its data to consumer
independently from the used video protocols or codecs. A source
will be configured with a protocol that the consumer is not able to
understand (using software based video playouts like FFMPEG, a
physical device or the remote rendering artefact) and one or many
consumers that do not understand the configuration of the
original source are used to consume the video stream via the
artefact. The artefact is configured to handle the translation.

Test results

The consumers of a video stream can consume it even if they do
not understand the video configuration of the source.

Status and next steps

Version 1.5 with common protocols / codecs
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Notes

CSI-001-002

Artefact(s)

Requirement(s)

Result

A3.2

CSl-001

PASS

Req. description

SmartEdge must provide a mechanism so that (swarm) devices
(e.g. vehicles) can receive information from the environment.

Contact

SAG

Testing procedure

This testing validates that messages sent over the middleware by
one swarm participant are available to all subscribed consumers,
regardless of their communication protocol, including any
necessary protocol conversions.

To ensure this, different combinations of message providers and
consumers are tested. This includes all possible combinations of
providers and consumers using MQTT and/or DDS as their
communication protocols.

Test results

The test confirms that messages sent over Zenoh are successfully
received by the consumers, even when protocol conversion is

required.

Status and next steps PASS

Notes

CSI-001-003 Artefact(s) Requirement(s) Result
A5.4.1 CSI-001 PENDING

Req. description

SmartEdge must provide a mechanism so that (swarm) devices
(e.g. vehicles) can receive information from the environment.

Contact

TUB

Testing procedure

Test if the sensors equipped on the devices are discoverable
See HP-016-002

Test results

See HP-016-002

Status and next steps PENDING

Notes

CSI-002-001 Artefact(s) Requirement(s) Result
A3.2 CSI-002 PASS

Req. description

SmartEdge must provide standardized semantic interfaces to
access any data from the Edge. This applies for new loT devices as
well as for field devices.

Contact

SAG

Testing procedure

A device that communicates over MQTT, DDS, or OPC UA can be
accessed by the orchestrator via standardized semantic interfaces.

Test results

Successful tests have been completed with Zenoh bridges for DDS
and MQTT. OPC UA, BLE, and virtual environments can
communicate with A3.4 without requiring Zenoh, and this has
been successfully tested as well.
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Status and next steps

Additional protocol bindings may be required for Release 2. If so,
further testing will be necessary.

Notes

CSI-003-001

Artefact(s) Requirement(s) Result

A5.1.2.1 CSI-003 PENDING

Req. description

SmartEdge must provide tools or components for semantic
segmentation of the objects of interest in the environment. For
examples, vehicles in traffic or AMRs in factories.

Contact

Bosch

Testing procedure

The test procedure for the artefacts A5.1.2.1 involves utilizing an
off-the-shelf model for semantic segmentation, acknowledging the
potential trade-off between accuracy and speed due to
computational costs. The most straightforward approach for
testing is to visually inspect the segmentation results and compare
them with the original image to assess consistency and accuracy.
Without the ground truth data, this step can offer valuable

indications of the quality of the segmentation results.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

CSI1-003-002

Artefact(s)

Requirement(s)

Result

A5.1.2.2

CSI-003

PENDING

Req. description

SmartEdge must provide tools or components for semantic
segmentation of the objects of interest in the environment. For
examples, vehicles in traffic or AMRs in factories.

Contact

DELL

Testing procedure

For the factory use case, UC3, the requirements have changed
slightly, and for performance reasons semantic segmentation has
been replaced by object detection, the resultant output semantic
graph is still the same, but the method of populating it is slightly
different. This requirement is tested as part of HP-021-001, please see

this test for further details.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes
CSI-004-001 Artefact(s) Requirement(s) Result
A5.1.2.1 CSI-004 PASS
Req. description SmartEdge must provide components for semantic scene

construction. This is the follow up step for CSI-003.

Contact

Bosch
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Testing procedure

The test procedure for artefacts A5.1.2.1 involves validating its core
functionality, which is to provide the spatial position, orientation, and
relative relations between nodes in the environment. This
information is essential for the dependent artefacts to accurately
qguery and reconstruct the scene. The test focuses on ensuring that
the dependent artefacts can work correctly with the data provided by
A5.1.2.1. If the dependent artefacts function as intended, it confirms
that A5.1.2.1 is meeting the requirement.

Test results

A semantic scene is generated from camera stream

Status and next steps | PASS
Notes
CSI-004-002 Artefact(s) Requirement(s) Result
A5.4.4.3 CSI-004 PENDING
Req. description SmartEdge must provide components for semantic scene

construction. This is the follow up step for CSI-003.
(CSI-003 SmartEdge must provide tools or components for semantic
segmentation of the objects of interest in the environment. For
examples, vehicles in traffic or AMRs in factories. )

Contact

FhG

Testing procedure

Based on the scene construction of CSI-004-001 a scene description
is used to create a virtual representation of the scene. The
information provided by the scene description must be represented
in the virtual environment.

Test results

The scene description is represented in a virtual environment of the
remote rendering artefact.

Status and next steps

Object connections based on W3C thing descriptions are currently
implemented to influence the scene behaviour from an external
scene description.

Notes

CSI-004-003 Artefact(s) Requirement(s) Result
A5.1.2.2 CSI-004 PENDING

Req. description SmartEdge must provide components for semantic scene
construction. This is the follow up step for CSI-003.

Contact DELL

Testing procedure

This requirement is tested as part of HP-021-001, please see this test
for further details.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

CSI1-005-001

Artefact(s) Result

A5.1 CSI-005 PENDING
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Req. description

SmartEdge must provide mechanisms to formalize external
knowledge, (e.g., traffic rules or physiotherapists’ rules, therapies,
tasks), that are applicable for the current scene.

Contact

Bosch

Testing procedure

Testing procedure for Artefact: Multimodal semantic Stream Fusion

Given input as video streams and optimally sensor data, and external
knowledge, e.g. traffic rules, we provide APIs so that clients can get
the semantic description of the scene. In this testing procedure, the
clients will be edge devices.

Expected Results: The external knowledge, e.g. traffic rules, can be
formalized and/or integrated, e.g. using external plug-in components,
into the semantic description of the scene.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

CSI-006-001

Artefact(s) Requirement(s) Result

TBD CSI-006 PENDING

Req. description

SmartEdge must provide a semantic reasoner for verification of
situations in video stills or streams with respect to applicable rules
that must be followed based on the detected situations.

Contact

TUB

Testing procedure

Test results

Status and next steps

Will be defined for release 2

Notes This test must be carried out with a ML pipeline
CSI-007-001 Artefact(s) Requirement(s) Result
A5.4.2 CSI1-007 PASS

Req. description

Information about all the available data sources/sensors and
actuators present should always be available. This is somewhat
similar to SW-007 for edge nodes, but in this case, we are talking
about units within each node.

Contact

TUB

Testing procedure

See SW-007-001

Test results

See SW-007-001

Status and next steps PASS

Notes

CSI-008-001 Artefact(s) Requirement(s) Result
A3.11, A5.1.2.2 CSI-008 PENDING
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Req. description

We should have availability of static information about the
environment in standardized format. That is, there should be a way
to check physical parameters in the field (e.g., in UC-2 the location
of lanes, what is their logical connection, what lanes are controlled
by what signal heads, in UC-5 the status and location of a person
indoors/outdoors, air quality).

Contact

DELL

Testing procedure

The Scene Understanding artefact, A5.1.2.2, and the Streaming
Media Service artefact, A3.11, both access the Thing Description
Directory (TDD) to retrieve static properties about Things in the
environment. For example, the QR codes affixed to the floor and
walls of the environment are represented as Things in the TDD,
which defines a number of important properties, such as location.
The test will be performed as part of the artefacts’ verification and
will show that Thing Descriptions properties can be correctly
retrieved and applied.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

CSI-008-002

Artefact(s) Requirement(s) Result

A3.5,A5.1.4 CSI-008 PASS

Req. description

We should have availability of static information about the
environment in standardized format. That is, there should be a way to
check physical parameters in the field (e.g., in UC-2 the location of
lanes, what is their logical connection, what lanes are controlled by
what signal heads, in UC-5 the status and location of a person
indoors/outdoors, air quality).

Contact

CEF

Testing procedure

A DataOps pipeline that is able to access and process static
environmental data to make them available to swarm nodes.

Test results

PASS, the UC2 DataOps pipeline described in SW-001-002 enriches
radar observations with static data (cf. A5.1.4 description in D5.2), such
as the static position of the radars and can be expanded to include
additional static data describing the road (e.g., number of lanes)
depending on the available data sources from UC2.

Status and next steps

The DataOps pipeline can be further enriched depending on the
availability of data sources to be integrated according to the
requirements identified by the use case.

Notes

CSI-008-003

Artefact(s)

Requirement(s)

Result

A3.3

CSI-008

PENDING
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Req. description

We should have availability of static information about the
environment in standardized format. That is, there should be a way
to check physical parameters in the field (e.g., in UC-2 the location
of lanes, what is their logical connection, what lanes are controlled
by what signal heads, in UC-5 the status and location of a person
indoors/outdoors, air quality).

Contact

TUB

Testing procedure

-launch a TDD server and add test data to the server
-launch a smart node

-query TDD from the smart node

-print the results to log

Test results

PASS: if query TDD returns results

Status and next steps

PASS

Notes Additional testing needs to be done in release 2
CSI-009-001 Artefact(s) Requirement(s) Result
A3.5,A5.1.4 CSI-009 PASS

Req. description

As extension of CSI-008 regarding variable environmental data (e.g.,
how long are the queues the detected vehicles represent) for detected
objects and other dynamic data (traffic controller statuses) must always
be available.

Contact

CEF

Testing procedure

A DataOps pipeline that is able to access and process dynamic data to
make them available to swarm nodes.

Test results

PASS, the UC2 DataOps pipeline described in SW-001-002 processes
dynamic radar observations (cf. A5.1.4 description in D5.2) and can be
expanded to include additional dynamic data (e.g., queue length)
depending on the available data sources from UC2.

Status and next steps

The DataOps pipeline can be further enriched depending on the
availability of data sources to be integrated according to the
requirements identified by the use case.

Notes

CSI1-009-002

Artefact(s) Requirement(s) Result

A5.4.2 CSI-009 PENDING

Req. description

As extension of CSI-008 regarding variable environmental data (e.g.,
how long are the queues, the detected vehicles represent) for
detected objects and other dynamic data (traffic controller
statuses) must always be available.

Contact

TUB

Testing procedure

See CSI-008-003

Test results

See CSI-008-003

Status and next steps

PENDING

Notes
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CSI-010-001

Artefact(s) Requirement(s) Result

A53.1 CSI-009 PASS

Req. description

It must be possible to link the knowledge of the environment derived
in CSI-005 with the Recipe criteria defined be the Low-Code
toolchain.

Contact TUB
Testing procedure See LC-004
Test results See LC-004
Status and next steps | PASS

Notes This test is about the node discovery. The environment can be
formalized as computational capability and store this in the DKG or
TDD. The test procedure is similarly to LC-004

CSI-011-001 Artefact(s) Requirement(s) Result
A3.3, A3.1 CSI-009 PENDING

Req. description

An ontology must be provided that allows the common SmartEdge
concepts, such as nodes, smart-nodes and swarms, to be modelled
in a knowledge graph, which can be deployed either in the Cloud, or
in the swarm smart-nodes.

Contact

SAG

Testing procedure

An ontology named SmartEdge schema is developed which models
the common SmartEdge concepts such as nodes, smart-nodes,
swarm etc. in a knowledge graph. The ontology can be instantiated
to represent a swarm in SmartEdge.

Test results

Pending

Status and next steps

The ontology should be used to represent a swarm in one or more
use cases in SmartEdge

Notes

CSI-012-001

Artefact(s) Requirement(s) Result

A3.11,A5.1.2.2 CSI-012 PENDING

Req. description

Domain specific ontologies must be defined (or reused) that can be
layered on top of the core SmartEdge ontology that allows domain
specific concepts to be modelled in the knowledge graph. For
example, specific characteristics of an AMR.

Contact

DELL

Testing procedure

Artefact A3.11 and A5.1.2.2 both access the Thing Description
Directory (TDD) to retrieve properties about a Thing, such as its floor
friction coefficient (how easily it can move across a floor). These
properties are typically application domain specific, i.e. traffic
management properties are likely to be different to manufacturing
equipment properties. In the TDD, these properties are layered on
top of the Thing Description ontology. The implementation of the
TDD for specific application domains will demonstrate that this
require has been met.

Test results

Tests will be performed as part of release 2 testing
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Status and next steps

Notes

CSI-012-002

Artefact(s) Requirement(s) Result

A3.1 CSl-012 PENDING

Req. description

Domain specific ontologies must be defined (or reused) that can be
layered on top of the core SmartEdge ontology that allows domain
specific concepts to be modelled in the knowledge graph. For
example, specific characteristics of an AMR.

Contact

SAG

Testing procedure

Artefact A3.1 proposed few domain ontologies based on the
requirements of SmartEdge use cases. For example: OPC UA
Robotics companion specification that can used for AMRs etc. The
proposed domain models can be extended if required by the use
cases. For example, the domain models are extended for UC 4.

Test results

Pending

Status and next steps

Notes

CSI-013-001

Artefact(s) Requirement(s) Result

A3.11 CSI-013 PENDING

Req. description

A swarm smart-node must have the ability to correlate sensor data
from different sources on the same device in order to enhance the
semantic understanding of the environment being observed, e.g. it
should be possible to combine sensor streams from LiDAR, cameras,
etc. in order to semantically annotate objects and other features in
an environment in the smart-nodes internal knowledge graph, the
LiDAR giving the physical location of the object or feature and the
camera facilitating the classification based on the same frame of
reference.

Contact

DELL

Testing procedure

This requirement is tested as part of HP-021-001, please see this test
for further details.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

CSI-014-001

Artefact(s) Requirement(s) Result

A3.11 CSI-012 PENDING

Req. description

The same requirement as CSI-013 by integrating sensor information
derived from other nodes in the swarm.

Contact

DELL

Testing procedure

The Streaming Media Service, artefact A3.11, takes camera feeds
from other nodes in the swarm and merges them into a single
semantic 3D model of the environment. The implementation of this
artefact and the demonstration of its correct operation, i.e. a
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semantic graph can be generated from multiple sensor feeds,
validates that this requirement has been met.

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Notes

CSI-015-001

Artefact(s) Requirement(s) Result

A3.1, A3.10, A5.3.2 | CSI-015 PENDING

Req. description

A task, defined by a recipe, is instantiated by an application. That is
the recipe is a template, and a recipe is executed at runtime by an
application.

Contact

SAG, HESSO

Testing procedure

A recipe is created using a low-code system (e.g. Mendix). From the
Mendix flows and actions, artefacts A3.8 generates a semantic
recipe using the schema of A3.1. Tasks in the recipe are instantiated
and executed by the runtime with which it was created, i.e. Mendix
for the semantic recipe created with Mendix (A3.10 for the Mendix
enabled WoT connector).

Test results

Tests will be performed as part of release 2 testing

Status and next steps

Mendix recipes are instantiated and executed, further tests needed
for A3.10 in release 2.

Notes

CSI-016-001

Artefact(s) Requirement(s) Result

A3.1, A3.10, A5.3.2 | CSI-016 PENDING

Req. description

A recipe has a clear objective or outcome. When the application
achieves the outcome, the application terminates.

Contact

SAG, HESSO

Testing procedure

A recipe is defined using a low code system (i.e. Mendix) with a
defined set of flows and composed of actions. When these actions
are successfully completed, the flow terminates.

For repetition flows, the application does not terminate but finishes
an application cycle (e.g. sensor data acquisition).

Test results

Application flow should complete successfully according to the
expected outcome.

Status and next steps

Completed for Recipe semantic description and Mendix flows, still
work in progress for WoT connectors in A3.10 in release 2.

Notes

CSI-017-001

Artefact(s) Requirement(s) Result

A3.1, A3.10, A5.3.2 | CSI-017 PENDING

Req. description

A recipe will have zero, one, or many start criteria. These are criteria
that must be met before the application can execute.

Contact

SAG, HESSO
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Testing procedure

Recipe semantic model describes pre-conditions that should be met
before running the application instantiated by a Recipe. These pre-
conditions are specified through the low code tool. The Application
execution should be prevented if criteria are not met.

In Mendix this can be implemented using conditions in the flow that
prevent execution of further actions when conditions are not met.

Test results

Application execution should be prevented.

Status and next steps

Currently can be implemented through Mendix, but these criteria
are not yet reflected in the semantic recipe. Still work in progress in
A3.10.

Notes

CSI-018-001

Artefact(s) Requirement(s) Result

A3.1, A3.8,A5.3.2 CSI-018 PENDING

Req. description

The steps of a recipe are defined by goals and primitives. A goal is a
like a sub- recipe, in that it has an objective and potentially start
criteria. A primitive is some base behaviour that a swarm node
innately knows how to perform. Goals are broken down into sub-
goals and primitives until the sub-goals are completely decomposed
into primitives; at which point the steps necessary to execute a
recipe are completely defined by primitives.

Contact

SAG, HESSO

Testing procedure

An application created with Mendix contain modules and
submodules that reflect subgoals in what can be considered a sub-
recipe. This hierarchy should be reflected in the semantic recipe. A
recipe semantic model contains one or more nodes called capability
nodes which are primitives.

Test results

Semantic recipe reflects the sub-modules that are defined in the low
code application.

Status and next steps

Work in progress in artefacts A3.8 for release 2.

Notes

CSI1-020-001

Artefact(s) Requirement(s) Result

A5.3.1 CSI-020 PASS

Req. description

By virtue of CSI-018 a recipe must know the primitives necessary
to execute the application on a swarm. A mechanism must exist
to match up the primitives to the characteristics of possible
nodes in the swarm, and in this way define the types of nodes
that will be required by a swarm to execute an application.

Contact

TUB

Testing procedure

See LC-004-001

Test results

See LC-004-001

Status and next steps

PASS

Notes

Similarly to LC-004-001

CSI-021-001

Artefact(s) Requirement(s) Result
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A6.1 CSI-020 \ PENDING

Req. description

Data provided by continuous semantic data streams must be
filtered through IDM, policies, and security requirements before
the data is allowed to be used (e.g., by recipes) to prevent privacy
violations.

Contact

W3C

Testing procedure

Test results

Tests will be performed as part of release 2

Status and next steps

The initial implementation of Recipes and data consumption will
highlight the relevant demarcation points for this requirement.
Hence it is pending release 2

Notes

Some of these aspects will also be covered in the new requirement
IDM-022
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4 (OBJECTIVES AND KPIs

4.1 ABOUT OBJECTIVES AND KPIs

At the beginning of this project, we defined high level objectives that we aim to achieve. These
objectives were decided when we made the proposal for the project. We have also defined a list
of KPIs that are intended to be used as a tool for measuring how successful we are in achieving
the objectives (see table below).

ID Objective KPIs Notes
Obj1 Overall SMARTEDGE | - Objective is addressed through the
solution implementation of the objectives 2

— 6 and their corresponding KPls

Obj2 Middleware and tools | K2.1, K2.2, K2.3, and

for continuous | K2.4
semantic integration
Obj3 Dynamic Swarm | K3.1, K3.2, K3.3, and | K3.4 description updated to
Networking K3.4 encompass not only DPU but also
heterogeneous HW.
Obj4 Low-code K4.1, K4.2, K4.3, and

Programming Tools | K4.4
for Edge Intelligence
Obj5 Demonstration of the Divided into Obj5A, Obj5B, Obj5C,
comprehensive and Obj5D, see below

SMARTEDGE solution
over four application

areas

Obj5A | Automated driving K5A.1, K5A.2 and | Note: K5A.3 replaces the original
K5A3 K5A.3 and K5A.4

Obj5B | Smart cities K5B.1, K5B.2 Minor adjustments since the

original

Obj5C | Smart factories K5C.1, K5C.2, K5C.3,
and K5C.4

Obj5D | Health K5D.1, K5D.2, K5D.3, | K5E.1, K5E.2, and K5E.3 added for
K5E.1, K5E.2, and | the new use case
K5E.3

Obj6 Reinforce European | - WP7 activities

industry leadership.
This section reviews the KPIs and describes the progress made towards them. The main goal of
this reporting is to ensure that the project is moving towards the right direction. It should be
noted that some KPIs have been changed during the project because some of the use cases have
evolved since the proposal. In particular, we have added Use Case 5b and adjusted Use Case 1.

4.2 KEY PERFORMANCE INDICATORS

4.2.1 About key performance indicators
This section covers the progress made towards the key performance indicators (KPIs) defined in
the proposal, or in case they are adjusted, for the latest accepted version of the KPI.
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For each KPI we provide a more detailed explanation of what it is about (they are described
briefly in the grant agreement due to limited space) as well as a description about the progress
made so far. In addition, some plans for next steps are outlined.

4.2.2  Protocol coverage for semantic integration (K2.1)

4.2.2.1 KPI description

K2.1: The semantic integration should be provided for at least 4 brownfield protocols and more
than 3 green field devices. (Obj2)

K2.1 emphasizes semantic integration, facilitating device interaction within SmartEdge through
the Standardized Semantic Interface. This KPI is developed by WP3.

Initially, the middleware with Standardized Semantic Interfaces was planned to support four
brownfield protocols and more than three greenfield devices. With respect to greenfield
protocols, we proceeded with the design and implementation as planned. However, the use
case requirement analysis indicated that supporting brownfield protocols was unnecessary.
Instead, in use cases UC1 and UC4, it became clear that the SmartEdge middleware should also
extend protocol integration within a virtual environment. As a result, our design for the
middleware with Standardized Semantic Interfaces now includes support for two additional
protocol integrations (OPC UA and MQTT) for Unity, the preferred virtual environment in
SmartEdge.

4.2.2.2 Progress done towards demonstration

Current implementations of the low-code runtime support connectors for various
communication protocols, used across the different use cases. The protocol support includes
following 7 protocol integrations: OPC UA (both for real devices and virtual environment), MQTT
(for 10T devices and virtual environment), BLE, REST, and Zenoh (see D3.2 Sections 2.13 and 2.2.3
for more details).

4.2.2.3 Next steps
The middleware with Standardized Semantic Interfaces will be further tested in the involved use
cases.

4.2.3 Semantic integration performance (K2.2)

4.2.3.1 KPI description

K2.2: Message conversion performances increased by at least 80% wrt. the baseline described in
[Scrocca21] (140ms conversion time with 50KBytes XML payloads). (Obj2)

KPI 2.2 focuses on conversion performance considering a mediated data exchange enabled by
the DataOps toolbox developed by WP3. This KPl is particularly relevant to demonstrate that the
latency introduced by the conversion process, i.e., the conversion time, does not affect the
latency requirements of the overall data exchange.

The measurement of the KPI will be performed by considering relevant DataOps pipelines
implemented for the SmartEdge use cases. The pipelines will be instrumented to collect
timestamps and measure the conversion time required for execution. We will compare
performances considering the baseline from [Scrocca2l] of 140ms conversion time with
50Kbytes XML payloads and aiming at an improvement of at least 80%.
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4.2.3.2  Progress done towards demonstration

The KPI mainly focuses on artefact A3.5 “DataOps pipeline components”. In this direction, D3.1
reports on the analysis of existing processors for declarative mapping languages to identify
relevant components and operations affecting the semantic conversion process's performance.
Starting from this analysis, we worked in SmartEdge on enhancing the Mapping Template
component for the first release to support the optimized execution of declarative mapping rules
for message conversion (both lifting and lowering) in a DataOps pipeline. Additional details can
be found in deliverable D3.2, which describes the first implementation of A3.5.

D3.2 also reports the first set of tests performed to measure the conversion time of the Mapping
Template component. The first activity compared it with existing processors for knowledge
graph construction, thus testing conversion times for generating an RDF output from
heterogeneous data sources. The key finding is that the approach implemented by the Mapping
Template component not only guarantees the possibility of implementing a mapping process
towards a generic output but achieves performance levels like those of state-of-the-art mapping
processors in RDF graph construction tasks. The results obtained are particularly positive for the
quick conversion of small messages thus supporting a service mediation scenario that is
particularly relevant for SmartEdge. On the other hand, converting larger messages leads to
greater memory usage compared to other mapping processors.

Additional testing reported in D3.2 is more oriented towards evaluating the considered baseline.
We instrumented a DataOps pipeline processing traffic data from UC2 and obtained an average
processing time of less than 4 milliseconds for converting the input JSON stream payloads (3Kb)
to RDF. The obtained result achieves the target improvement but should be evaluated on how
much increasing the payload size affects the conversion time performance.

4.2.3.3  Next steps

For the second release, we plan to execute further testing by increasing the size of the payload
provided as input and considering different mapping rules and data formats. Moreover, we will
investigate whether it is possible to implement further optimizations for the Mapping Template
component.

4.2.4 Semantic integration scalability (K2.3)

4.2.4.1 KPI description

K2.3: Semantic integration scalability (in terms of maximum concurrent requests and data
velocity) increased by at least 50% wrt. the baseline described in [Scrocca2l] (100 requests per
seconds with XML payloads around 50 KBytes on commodity hardware) on a single converter
instance. (Obj2)

KPI 2.3 focuses on conversion scalability considering a mediated data exchange enabled by the
DataOps toolbox developed by WP3. This KPI is particularly relevant to demonstrate that the
DataOps toolbox can support data streams with high velocity and/or multiple concurrent
requests.

The measurement of the KPI will be performed by considering relevant DataOps pipelines
implemented for the SmartEdge use cases. The pipelines will be instrumented to collect and
monitor conversion time and the number of queued/dropped messages. We will compare

114



performances considering the baseline from [Scrocca21] of 100 requests per second with
50Kbytes XML payloads on a single converter instance and aiming at an improvement of at least
50%.

4.2.4.2 Progress done towards demonstration

The KPI mainly focuses on artefact A3.5 “DataOps pipeline components” and A3.6 “DataOps
deployment templates”. In this direction, D3.2 reports on the implementation work done to
improve the TRL of DataOps components (A3.5) and the list of deployment templates (A3.6)
identified and made available to address scalability regarding resource usage (e.g., native
compilation) and flexible allocation (e.g., replicability of the service, serverless execution of the
pipelines).

D3.2 also reports on the testing activities performed to evaluate the considered pipeline. We
performed different deployments of a DataOps pipeline, converting traffic data from UC2 to RDF
and comparing their conversion time and resource usage. The results show that, in the best case,
a DataOps pipeline could process a JSON stream with a frequency of 10 requests per second and
a 3Kb payload without dropping requests. The average conversion time of 4ms suggests the
possibility of processing up to 250 req/s, thus achieving the target improvement. However, the
impact of bigger payloads and a different distribution of requests over time should be evaluated.

4.2.4.3 Next steps

For the second release, we plan to execute further testing by increasing the size of the payload
provided as input and the number of concurrent requests. In particular, to achieve more
replicable results we plan to collect data from relevant data sources and replicate the stream to
reduce variance across test executions. Moreover, this approach will enable the possibility of
modifying the size of payloads and varying the interval between requests.

4.2.5 Reduced complexity in configuration (K2.4)

4.2.5.1 KPI description

KPI 2.4 focuses on simplifying the configuration of Apps consisting of heterogeneous edge
devices, thanks to the definition of recipes designed through the SmartEdge solution developed
by WP3. This reduced complexity and configuration time (at least 70%) is expected thanks to
template-based specifications. This KPI is specifically relevant to demonstrate that the
SmartEdge low-code environment can be effectively used to configure applications in a
facilitated manner, based on semantic recipes.

The KPI measurement will be performed by considering relevant Apps in the SmartEdge use
cases. These Apps will be designed using semantic recipes and configured through the Mendix
low-code environment. We will compare the configuration time taken by App developers using
the SmartEdge solution, vs. traditional configuration of the application. We will also assess the
complexity of the configuration through structured questionnaires.

4.2.5.2  Progress done towards demonstration

The KPI mainly focuses on artefacts A3.8 “Semantic recipe integration with Mendix”, A3.9
“Recipe-TD Matcher”, and A3.10 “Mendix recipe orchestrator”. In deliverable D3.2 we provide
a detailed account of the status of these individual artefacts and the implementation currently
in progress to enable the usage of semantic recipes and their integration with Mendix. We also
describe the design and current progress of the matching and orchestration mechanisms. As
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initially planned, the completion of these tasks is scheduled for the 2" release of the SmartEdge
components.

4.2.5.3  Next steps

For the second release, we plan continue with the implementation of artefacts A3.8, A3.9 and
A3.10, as well as with the tests and evaluation in order to validate this KPI, in collaboration with
at least two use cases: UC4 and UC5b.

4.2.6  Dynamic swarm formation (K3.1)

4.2.6.1 KPI Description

K3.1: time required to perform automatic discovery and dynamic network swarm formation,
reduced by 60% thanks to HW-accelerated in-network operations compared to regular
processor-based execution.

KPI 3.1 aims to reduce the time required to perform automatic discovery and dynamic network
swarm formation by 60% using hardware-accelerated in-network operations, as opposed to
traditional processor-based execution. This KPI has been chosen to enhance network efficiency
and responsiveness, which are critical for applications that demand rapid deployment and
reconfiguration of network resources.

The KPI will be measured by comparing the forwarding time required for automatic discovery
and dynamic network swarm formation between software-based forwarding components and
hardware-accelerated solutions. Specifically, we will measure the forwarding time using
software systems (e.g., P4 switches, as baseline) and compare it to the time achieved using
hardware targets like Tofino ASIC. The percentage reduction will confirm if the 60%
improvement has been achieved.

No changes have been made to this KPI as originally proposed. The target remains a 60%
reduction in time through hardware acceleration.

4.2.6.2 Progress Done Towards Demonstration

The SmartEdge Release 1 of the automatic discovery and dynamic network swarm formation
solution has been implemented on software systems (e.g., P4 switch) running in Wi-Fi Access
Points and Swarm Nodes. Work is described in Section 3 of D4.2. To demonstrate the KPI, the
P4 program will be also implemented on a different HW target, such as a Tofino ASIC. This will
allow us to demonstrate the expected time reduction when HW-accelerated solutions are
adopted. Specific measurements will be implemented during Year 3 to demonstrate the KPI.

The required artefacts have been determined. They include the Access Point Manager (A4.3),
the Swarm Coordinator (A4.2), the Swarm-node Manager (A4.3), the P4 Switch (A4.4), and the
Distributed Database for network information — also called Address Resolution Table (A4.5).

In SmartEdge Release 1, the automatic discovery and dynamic network swarm formation
solution is implemented on software systems, such as P4 switches running in Wi-Fi Access Points
and Swarm Nodes. The solution has been preliminary demonstrated, as reported in Section 3 of
D4.2. This deliverable also reports preliminary measurements which have been conducted using
these components running on Raspberry 5 hardware.

Preparations are underway to implement the P4 program on hardware-accelerated platforms
like the Tofino ASIC as well as to test the complete set of functionalities provided by Release 2.
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This will allow us to validate the use cases and, with reference to the KPls, to collect comparative
data and demonstrate the expected time reductions when hardware acceleration is employed.

4.2.6.3 Next Steps
Integrate Release 2 of Artefacts A4.1-A4.5 once available and perform KPI validation also
considering HW-acceleration.

The demonstration is scheduled for Year 3. We will implement the P4 program on the Tofino
ASIC and perform specific measurements to assess the time required for automatic discovery
and dynamic network swarm formation. By comparing these results with the baseline
measurements from the software-based implementation, we aim to validate the KPI and
showcase the 60% reduction in time achieved through hardware acceleration.

4.2.7 Endtoend latency improvements (K3.2)

4.2.7.1 KPI description

K3.2: Increase performance by enabling in-network processing to reduce end-to-end latency (by
50% or more, assuming propagation delay is not the dominant component) and reduce
variability. (Obj3)

This KPI aims to enhance performance by enabling in-network processing to reduce end-to-end
latency by 50% or more—assuming propagation delay is not the dominant factor—and to
decrease variability.

In the baseline scenario, processing and machine-learning inference are conducted using
software-based components. Processing times range from 4 to 20 milliseconds for data fusion
and exceed 1 millisecond for inference, depending on CPU performance and software/system
overhead.

4.2.7.2  Progress done towards demonstration

We have partially achieved this goal. As reported in D4.1, we demonstrated ultra-low latency
while running an ML-driven in-network defence solution: less than 1 microsecond on a switch,
under 1 millisecond in a container, and approximately 2 milliseconds on a Raspberry Pi.

4.2.7.3 Next steps

To fully realize the KPI for data fusion, we are developing a hardware-accelerated solution (see
Section 5.2 of D4.2). Specific measurements will be implemented during Year 3 to validate this
KPI.

4.2.8 Isolation of data streams (K3.3)

4.2.8.1 KPI description

K3.3: Provide isolation to data streams and a distributed security barrier for smart anomaly
detection (80% or more of events detected and mitigated within the network, with 97% accuracy
/ F1 score >90%, detection provided in 1us by ML algorithms (e.g., decision tree) optimized to
run on Deep Processing Unit (DPU), >100x faster wrt. CPU baseline [MFP+22]. (Obj3)

This KPI description targets ensuring secure data stream isolation and anomaly detection
through P4 IN-ML and DPU technologies. For anomaly detection with P4 IN-ML, the system
identifies and blocks malicious traffic, enforces swarm-level isolation via VXLAN, and adapts
dynamically with programmable controls. For data stream isolation with DPU, streams are
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segregated into dedicated queues, preventing interference and enabling secure, high-
performance operation.

4.2.8.2 Progress done towards demonstration

This KPl is partially achieved. By performing smart anomaly detection using public datasets and
comparing them with CPU based state-of-the-art solutions, as reported in D4.1, ML-driven in-
network defence solution achieves accuracy of >99% and F1>94% for known attacks and 90%-
99% accuracy with F1>94% for new attacks. Microsecond-scale latency is achieved on both Intel
Tofino and AMD Alveo U280. Furthermore, relevant work targeting smart anomaly detection is
described in Sections 4.2 “ML Driven In-Network Defence” and 5.1 “DPUAUT: Secure
Authentication Protocol with SmartNiC Integration for Trustworthy Communications in
Intelligent Swarm Systems”.

4.2.8.3 Next steps

Focus will be on further optimizing DPU performance to enhance streaming isolation,
particularly under an increased number of parallel streams. This includes improving queue
management strategies, refining rule-processing efficiency, and ensuring efficient handling of
high-concurrency scenarios. Performance metrics such as throughput, queue utilization,
processing delay, and scalability will be assessed to validate and enhance the system's ability to
manage parallel streaming effectively.

4.2.9 Distributed operation of heterogenous loT devices (K3.4)

4.2.9.1 KPI description

K3.4: Enable distributed operation of a large number of heterogeneous IoT devices and smart
systems (1K devices or more handled by the DPU only, in-line with expected number of
devices/vehicles to be considered in the SMARTEDGE scenarios) to achieve higher resilience.
(0bj3)

This KPI enables the validation of distributed operations involving 1,000 heterogeneous devices
and smart systems, leveraging hardware accelerators for efficient handling of the generated
network flows. This aligns with the expected device/vehicle volumes in SmartEdge scenarios and
aims to enhance system resilience while preserving Quality of Service and Service Level
Agreement. Baseline: around 100 devices using software forwarding elements.

This KPI will be measured using different HW accelerators including FPGA, DPU, and P4 ASIC.

The original description of KP13.4 has been updated to better reflect the whole project activities,
i.e. expanding from “DPU only” to multiple types of HW accelerators (e.g., FPGA, DPU, P4 ASIC).

4.2.9.2  Progress done towards demonstration
Preliminary demonstrations have been already successfully performed:

e DA4.1reports on a preliminary successful validation of distributed in-network computing
across 1000 nodes.

e D4.2 shows a secure authentication solution for swarm systems which has been
designed and validated, specifically targeting DPU. The solution successfully supports
>1k devices. Results are reported in Section 5.
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4.2.9.3 Next steps
To demonstrate the tracking of 1000 devices/vehicles, specific activities and measurements will
be implemented during Year 3 to demonstrate the KPI on the intelligent roadside unit (A4.9).

4.2.10 End-to-end latency guarantee (K4.1)

4.2.10.1 KPI description

K4.1. ability to free developers from specifying capabilities of hardware and sensors at the design
phase of stream fusion pipelines with end-to-end latency guarantee (e.g., 20-75% lower latency
to baselines)

The KPI 4.1 aims to measure the ability of the system to simplify and optimize the process of
developing stream fusion pipelines by eliminating the need for developers to explicitly specify
hardware and sensor capabilities during the design phase. It focuses on ensuring that the system
can automatically adapt to various hardware and sensor configurations while maintaining strict
end-to-end latency guarantees.

4.2.10.2 Progress done towards demonstration

The KPI is partially achieved. In Release 1, significant progress has been made toward freeing
developers from the burden of specifying hardware and sensor capabilities during the design
phase of stream fusion pipelines. This has been accomplished through the implementation of
the Artefacts A5.1.1, A5.1.2.1,5.1.2.2, A5.3.1, A5.3.2, and A5.4.4.3

These artefacts collectively provide a framework for abstracting low-level hardware and sensor
details, enabling the swarm to automatically configure itself to fulfil the application
specifications input by developers. Additionally, they facilitate the automatic orchestration of
the operations of smart-edge nodes within the swarm.

4.2.10.3 Next steps

While this represents a significant step forward, the partial achievement indicates that there are
still areas requiring further development and refinement to fully meet the KPl objectives. Future
releases are expected to rely on Artefact A5.3.3 to optimize the latency of the stream fusion
pipeline.

4.2.11 Elastic scaling (K4.2)
4.2.12.1. KPI description.

K4.2 ability to elastically scale 200-500% better than the baselines

This KPI focuses on the system's ability to dynamically and efficiently scale its resources to
handle varying workloads, achieving a 200-500% improvement in scalability compared to
established baseline systems, as documented in references such as [DTH+21] and [SAT+22].
Elastic scalability ensures that the system can seamlessly adapt to fluctuating demands by
dynamically allocating or releasing resources based on workload requirements.

4.2.12.2. Progress done towards demonstration

To achieve this KPI, we have implemented service artefacts, including A5.3.1, A5.3.2, A5.3.3,
A5.4.1,and A5.4.2.

A5.4.1: The SmartEdge runtime enables the dynamic deployment of tasks on available
nodes within the swarm. It also monitors and manages the resources available and the
performance of the tasks.
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A5.4.2: This artefact is implemented to update and share the current status of a node
across the entire swarm.

A5.3.1: This artefact handles the discovery and updating of node availability.

A5.3.2 and A5.3.3: The orchestrator in A5.3.2 and the optimizer in A5.3.3 ensure that
workloads are distributed efficiently across the swarm.

This suite of artefacts collectively enables seamless resource management, task deployment,
and workload optimization to meet the KPI objectives.

4.2.12.3. Next steps

In the next steps, we will benchmark our implementation using a similar setup to the baselines.
Following that, we will test and measure its performance in different use cases (UCs).

4.2.12 Dynamic optimization (K4.3)

4.2.12.1 KPI description.
K4.3: can dynamically optimize resource to be 50%-150% better in terms of computing resources
and bandwidths

This KPI highlights the system's ability to dynamically optimize resource utilization, achieving
improvements of 50%-150% compared to traditional systems in terms of computing resources
and bandwidth efficiency. The optimization is achieved through intelligent resource
management strategies that leverage real-time data analysis, predictive algorithms, and
adaptive configurations.

4.2.12.2 Progress done towards demonstration

To achieve this KPI, we have conducted the first step by carrying out an empirical study on
network latency with DDS under different payloads and workloads; and resource
consumption/performance of Al operations on edge devices. Furthermore, we set up and
benchmarked the baseline systems in an environment similar to SmartEdge UCs (UC2 and UC3).
The study showed that the relationship between available resources and performance is non-
linear; although increasing resources leads to performance gains, those gains are not directly
proportional. The full study is detailed in D5.1.

4.2.12.3 Next steps
In the next steps, we will develop dynamically optimize both bandwidth utilization and resource
consumption during task execution on SmartEdge UCs.

4.2.13 Low code toolchain (K4.4)

4.2.13.1 KPI description.

K4.4 lower the effort in building swarm intelligence with the target of reducing the coding effort
in comparison to imperative programming paradigms by 80-90%, e.g., Python or C++, with
SMARTEDGE low-code tool chain

This KPI emphasizes a transformative reduction in the effort required to develop and deploy
swarm intelligence systems by leveraging the SMARTEDGE low-code toolchain. Traditional
imperative programming paradigms, such as Python or C++, require developers to write
detailed, procedural code for defining system behaviour, resource management, and
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coordination logic in swarm systems. This approach demands significant time, expertise, and
effort, making swarm intelligence development complex and resource intensive.

By reducing coding effort by 80-90%, the SMARTEDGE toolchain dramatically accelerates the
development lifecycle, enabling faster prototyping, iteration, and deployment.

4.2.13.2 Progress towards demonstration

Several sub-artefacts have been implemented to build the Low-code IDE, including: A5.4.4.1
Model Builder, A5.4.4.2 Metric Reporting and Visualization Tools, A5.4.4.3 Metric Reporting &
Visualization Tools, A5.4.4.4 Ego-Vehicle-Centric Visualization, and A5.4.4.5 Swarm
Visualization. Together, these sub-artefacts form a comprehensive Low-code IDE framework
that simplifies the development process while enhancing the ability to monitor, analyse, and
optimize swarm intelligence systems effectively.

4.2.13.3 Next steps
In the next step, we will integrate the artefacts and define the methodology to demonstrate the
efficiency of the Low-code IDE.

4.2.14 Reduced time to analysis (K5A.1)

4.2.14.1 KPI Description

Semantically enhanced scene so that machines can understand and integrate external
information with low code, saving 50 % coding effort compared to manual integration using
imperative programming languages.

This KPI covers the integration of external knowledge into the semantic scene description. In an
automated process traffic rules and interesting test scenarios, originating from some knowledge
source, are integrated into or used to modify the semantic scene description, which may further
be used for testing purposes. The KPI is measured by the reduced time effort the automated
integration will provide.

There is a slight change to the original KPI that was exclusively focused on the low-code aspect.
However, to truly reflect what UC1 will provide it is necessary to additionally mention the test
case generation, i.e. the integration of external knowledge. Note that the evaluation metric
regarding the low-code aspect stays the same.

4.2.14.2 Progress towards demonstration

We implemented a first iteration of the pipeline: We defined a unified formulation of test
scenarios that is flexible for both traffic rules and intuitive challenging cases. The formulation is
aligned with the output of the Visual Scene Understanding module (ArtefactA5.1.2.1). We
collected several test cases and transformed them into the unified formulation. Moreover, we
showed that with using prompt engineering and chain-of-thought reasoning nowadays LLMs are
capable of understanding and integrating the formal descriptions into the semantic scene
description in an automated way, e.g. changing the status of a traffic light.

4.2.14.3 Next Steps

We plan to select more test cases, experiment with more challenging modifications and find
ways to evaluate the LLM output. Importantly, we also have to align our output with subsequent
components in the general solution of UC1.
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4.2.15 Human and machine-readable messages (K5A.2)

4.2.15.1 KPI Description

Semanticintegration should be provided for scene generation to reduce 20-30% communication
bandwidth from streaming source to testcase generator in comparison with raw video
streaming.

The KPI addresses the semantic scene generation from a raw video stream of a traffic scene.
Given raw camera input, we use object detection, projection matrix, and predefined relations to
generate a semantic scene description, describing the objects in the scene and their relations.
The scene description is processable and understandable by machines and humans and
transferred to subsequent components. We measure the KPI by the reduced bandwidth
compared to transferring the raw video input.

We modified the initial formulation to precisely specify the participants among messages are
exchanged, namely the scene and the test generator. Further the semantic descriptions are
understandable for humans and thus (OEM-)agnostic per definition. The focus here is not on
specific vendors.

4.2.15.2 Progress towards demonstration

The KPI has been partially achieved. We have completed the implementation of object
detection, enabling us to accurately identify and locate various objects within a given scene.
Additionally, we have successfully determined the spatial relative positions of these objects,
providing crucial information about their relationships and interactions with one another.

Building on this progress, our current focus is on estimating the global coordinates of the objects
in the scene. By doing so, we aim to establish a comprehensive understanding of the spatial
layout and precise locations of the objects, allowing for seamlessly integrating semantic
scenarios for further development.

4.2.15.3 Next Steps

The next steps involve enhancing the accuracy of position estimation by refining algorithms and
incorporating advanced localization techniques. Additionally, semantic relations will be
appended to the detected objects, enabling a deeper understanding of their interactions and
roles within the scene. Furthermore, the plan is to enrich the scene understanding by integrating
environmental information, such as street conditions, obstacles, and spatial constraints, to
create a more comprehensive and context-aware perception system.

4.2.16 Street scene simulation via the remote rendering artefact
(K5A.3, new KPI)

4.2.16.1 KPI Description
Reduced manual time needed for the set-up and evaluation of activities in virtual scenes for
domain specific test cases by 50%.

The KPI is about mapping real world scenes in virtual environments. The scenes should map to
specific real-world counterparts so that a virtual scene (e.g., streets, buildings and other static
objects as in UC1) can be re-created from external data. Objects that are semantically described,
e.g. with W3C Thing Descriptions, should be used in the same way, regardless of whether they
are real or virtual objects. Based on semantically described scene descriptions, a virtual
representation of a real scene should be created in such a way that a scene understanding
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mechanism is able to recreate the scene description in the same way as a real scene for relevant
objects.

4.2.16.2 Progress towards demonstration

The remote rendering engine for creating virtual worlds provides a proof-of-concept
implementation for controlling and configuring virtual objects using W3C thing descriptions. This
should allow objects to be used in the same way, regardless of whether they are real or virtual,
if they use the same Thing Description.

Also, a mechanism was implemented that allows to create a virtual environment based on a
geolocation. Therefore, OpenStreetMap data which contains information about streets and
buildings but also about street signs and other objects. The output of the virtual environment
can be streamed to multiple targets such as ADAS Systems like Open Pilot, remote clients to
manually influence the scene or the scene understanding to compare in- and output
semantically.

4.2.16.3 Next Steps

The virtual objects that are available via the W3C thing description must be given a live cycle.
This life cycle will be used to ensure that the objects within the thing description directory are
discoverable and accessible during the execution of the virtual scene. In addition, a connection
between the semantic scene description and the objects must be established to create a virtual
representation of the scene.

The automated generation of street environments uses only some of the available data until
now. To increase the level of detail more objects will be integrated (for example street signs).
On top a configurable post processing will be added to increase the quality of the objects and
street scenes.

4.2.17 Traffic safety improvements (K5B.1)

4.2.17.1 KPI description

Initially red-light running was chosen as the KPI since it is very closely connected to traffic safety.
The aim was to reduce the red light running by 30% compared to SoA. However, it was soon
discovered that the planned use case, namely active option-zone management, does not
necessarily correlate with red light runners. Also, red light running is a KPI that is difficult to
obtain. A better indicator would be the number of short time gaps between consecutive vehicles
at the option-zone, while green traffic signal is ended. This number is clearly in correlation with
the probability of rear-end collisions.

The number of short gaps at the option-zone can be measured by simulation studies, by defining
a detector that collects the number of vehicles. In field demonstration, the same data can be
obtained from the radar and camera data. Also, the sensors on the instrumented vehicles with
V2X-technology can provide necessary data from their lidars and stereo-cameras.

4.2.17.2 Progreess done towards demonstration

The artefacts required for the final demonstration include the open controller, sensor data
fusion and integration. Also, the management of dynamic swarm through V2X-protocol is
needed.
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The traffic signal control software (open controller) has been demonstrated in simulation and in
the field. The sensor fusion artefacts are close to demonstration phase. The V2X connectivity
with real equipment has been demonstrated, but not yet with the SmartEdge software stack.

4.2.17.3 Next steps

The next steps involve simulation studies to verify the option-zone management algorithm,
which will be implemented by using so called safety green extender. We aim to demonstrate the
sensor fusion pipeline in the next plenary meeting in Cork in March 2025. The SmartEdge
networking over V2X protocol is under development. The plan is to demonstrate the use case 2
in the Helsinki test site during the final plenary meeting in September 2025.

4.2.18 Traffic performance (K5B.2)

4.2.18.1 KPI description

A KPI for traffic performance is needed to demonstrate that increasing the traffic safety will not
affect negatively to traffic fluency. To measure the overall performance of traffic flows, usually
the average delay of vehicles is used as the indicator. The K5B.2 was chosen to be the average
delay. The absolute values depend on size of the intersection and traffic conditions.

Looking back, the average vehicle delay is not a good measure, since it omits the delays for other
road users like pedestrians, cyclists and public transport. Also, the cities nowadays do not favour
car traffic but the sustainable traffic modes instead. Therefore, a better indicator would be how
much the delay can be reduced to any given transport mode, that city wants to favour. Regarding
to car traffic, the goal should be not to increase the average delays while improving traffic safety
with active option-zone management.

4.2.18.2 Progress towards demonstration

The artefacts required for the final demonstration include the open controller, sensor data
fusion and integration. The traffic signal control software (open controller) has been
demonstrated in simulation and in the field. The sensor fusion artefacts are approaching the
demonstration phase. Aalto University has developed a simulation engine, which allows
automated running of large number of simulations in the cloud or locally. As a result of these
simulations, we obtain the average delays for each traffic mode.

4.2.18.3 Next steps
The K5B.2 will be demonstrated by the simulation studies first. The final demonstration will be
in the Helsinki test site during the plenary meeting in September 2025.

4.2.19 Reduced journey time for robotic movers (K5C.1)

4.2.19.1 KPI description

The autonomous mobile robot (AMR) has to pick up products from the operational area on the
factory floor. Currently the LiDAR on the AMR only knows that there is an object in the
operational area, not that it is the right type of object, e.g., a product, to be picked up. The
operational area is in a busy location, and so other objects such as random boxes or even
humans are often mistakenly identified as something to pick up. The AMR then moves out from
its charging station to pick up the pallet and product, only to find that on closer inspection that
it is the wrong type of object. Other nodes in the swarm have better views of the operational
area and are able to distinguish between products on pallets and other objects, such as humans
and random boxes. By sharing this information with the AMR, it should be possible to reduce
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false pickups from 5 to 2per day. By creating custom events in the AMR, the number of false and
correct pickups can be logged and measured to validate the KPI.

Originally the KPI related to removal of blockages to improve AMR journey times, but this has
been incorporated into K5C.2, and the original scenario was unlikely to be part of the SmartEdge
solution deployed to the factory floor in 2025. However, we are hoping to deploy the above
proof-of-concept into the production operational area in Q1 or Q2 of 2025, and so is a better
KPI for measuring the effectiveness of the SmartEdge solution, as it addresses and measures a
current challenge in production.

4.2.19.2 Progress towards demonstration

The equipment required to implement the proof-of-concept has been acquired and we are
currently in discussions with the manufacturing department regarding deploying one smart-
node high on a static pillar overlooking the operational area and a second on the AMR itself. We
have had discussions with the software developers of the AMR’s control and navigation system
and agreed an APl using MQTT. As Zenoh (artefact A3.2) supports an MQTT bridge, integration
should be relatively straightforward. We have also started capturing images and developing CAD
models for the various types of pallets to be identified, so we can train the object detector,
which is part of A5.1.2.2, and build the pallet digital twin, which is stored in the Thing Description
Directory of artefact A3.3 and used by the 3D modeler A3.11. We also intend to use an early
version of the model builder, A.5.4.4.1, to collate the pallet images and train the object detector.

4.2.19.3 Next steps

We hope to have the equipment installed in the operational area and all modelling of pallets
complete by the end of Q1 2025. Several of the DELL technical research staff are attending a
focused technical workshop at TUB in January 2025. The workshop will bring the DELL team up
to speed on the model builder artefact A5.4.4.1, and several other TUB artefacts required to
implement use case 3. The aim is to have at least part of the proof-of-concept available for the
plenary meeting at DELL in March 2025, but this is highly dependent on the progress of A3.11
and A5.1.2.2.

4.2.20 Reduced blockage removal for robot operators (K5C.2)

4.2.20.1 KPI description

The autonomous mobile robot (AMR) drops off products at a designated operational area on
the factory floor. The drop-off area has 15 designated positions for the products on pallets, and
pallets must be correctly placed in a free position. There are no predefined positions for a pallet,
any one of the 15 slots can be used. Currently the AMR has no visibility of that drop-off
operational area from its charging station close to the pick-up area. The drop-off operational
area is in a busy location, and so other objects such as random boxes and other obstacles are
often inadvertently left in the area and can block some of the 15 designated positions.
Additionally, when the AMR tries to drop off a pallet at the operational area, it only has partial
observability of the area, and so may not select an optimal free position for the pallet. If no
positions at the drop off area are free, when the AMR arrives it can’t drop off the pallet and
product it is carrying; it must them return to the pick-up point with the pallet and product and
has made a waisted journey. By providing the AMR with semantic information from the smart-
nodes overlooking the drop off operational area. It can determine if there is a high probability
of it being able to complete its product movement task, i.e., if there is product on a pallet in the
pick-up area and there is a free position at the drop off area, it is likely that the AMR will be able
to move the product and pallet. Therefore, the quicker obstacles are removed in the drop off
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area the more likely the AMR will be able to complete its product movement task. Currently
obstacles are removed in an ad-hoc fashion, i.e., when a member of staff passes the area and
has time to remove the obstacle. By actioning events generated by the smart-nodes in the
swarm obstacles should be proactively removed before they become a problem for the
automated systems. Due to the random nature of the problem, we only have anecdotal evidence
of the average obstacle removal times, but it is estimated that it takes around 33 minutes to
remove obstacles, and we would like to see this halved to around 18 minutes. As the ceiling
mounted cameras can collect empirical data, we will perform the experiment in two halves. First
the drop off operational area will be monitored, but no events generated, and we will detect
how long obstacles remain in place, second the experiment is repeated, but this time an event
will be generated requesting a member of the operation staff to remove the obstacle. We are
hoping to deploy the above proof-of-concept into the production operational area in Q3 or Q4
of 2025.

4.2.20.2 Progress towards demonstration

This is a new proof-of-concept requested by manufacturing, and likely to be deployed to
production before the end of the SmartEdge project. There are some details to be worked out,
such as how the obstacle event will be alerted to the operational staff, but there are ongoing
discussions with the manufacturing department. We have started capturing images and
developing CAD models for the various object, but the number of objects is larger than for K5C.1.
With the expanded object image dataset, we can train the object detector, which is part of
A5.1.2.2, and build the object digital twins, which are stored in the Thing Description Directory
of artefact A3.3 and used by the 3D modeler A3.11. We also intend to use an early version of
the model builder, A.5.4.4.1, to collate the object images and train the object detector.

4.2.20.3 Next steps

We hope to have the equipment installed in the operational area and all modelling of objects
complete by the end of Q3 2025. Several of the DELL technical research staff are attending a
focused technical work at TUB in January 2025. The workshop will bring the DELL team up to
speed on the model builder artefact A5.4.4.1, and several other TUB artefacts required to
implement use case 3. The aim is to have the proof-of-concept completed by the end of Q4
2025.

4.2.21 Reduced manual intervention (K5C.3)

4.2.21.1 KPI description

This KPI measures the efficiency of integrating loT devices into a system with minimal manual
intervention. It evaluates the reduction in time and effort required to configure, connect, and
utilize loT devices and their data.

4.2.21.2 Progress towards demonstration

With SmartEdge tools release 1.0, we have successfully achieved demonstrated an integration
of devices whose capabilities are defined using the OPC UA information models. This allows for
automatic recipes configuration and execution without requiring extensive manual setup. Initial
tests indicate that the approach noticeably reduces the integration time of such devices.

4.2.21.3 Next steps

We plan to extend this integration to devices defined using WoT Thing Descriptions. This will
involve refining our integration framework to support different device description standards
while maintaining automation efficiency. Once implemented, we will conduct detailed
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measurements comparing integration time and effort to state-of-the-art solutions. These results
will help validate the scalability and efficiency of our method in real-world applications.

4.2.22 Reduced engineering effort for edge applications (K5C.4)

4.2.22.1 KPI description

The complexity of modern factories, comprising specialized hardware and extensive lines of
software code, often reduces production flexibility and maintainability. To address these
challenges, SmartEdge introduces a low-code approach for seamlessly adding new features to
an active manufacturing system, e.g., to run a new production scenario.

When a new product order cannot be fulfilled by the existing manufacturing setup, a new
capability must be dynamically integrated. Using SmartEdge Low-Code Tools, it becomes
possible to discover the required capability, match its requirements with the hardware module's
offerings, orchestrate it alongside existing capabilities, install it, and activate it.

The low-code solution aims to reduce engineering effort by 70% when introducing new
production scenarios, by implementing recipes — low-code application templates that enable
reuse of software and improve the scalability.

4.2.22.2 Progress towards demonstration

Example recipes have been developed and successfully executed for various devices, which
capabilities were represented using OPC UA information models and Wot Thing descriptions
(UC4 and UC5b, respectively).

4.2.22.3 Next steps

Further recipes will be developed and extended for different production scenarios. With the
recipes executing on the lab demonstrator, we will compare the engineering effort required
when using the SmartEdge solutions to that of state-of-the-art engineering.

4.2.23 Accuracy for Personalized Health-Related Anomaly Detection
(K5D.1)

4.2.23.1 KPI Description

This KPI measures the accuracy of detecting personalized health-related anomalies using
patient's digital twin technology and SmartEdge-enabled solution. It focuses on monitoring of
patient-centric health status through personal virtual assistants (PVAs), indoor loT swarms, and
outdoor loT swarms. The target accuracy is set at 93% or greater, reflecting its baseline
validation from earlier experimental studies. This KPI relies on the seamless integration of
SmartEdge artefacts and swarm intelligence. The KPI's success depends on the integration of
SmartEdge artefacts, including: SmartEdge Semantic Models, Middleware with Standardized
Semantic Interfaces, Knowledge Graph Repository including TDD as well as on Swarm
Coordination: managing communication and data exchange among swarms.

4.2.23.2 Progress towards demonstration

The anomaly detection will function as part of the digital twin framework, representing
individual patients in virtual form. The digital twin aggregates sensor data from personal
wearables, PVAs, and environmental loT sensors in indoor and outdoor settings. Progress has
been done in relation of development anomaly detection algorithms using synthetically
generated data applying emulating health conditions and vital sign variations. The semantic
knowledge graph repository is a key component in that work for our use case.
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4.2.23.3 Next Steps

Enhance the emulated datasets to include a broader range of health scenarios and noise factors
to test the robustness of the algorithms. Finalize the deployment of the KPI validation setup in
a fully virtualized environment. Conduct comprehensive emulation scenarios to ensure seamless
integration and accurate anomaly detection across multiple SmartEdge nodes.

4.2.24 The acceptable limit for the percentage of failed requests no
more than 5 % (K5D.2)

4.2.24.1 KPI Description

This KPI sets a threshold for the percentage of failed requests during the emulated transmission
of health data in a decentralized swarm ecosystem. The target is no more than 5% of requests
failing, ensuring reliable real-time data streaming across personal loT devices, indoor loT
swarms, and outdoor loT swarms. This KPI is specifically related to UC5a, focusing on smart
healthcare with personal virtual assistants. It concerns the reliability of the system when
transmitting health data from loT nodes to processing systems. This data could include vital signs
and other health metrics being streamed from wearable and environmental sensors. Reliable
data transmission is critical for the digital twin framework, ensuring consistent updates from
personal wearables, PVAs, and environmental loT devices to maintain an accurate
representation of the patient. SmartEdge ensures data reliability through swarm
communication.

4.2.24.2 Progress towards demonstration

Initial progress has focused on laying the groundwork for testing the reliability of health data
transmission in decentralized loT swarms. A foundational testing environment has been
developed, simulating interactions between loT devices.

4.2.24.3 Next Steps

Simulate complex environments with overlapping personal, indoor, and outdoor swarms to
assess scalability. Validate the system under varying bandwidth and device availability
conditions.

4.2.25 Accuracy in Group Condition Detection K5D.3

4.2.25.1 KPI Description

This KPI measures the system's ability to detect the collective health condition of a simulated
group using digital twin models. The target is to achieve at least 80% accuracy in detecting
aggregated group-level health insights in controlled emulated environments. Patients' digital
twins aggregate individual health metrics to represent the group’s collective condition
dynamically. Integration spans personal, indoor, and outdoor swarms, ensuring comprehensive
data fusion for group-level insights.

4.2.25.2 Progress towards demonstration
Anomaly correlation models linked individual conditions to aggregate insights, enabling accurate
group-level health assessments.

4.2.25.3 Next Steps

Refine Group Modelling Algorithms by incorporating advanced machine learning models to
improve the accuracy of group-level predictions under varying conditions. emulate scenarios
with missing or noisy data to enhance the robustness of the detection algorithms. Expand
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Emulated Testing Scenarios by including diverse group dynamics, such as individuals with varying
health conditions, in simulated environments. Test the scalability of the aggregation framework
for larger groups and high-density swarm setups. Optimize semantic fusion pipelines for real-
time updates of group conditions using distributed processing techniques.

4.2.26 Reduced sensor feedback and coordination time (K5E.1)

4.2.26.1 KPI description

For digital rehabilitation (e.g., neck and head physical rehabilitation) it is important to provide
immediate feedback to the user, regarding the movements that are performed during an
exercise. The demonstrator in use-case UC5b relies on a 3D avatar to provide immediate
feedback to the user. In addition, the wearable sensors communicate with the tablet and
Raspberry Pi to perform the exercise movement computations. The feedback response time
needs to be demonstrated under a threshold of 300ms to avoid delays that perturb the exercise
experience of the user.

4.2.26.2 Progress towards demonstration

Substantial progress has been made and reported in a publication in the DEBS conference
[Buzcu2024]. The demonstrator shows the 3D avatar providing the required feedback in near
real-time, although extensive tests remain to be performed in order to provide details about the
compliance with the time response requirements.

4.2.26.3 Next steps

Extensive quantitative tests need to be performed to evaluate empirically the compliance to this
KPI. The tests will be performed in coordination with a physiotherapist from the HES-SO Institute
of Health.

4.2.27 Automatic coordination and node management leveraging
autogenerated code from actionable knowledge (K5E.2)

4.2.27.1 KPI description

In the digital rehabilitation use case UC5b, the SmartEdge demonstrator aims to optimize node
configuration and management while minimizing intervention from therapists and users. It
should measure a reduction of at least 60% in the time and complexity of node setup compared
to a traditional wearable sensor configuration through seamless node management.
Additionally, the exercises will be pre-defined using templates or recipes that outline key
parameters, such as exercise type, quantitative outcomes (e.g., shoulder movement angles), and
repetitions. The demonstrator will automatically use this actionable knowledge to orchestrate
node interactions without requiring low-code programming, with an expectation of 50%
reduction in the time and effort needed to produce the code for executing tasks in the nodes.

4.2.27.2 Progress towards demonstration

Substantial progress has been made towards the demonstration, as reported in a publication at
the DEBS conference [Buzcu2024]. The demonstrator highlights how Nordic52 sensors can self-
configure, assume specific roles (e.g., head sensor), and provide data to a 3D avatar for feedback
and visualization. Additionally, the implementation leverages RDF definitions of exercises to
instantiate and orchestrate interactions between the Nordic52 devices and the user tablet.
Specific functions in the code are referenced within the plan, linking descriptions from the
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exercise to actionable features of the developed software library. However, node management
features are not fully completed at this stage.

4.2.27.3 Next steps

Tests will be conducted to measure and compare the orchestration of the nodes, the
configuration effort required to set up the nodes, and how template information is used to
automatically manage node interactions and device setting changes. These tests will be
performed in coordination with a physiotherapist from the HES-SO Institute of Health and will
include comparisons with standard node configurations.

4.2.28 Evaluation of the overall system against a physiotherapist only
setup (K5E.3)

4.2.28.1 KPI description

In the digital rehabilitation use case UC5b, the SmartEdge demonstrator aims to evaluate the
overall performance, efficiency, and usability of the system compared to a physiotherapist-only
setup. The evaluation will measure the effects in time, effort, and complexity for configuring and
executing rehabilitation exercises, as well as the accuracy and consistency of the feedback
provided to users. The goal is to demonstrate that the SmartEdge system can enhance the
quality of the processes and outcomes achieved by traditional physiotherapist-managed
rehabilitation while reducing the therapist's workload. Additionally, it will store annotated data
(fostering formalization and reusability of knowledge) and report, envisioning potential
utilization within Al-based models.

4.2.28.2 Progress towards demonstration

Initial progress has been made in demonstrating the system's capabilities, including sensor self-
configuration, role assignment (e.g., head sensor), and seamless data provision to the 3D avatar
for visualization. RDF-based exercise definitions have been implemented to orchestrate
interactions between the Nordic52 sensors and the user tablet, linking predefined templates to
actionable code functions. Preliminary comparisons highlight the system's potential to
automate key rehabilitation processes; however, the system is not fully developed for a
benchmark against real-life scenarios with physiotherapists involved.

4.2.28.3 Next steps

Once the system is ready for a full evaluation, further tests will measure key factors such as time
and effort spent on node configuration, exercise execution, and feedback generation.
Additionally, the accuracy of the system's automated feedback will be validated against
physiotherapist’s feedback and notes. The tests will be conducted in collaboration with
physiotherapists from the HES-SO Institute of Health, with results benchmarked to ensure the
system meets or exceeds current manual rehabilitation standards.
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5 CONCLUSIONS

This deliverable summarizes the lab-validated SmartEdge 1.0 solution. The work presented
here can be considered a direct continuation of D.2.2 (Final definition of requirements,
architecture, and demo plans) which was finalized in December 2023. In that document, we
defined the goals and requirements for the solution, and in this document, we report on first
test results and progress made so far. Together with the already finalized technical work
package deliverables 3.2, 4.2, and 5.2, this document provides an overview of the status of the
SmartEdge project at the end of 2024 .

It should be noted that this is a mid-term report and many artefacts to be used in the final
project are still under development and are planned for release in SmartEdge Release 2.
Although the final results are not yet ready to be reported, we took the opportunity to
document the work completed so far to ensure that the project is on track.

We begin by framing the scope, goals and context of the project in Section 1, including an
overview of the artefacts, the methodology and the project setup.

Section 2 of this deliverable provides an overview of the integration efforts carried out during
the first iteration of Work Package 6. It details the integration environment, including the
artefact interfaces and functional clusters that facilitate seamless collaboration between
SmartEdge components. This section highlights progress made in key integration areas such as
semantic data management, DataOps pipeline implementation, swarm networking, and
security monitoring. While significant progress has been achieved, the report acknowledges
that further efforts are required to optimize integration across all components. These activities
lay the foundation for ensuring that SmartEdge 1.0 aligns with project requirements and paves
the way for upcoming validation and deployment phases. SmartEdge includes 50 artefacts in
total and 26 are considered released and ready for use cases, and 19 are scheduled for a
second release. Therefore, SmartEdge 2.0 will have a broader integration scope.

In Section 3, we presented our testing procedures for the functional requirements. The
artefacts have been planned according to the requirements and each artefact should thus
cover more than one requirement. In this report we collected the requirements for each
artefact (see Appendix 2) and wrote test cases for them. In total we report on 210 test cases of
which 96 (or 46%) have already been successfully completed. The remaining test cases (and
some additional ones) will be carried out in 2025 and reported in D6.2. Some additional cases
will be added, not least because we still have many artefacts targeted for release 2 and we
identified 16 (out of 53) artefacts that don’t have test cases mapped yet. Some minor
adjustments for the functional requirements were also done at this stage.

Section 4 reviews the KPIs defined for this project. While we do not expect to fulfil all KPIs at
this stage (especially with KPIs related to the use cases) it is a usefull to assess them at this
stage to ensure that the project remains aligned with the original goals. We made some
adjustments to the KPIs without impact to the coverage and aim of the project.

Overall, we conclude that the project is on track, although there are challenges for the next
SmartEdge release including a tight timeline and greater number of artefacts. To address this,
WP6 has initiated T6.3, which will provide a clearer perspective on use case demonstrations
and support a more refined architectural view through practical examples. In addition, the
coverage and ambiguity of some functional requirements pose risks that must be addressed

131



through collaboration between the use cases and work packages. This ambiguity is expected
within the iterative nature of feedback from WP6 to WP 3-4-5. As this is a research project
rather than a strict engineering exercise, such iterations are to be expected. We believe that

the project is quite well on track, and it is realistic to expect that objectives, measured by the
KPls presented in section 4, can be fulfilled.
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7 ANNEXES

7.1 ANNEX 1: USe CASES AND ARTEFACTS

ID Owner | Artefact UC1 | UC2 | UC3 | UC4 | UC5a | UC5b | Rel

A3.1 SAG SmartEdge Semantic | Y Y Y Y Y Y 1.0
Models

A3.2 SAG Middleware with | Y Y Y Y Y Y 1.0
Standardized Semantic
Interfaces

A3.3 SAG Knowledge Graph | Y Y Y Y Y Y 1.0
Repository including TDD

A3.4 SAG Mendi2.0 Toolchain SG SG 1.0

A3.5 CEF DataOps Pipeline | SG N SG 1.0
Components

A3.6 CEF DataOps Deployment | SG Y N Y N Y 1.0
Templates

A3.7 CEF Low-code DataOps | SG SG N Y SG SG 1.0
Configuration

A3.8 HESSO | Semantic Recipe | SG N N Y SG Y 2.0
Integration with Mendi2.0

A3.9 HESSO | Recipe-TD Matcher SG N SG SG Y 2.0

A3.10 HESSO | Mendi2.0 Recipe | SG N N Y N Y 2.0
Orchestrator

A3.11 Dell Streaming Media Service N SG Y N N 2.0

Ad.l CNIT Access Point Manager N Y Y N Y N 1.0

A4.2 CNIT Swarm Coordinator N Y Y Y N 1.0

A4.3 CNIT Swarm-node Manager N Y Y SG Y N 1.0

Ad.4 CNIT P4 Switch (two different | N Y Y N Y N 1.0
version)

A4.5 CNIT Distributed Database for | N Y Y N Y N 1.0
Network Information

A4.6 UOXF Programmable Access | N SG Y N Y N 1.0
Control for Swarm
Intelligence

A4.7 UOXF Anomaly detection SG Y SG 1.0

A4.8 UOXF Distributed in-network | N SG SG N N N 1.0
Operations

A4.9 UOXF Intelligent road-size unit N SG N N N 2.0

A4.10 FRIB Street Intersection Edge | N N N N N 2.0
Unit (SINED)

A5.1 BOSCH | Multimodal semantic | Y SG N N N N 2.0
Stream Fusion

A5.1.1 FhG Media Stream Processing SG 1.0

A5.1.2.1 | BOSCH | Vision Scene Y N N N N 1.0
Understanding for Traffic

A5.1.2.2 | Dell Manufacturing Scene | N N Y N N N 2.0
Understanding

A5.1.3 CONV | Smart Traffic Data Fusion Y N N N N 2.0

A5.1.4 BOSCH | Data Stream Fusion SG SG 2.0
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A5.1.5 TUB Graph Stream Processing N SG Y N SG N 1.0
A5.2.1 FRIB Hardware-Accelerated Y SG N 2.0
Data Processing
A5.2.2 FRIB Runtime Optimizer SG N 2.0
A5.3.1 TUB Swarm Adaptive | N Y N N 1.0
Coordinator
A5.3.1.1 | TUB Semantic based Node | SG Y Y N Y N 1.0
discovery
A5.3.1.2 | TUB P4-based Network | N Y Y N SG N 2.0
Information RDFizer
A5.3.1.3 | TUB Semantic based ROS | N SG Y N SG N 2.0
Communication
A5.3.2 TUB Task Orchestrator SG Y Y N Y N 1.0
A5.3.3 TUB Optimizer N Y Y N SG N 2.0
A5.4.1 TUB SmartEdge Runtime SG Y Y N N 1.0
A5.4.2 TUB Dynamic Knowledge Graph | SG Y Y N N 1.0
A5.4.3.1 | CNIT P4 Runtime Plugin Y Y N SG N 2.0
A5.4.3.2 | UOXF In-Network Machine | N Y SG N N N 2.0
Learning Plugin
A5.4.3.3 | IMC Network Security Plugin N Y N N 2.0
A5.4.3.4 | SAG Mendi2.0 Plugin SG N SG N SG 2.0
A5.4.3.5 | W3C Chunks & Rules N N N SG N 2.0
A5.4.4 TUB Low-code IDE SG Y SG N N N 2.0
A5.4.4.1 | TUB Model Builder Y Y N N 1.0
A5.4.4.2 | FhG Metric Report and | Y SG SG N N N 1.0
Visualisation
A5.4.4.3 | FhG Remote Rendering Y SG SG N N N 1.0
A5.4.4.4 | TUB Ego-Vehicle Centric SG Y N N N 2.0
Visualization
A5.4.45 | W3C Swarm Visualization N SG N SG N 2.0
A6.1 W3cC Knowledge graph data Y N 2.0
access policies
7.2 ANNEX 2: THE REQUIREMENT USE CASE MAPPING
ID UC partner Use Case(s) | Priority | WP | Artefacts Rel
SW-001 SAG, CNIT UC-1, UC-2, | High 3 A4.3 1.0
uc-4
SW-002 DELL, IMC , | UC-1, UC-3, | High 5 A5.4.1, A4.3
CNIT UC-5
SW-003 DELL, IMC, | UC-2, UC-3, | High 4,5 A5.3.1, A4.1, A4.2,|1,5
CNIT UC5 A4.4
SW-004 DELL, IMC, | UC-1, UC-2, | High 4,5 A5.3.1, A4.2 1,5
CNIT UC-3, UC-4,
UC-5
SW-005 DELL, CNIT UC-3 Medium | 5 A5.3.1, A4.1, A4.2,|1,5
A4.5
SW-006 DELL, IMC, | UC-3, UC-5 Medium | 5 A5.3.1, A4.1, A4.2,|1,5
CNIT A4.5
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SW-007 | DELL UC-2,UC-3 | High 4,5 | A5.3.1,A4.2,A45 1,5
SW-008 | DELL uc-3 Low 4,5 | A5.3.1 1,5
SW-009 | DELL uc-3 Medium | 5 A5.3.2 1,5
SW-010 | DELL uc-3 High 5 A5.3.2 1,5
SW-011 | DELL, IMC UC-3,UC-5 | Low 4,5 |A5.3.1 1,5
SW-012 | DELL, IMC, | UC-2, UC-3, | Medium | 4,5 | A3.11, A4.6,A5.1 2
CNIT UC-4, UC5
SW-013 | DELL, IMC , | UC-3,UC-5 | High 4,5 | A53.2,A4.2 1,5
CNIT
SW-014 | DELL, IMC, | UC-2, UC-3, | High 4 A4.1,A4.2,A5.3.1 1.0
CNIT uc-5
SW-015 | DELL, IMC, | UC2, UC-3, | High 4 A4.3,A5.3.1 1.0
CNIT uc-5
SW-016 | DELL, IMC, | UC-3,UC-5 | Medium | 4,5 | A4.2,A5.3.1
CNIT
SW-017 | DELL UC-2,UC-3 | Low 4
SW-018 | Aalto UC-2,UC-3 | High 5 A3.11, A5.4.1
SW-019 | Aalto, IMC, | UC-2, UC-3, | High 4 A4.1 1.0
CNIT uc-5
SW-021 | Aalto,CNIT | UC-2 Medium | 5 A5.3.1, A4.5 1,5
SW-022 | DELL,CNIT | UC-1, UC-2, | High 4,5 | A33, A5.4.2, A45, |10
uc-3, UC-4, A4.3
uc-5
SW-023 | SAG uc-4 High 3 A3.4
SW-024 | DELL UC-3,UC-4 | High 5 A5.3.2, A3.10 1,5
SW-025 | DELL UC-3,UC-4 | High 5 A5.3.1,A5.3.2, A3.4
SW-026 | DELL,CNIT | UC-3 Medium | 5 A5.3.1, A53.2, A4.1, |15
A4.2, A4.5
SW-027 | DELL UC-3,UC-4 | High 4 A3.4
SC-001 | FhG, BOSCH, | UC-1, UC-2, | High 3 A3.5, A4l A42, |1
SAG, CNIT UC-3, UC-4 A5.1.1
SC-002 | FhG, BOSCH, | UC-1, UC-2, | High 4,5 | A3.11,A5.3.1 2
IMC, DELL UC-3, UC-5
SC-003 | FhG, IMC, | UC-1, UC-2, | High 5 A3.2, A3.11, A5.3.1 2
DELL uC-3, UC-5
SC-004 | FhG, BOSCH, | UC-1, UC-2, | Medium | 5 A5.3.1, Ad4.1 1,5
IMC, DELL, | UC-3, UC-5
CNIT
SC-005 | FhG, IMC, | UC-2 , UC-3, | High 5 A3.11, A5.3.1 2
DELL uc-5
SC-006 | FhG, BOSCH, | UC-2, UC-3, | High 5 A3.11, A5.3.1, A5.1.1, | 2
IMC, DELL, | UC-5 A5.4.1, A41, A42,
CNIT A4.3
SC-007 | FhG, DELL uc-3 High 5 A5.3.1 1,5
SC-008 | DELL, IMC, | UC-2, UC-3, | High 4 A4.6, A4.4
CNIT uc-5
SC-009 | Aalto, CNIT | UC-2,UC-3 | High 4,5 | A5.2.1,A4.2
SC-010 | DELL,CNIT | UC1, UC-2, | High 3,4 | A3.11, A53.1, A43,
uc-3 A4.5
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SC-011 | DELL, Aalto , | UC-1, UC-2, | High 3,4 |A3.11 2
CNIT uc-3
SC-012 | DELL, IMC, | UC-2, UC-3, | High 4 A4.2, A4.3,A5.3.1 1.0
CNIT uc-5
SC-013 | DELL,CNIT | UC-2,UC-3 | High 4 A4.2, A4.3,A5.3.1 1.0
SC-014 | DELL, IMC uc-3 Medium | 4 -
SC-015 | DELL, IMC , | UC-2, UC-3, | High A5.2.1,A5.1.1, A44 |2
DELL uc-5
SC-016 | Aalto uc-2 High 4 A3.11, A4.7
SC-017 | Aalto, DELL | UC-2,UC-3 | High 4 A3.11, A5.1.2.2,
A5.1.5, Ad4.7
SC-018 | Aalto uc-2 High 4 A4.10
SC-019 | Aalto, IMC | UC-2,UC-5 | High 5 A5.3.1, Ad.7 1,5
SC-020 | Aalto, IMC, | UC-1, UC-2, | High 4,5 | A3.11, A5.1.3, A5.1.4,
DELL uc-3, UC-5 A3.4
SC-021 | Aalto, IMC, | UC-1, UC-2, | High 5 A3.11, A5.1.3, A5.1.4,
DELL uc-3, UC-5 A3.4
SC-022 | DELL UC-2,UC-3 | High 5 A5.3.1, A5.3.1.2, | 1,5
A5.3.1.3
SC-023 | AALTO, DELL, | UC-2,UC-3 | High 5 A3.3,A5.4.2, A4.3 1
CNIT
SC-024 | DELL,CNIT | UC-2,UC-3 | High 4 A4.1,A4.3 1.0
SC-025 | DELL,CNIT | UC-3 Medium | 4 A4.3, A5.4.2
SC-026 | DELL,CNIT | UC-3 Medium | 4 A4.2, A4.6,A45 1.0
SC-027 | IMC, CNIT uc-5 High 5 A5.4.3.3, A4.1, A4.3 2
SC-028 | Oxf, SAG, | UC-2,UC-3 | Medium | 4 A4.7,Ad.1, A4.3 1.0
CNIT
SC-029 | Dell, CNIT Uc-1, UC-2, | High 4 A3.11, A4.3, A5.4.1, ]2
uc-3 A4.1,A4.2, A4.3,A5
SC-030 | Dell,CNIT | UC-1, UC-2, | Medium | 4 A3.11, A5.1.2.2,
uc-3, UC-4, A5.1.5, Ad.7, Ad.4
uc-5
IDM-001 | FhG, IMC, | UC-2, UC-3, | High 4 A4.6,A4.1,A42,AL3, | 1.0
DELL, CNIT | UC-5 A4.5
IDM-002 | FhG, IMC, | UC-1, UC-2, | High 4 A4.6,A4.3,A5.3.1 1.0
DELL, CNIT | UC-3, UC-4,
uc-5
IDM-004 | ERCIM, IMC, | UC-2, UC-3 | High 4 A4.7,A4.8, Ad.4 1
DELL, CNIT
IDM-005 | ERCIM, IMC, | UC-1, UC-2, | High 4 A4.7, A48 1
DELL uc-3, UC-4,
uc-5
IDM-006 | ERCIM, IMC, | UC-1, UC-2, | Medium | 4,5 | A5.3.2,A53.1.1,A3.4
DELL uc-3, UC-4,
uc-5
IDM-007 | ERCIM, DELL | UC-1, UC-2, | High 3 A5.1.2.2, A5.1.4, A33, | 2
,CNIT uc-3, UC-4, A5.4.2, A4.3
uc-5
IDM-008 | ERCIM, IMC, | UC-1, UC-3, | Medium | 6 A5.1.5
DELL uc-5

137



IDM-009 | ERCIM, DELL | UC-1, UC-2, | Medium | 3 A6.1
UC-3, UC4,
UC-5
IDM-010 | ERCIM, DELL | UC-1, UC-2, | Medium | 3 A6.1
UC-3, UC4,
UC-5
IDM-011 | ERCIM, DELL | UC-1, UC-2, | Medium |5 A4.10 1
UC-3, UC-5
IDM-012 | ERCIM, DELL, | UC-1, UC-2, | Medium |5 A5.4.2, A5.3.1, Ad.1,
CNIT UC-3, UC-5 A4.5
IDM-013 | ERCIM uUcC-2, UC-3 High 4 ???
IDM-014 | ERCIM, DELL | UC-2, UC-3, | Low ?7?
uc-4,
IDM-015 | ERCIM, IMC UC-5 Medium A5.1,A5.1.4 1,5
IDM-016 | ERCIM, IMC, | UC-1, UC-2, | Medium A5.1 1,5
DELL UC-3, UC-5
IDM-017 | Aalto uc-2 Medium | 5
IDM-018 | Aalto, IMC, | UC-2, UC-3, | High 5 A5.4.3.3,A4.1, A4.3 2
DELL, CNIT UC-5
IDM-019 | IMC, CNIT UC-2, UC-5 High 4 A4.2 1.0
IDM-020 | Aalto UC-1, UC-2 Medium | 5 A5.1.1
IDM-021 | Aalto UC-2, UC-5 Medium | 5 A5.1.1
AL-001 | DELL, IMC, | UC-2, UC-3, | High 5 A5.1.1, A5.3.2, A3.4, | 1,5
CNIT UC-5 A4.2,Ad4.4
AL-002 DELL, IMC UC-3, UC-5 High 5 A5.3.2,A34 1,5
AL-003 DELL UcC-3 High 5 A5.3.2 1,5
AL-004 DELL, IMC UC-2, UC-3, | Medium | 5 A5.3.2 1,5
UC-5
AL-005 DELL UC-3 Medium | 5 A5.4.1 1,5
AL-006 DELL UC-3 Low 5 A5.3.2 1,5
AL-007 DELL UC-3 Medium | 5 A5.3.2 1,5
AL-008 DELL UC-3 Low 5 A5.4.1 1,5
AL-009 DELL, IMC UC-3, UC-5 Medium | 5 A5.3.2, A3.8
AL-010 DELL UC-3 High 5 A5.1.2.1,A5.1.2.2 1,5
AL-011 DELL UC-2, UC-3 Medium | 5 A5.1.2.1, A5.1.2.2 1,5
AL-012 SAG UC-2, UC-3, | Medium | 3 A5.3.2, A3.8
uc-4
HP-001 FhG uc-4 High 3 A3.1, A3.2, A3.3, A3.5
HP-002 Aalto, CNIT uc-2 High 4 A4.9, Ad.1
HP-003 Aalto UcC-2 High 5 A5.4.1, A4.7, A48,| 1,5
A4.9
HP-004 Aalto, DELL UC-1, UC-2, | High 5 A5.1.1, A5.1.2.2, | 1,5
UC-3 A5.4.1
HP-005 Aalto, DELL UC-2, UC-3 High 3,5 A3.5, A5.4.1, A5.2.2 1
HP-006 | Aalto uc-2 High 3
HP-007 Aalto ucC-2 High 3 A4l
HP-008 Aalto uc-2 Medium | 3,5 | A3.5,A5.4.1
HP-009 Aalto UcC-2 Medium | 3,5 A3.5,A5.4.1
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HP-010 | Aalto UC1, UC-2 Medium A5.4.1,A5.4.4.2 1,5
HP-011 Aalto uc-2 High A3.5,A5.4.1
HP-013 Aalto, DELL, | UC-2, UC-3 High 4,5 A5.1.2.2, A5.4.1, A3.2, | 2
CNIT A4.9, Ad.1, Ab.2, A4.3,
A4.4, A4.5
HP-014 IMC UC-5 High 3 A3.1,A3.2,A3.3,A35
HP-015 DELL, CNIT uUcC-2, UC-3 High 4,5 | A5.1.2.2,A5.4.1,A4.1, |2
A4.2, A4.3, Ad.4, A4.5
HP-016 DELL uUcC-2, UC-3 Low 5 A3.11,A5.4.2,A5.1.1 |2
HP-017 SAG uc-4 Low 5 A3.4
HP-018 DELL, CNIT UC-3 High 3, 4, | A3.6, A5.1.2.2, A4,1, |1
5 A4.2, A4.3, Ad.4, A4.5
HP-019 FhG UC-1, UC-2, | High 3 A3.3,A5.4.2
UC-3, UC+4,
UcC-5
HP-020 Dell, FhG UC-1, UC-2, | High 3 A5.4.1,A5.3.1
ucC-3
HP-021 Dell uUc-2, UC-3 High 5 A5.1.2.2,A5.1.2.1 2
HP-022 Conv, Aalto uc-2 Medium | 3,5 A5.1.3
LC-001 SAG, DELL UC-2, UC-4, | High 5 A5.2.1, A5.4.2, A3.11, | 2
ucC-3 A3.1, A3.5
LC-002 SAG, IMC UC-2, UC-4, | High 5 A3.7,A5.4.4,A5.441 |1
UC-3, UC-5
LC-003 SAG, DELL UC-2, UC-4, | High 5 A3.8,A5.4.2,A3.3 2
ucC-3
LC-004 SAG, DELL, | UC-2, UC-4, | High 5 A3.8, A3.11, A5.3.1.1, | 2
CNIT UC-3 A4.2
LC-005 SAG uc-4 High 3 A3.9 2
LC-006 SAG, DELL ucC-4, UC-3 High 3 A3.4, A3.10 1
LC-007 SAG uc-4 High 3 A3.4, A3.10 1
LC-008 SAG, DELL ucC-4, UC-3 High 3 A3.4, A3.10 1
LC-009 SAG, IMC, | UC-2, UC-4, | High 3 A3.2, A3.4,A3.5 1
DELL UC-5, UC-3
LC-010 SAG, DELL UC-2, UC4, | High 5 A3.7, A54.4,A5.44.1, |1
UC-3 A3.4
LC-011 Aalto, IMC UC-2, UC-3, | High 5 A5.1.5,A5.4.1 1,5
UC-5
LC-012 Aalto, DELL uUcC-2, UC-3 Medium | 5 A5.1.5,A5.4.1 1,5
LC-013 Aalto UcC-2 Medium | 5 A5.1.5,A54.1 1,5
LC-015 Aalto, SAG, | UC-2, UC-4, | Medium A3.3, A35, A3.11, |1
IMC, DELL UC-5, UC-3 A5.1.2.2, A5.1.4,
A5.1.3
LC-016 DELL, IMC UC-3, UC-5 High A5.4.4,A5.44.1 2
LC-017 Aalto, IMC, | UC-2, UC-5, | High A4.7, A4.8, A5.1.5
DELL UC-3
LC-018 | Aalto, IMC, | UC-2, UC-5 | High 5 A5.3.1, Ad.1, Ad.4 1,5
CNIT
LC-019 | Aalto, DELL | UC-2,UC-3 | High 5 A3.11, A5.1.2.1, | 2

A5.1.4,A5.2.2, A5.2.3
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LC-020 | DELL UC-3,UC-2 | Low A5.3.2
LC-021 | DELL UCl, UC-2, | High A5.1.2.2, A5.4.43,|2
uc-3 A3.3
LC-022 | Aalto uc-2 Medium | 5 A5.4.1
LC-023 | SAG uc-4 Stretch | 5 A5.3.1 1,5
LC-024 | SAG, Fhg UC-1, UC-2, | Stretch |5 A5.4.4.2 2
uc-3, UC-4,
uc-5
LC-025 | SAG, CNIT Uc-1, UC-2, | High 3 A3.5, A5.4.1, A5.3.1, |1
uc-3, UC-4, A5.4.2, A42, A43,
uc-5 A3.8, A3.3
LC-026 | FhG uc-1 Stretch | 5 A5.4.4.3,A5.4.4.5
LC-027 | FhG uc-1 Stretch | 3,5 | A5.4.43,A5.4.4.5
CSI-001 | BOSCH, IMC, | UC-1, UC-2, | High 3,5 |A3.2, A5.4.1, A3.4,
Dell uc-3, UC-5 A5.1.1, A3.11
CSI-002 | BOSCH, SAG, | UC-1, UC-2, | High 3 A3.2,A3.3 1
IMC, DELL uc-3, UcC-4,
uc-5
CSI-003 | BOSCH, DELL | UC-1,UC-3 | High A5.1.2.1,A5.1.2.2 1,5
CSI-004 | BOSCH, DELL | UC-1,UC-3 | High A5.1.2.1, A5.1.22, 1,5
A5.4.4.3
CSI-005 | BOSCH, DELL | UC-1, UC-3, | High 3,5 | A5.1,A5.1.2.2,A3.3 1,5
uc-5
CSI-006 | BOSCH, DELL | UC-1 UC-3 High 5 A5.4.2,A5.1.2.1 1,5
CSI-007 | Aalto, IMC, | UC-2, UC-3, | High 3,5 |A5.4.2 1,5
DELL ucs
CSI-008 | Aalto, DELL | UC-2, UC-3, | High 3,5 |A3.5 A3.11, A5.4.1, |1
uc-5 A3.3
CSI-009 | Aalto uc-2 High 3,5 | A3.5 A5.4.2 1
CSI-010 | DELL uc-3 High 3,5 | A3.3,A5.4.2,A5.3.1.1
CSI-011 | DELL UC-3,UC-4 | High 3 A3.3,A3.1
CSI-012 | DELL UC-3, UC-4, | High 3,5 | A3.1,A3.11
uc-5
CSI-013 | DELL uc-3 High 3,5 | A4.10,A5.1.2.2,A5.1.3
CSI-014 | DELL uc-3 High 3,5 |A3.11,A5.1.3
CSI-015 | DELL UC-3,UC-4 | High 3 A3.1, A3.10, A5.3.2
CSI-016 | DELL uc-3 High 3 A3.1, A3.10, A5.3.2
CSI-017 | DELL UC-3,UC-4 | High 3 A3.1, A3.10, A5.3.2 1
CSI-018 | DELL uc-3 High 3 A3.1, A3.10, A5.3.2
CSI-019 | DELL uc-3 Medium | 3
CSI-020 | DELL uc-3 High 3,5 |A5.4.1,A53.2,A53.1 | 1,5
CSI-021 | FhG, ERCIM | UC-1, UC-2, | High 3,5 |A6.1
uc-5
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